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message is encrypted with the recipient’s public key. Upon receipl, the message 1s first
decrypted with the recipient’s private key. The signature phrase is decrypted with the
sender’s public key. If the phrase is successfully decrypted, then the recipient knows
that.the holder of the sender’s private key could have only sent the message. Of course,
at this point, there is no guarantee that the sender is actually the sender. It could be

someone who has stolen the private key. This is where digital certificates come into

play,

2.2.3.4 Digital Certificate

The digital certificate is a common credential that provides a means to venty
identity. A certificate 1s a set of data that identifies an entity. A trusted organization
assigns a certificate to an individual or an entity that associates a public key with the
individual. The individual or entity to which a certificate is issued is called the subject
of that certificate. The trusted organization that issues the certificate i1s a Certification
Authority (CA) and is known as the certificate’s issuer. A trustworthy CA will only
Issue a certificate after verifying the identity of the certificate’s subject,

Using digital certificates can protect your security when dealing wath personal or
financial transactions on the Internet because they bind the identity of the certificate
owner to a pair (public and private) of electronic keys that can be used to encrypt and
sign information digitally. These electronic credentials assure that the keys actually
belong to the person or organization specified. Protecting your privacy and secunity s

especially important in Internet Explorer.
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