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AUTHENTICATING SENSITIVE DIACRITICAL TEXTS USING RESIDUAL,
DATA REPRESENTATION AND PATTERN MATCHING METHODS
ABSTRACT
Diacritics play an important role in interpreting the meaning of a sentence through the
proper pronunciation. Any text that needs diacritics is sensitive as any disarrangement of
diacritics (intentional or unintentional) will result in complete misinterpretation of the
text. There are different diacritics like punctuation symbols, extended letters (e.g.
kashidas) and other symbols, that can be easily tampered to alter the original meaning of
the text. There are limited studies focused on the authentication of such sensitive
diacritical content (SDC). Most of the studies have removed the diacritics for
authentication making the process questionable. Besides, the proliferation of such a
sensitive content in different languages and formats on the internet has further
exaggerated the issue of authentication involving search and retrieval phases. To address
the mentioned issues, this thesis presents the different methods to authenticate the SDC
with the aim to improve the searching and retrieval phases. The first method is based on
the residual approach that authenticates any two similar sample texts written in different
styles using one common database. It minimizes the overhead associated with
maintaining the multiple databases. The objective is achieved using logical operations
and the character segmentation. The second method is based on the representation of the
diacritical text within the database to improve the retrieval performance for authentication
of a single sentence (verse). The objective is achieved by creating individual nodes based
on the total number of characters and placing each diacritical verse within its respective
node. The last method is based on the pattern matching approach, where given multiple
pattern input is authenticated from a given text. The purpose of exploring pattern
matching approach is to authenticate multiple diacritical verses with improved time and

space efficiency. The proposed method works by splitting the given pattern into two

il



halves and searching for the respective halves. The searching of halves is achieved
through two different algorithms based on the split approach and the parallel approach
respectively. To show the practicality of the proposed methods, they are tested on
sensitive diacritical text, which includes the Arabic Digital Holy Quran (DHQ). The
reason for selecting the DHQ for evaluation purposes is its availability in different styles
like uthmani and plain Arabic style that makes evaluation possible based on our first
method. The second reason is the complexity of diacritics within DHQ and encoding
scheme that decreases the authentication performance due to inefficient data
representation and search/retrieval strategies. The mentioned reason made the evaluation
of the second proposed method feasible and practical. Finally, for evaluating the pattern
matching based approach, different sensitive texts including Arabic, French. Italian,
English and Chinese were taken. The findings show that the first method manages to
convert Uthmani and Plain Quranic verses into one common style with an accuracy of
about 87 %. Similarly, the second method manages to authenticate single DHQ verse with
the improvement in search time by approximately 70 % over the existing methods.
Finally, the final method successfully authenticates multiple verses of different sensitive

diacritical texts with improved computational time and memory consumption.

Keywords: Sensitive online content, Quran authentication, content integrity, information

retrieval, exact matching.
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PENGESAHAN TEKS DIAKRITIKAL YANG SENSITIF MENGGUNAKAN
KAEDAH BERBAKI, PERWAKILAN DATA DAN KAEDAH PADANAN
CORAK
ABSTRAK
Diakritik memainkan peranan penting dalam menafsirkan makna ayat melalui sebutan
yang betul. Sebarang teks yang memerlukan tanda-tanda diakritik adalah sensitif kerana
sebarang perubahan diakritik (sengaja atau tidak sengaja) akan menghasilkan salah tafsir
terhadap teks yang lengkap. Terdapat diakritik yang berbeza seperti simbol tanda baca,
huruf lanjutan (contohnya kashidas) dan simbol-simbol yang boleh diubahsuai dengan
mudah untuk mengubah makna asal teks. Kajian yang memberi tumpuan kepada
pengsahihan kandungan diakritik sensitif (KDS) masih terhad. Kebanyakan kajian telah
mengeluarkan diakritik untuk tujuan pengsahihan menjadikan proses tersebut diragui
kesahihannya. Selain itu, pertambahan pesat kandungan sensitif sedemikian dalam bahasa
dan format yang berbeza-beza di internet telah memburukkan lagi isu pengsahihan yang
melibatkan fasa carian dan fasa dapatan semula (retrieval). Untuk menangani isu-isu
tersebut, tesis ini menunjukkan pelbagai kaedah untuk mengsahihkan KDS dengan
matlamat untuk memperbaiki fasa pencarian dan fasa dapatan semula (retrieval). Kaedah
pertama adalah berdasarkan pendekatan berbaki (residual) yang mengsahihkan dua
contoh teks yang sama yang telah ditulis dalam gaya-gaya yang berbeza menggunakan
satu pangkalan data sepunya. Ini meminimumkan overhed yang dikaitkan dengan
pengekalan pangkalan data yang banyak. Objektif ini dicapai dengan menggunakan
operasi logik dan segmentasi karakter (character segmentation). Kaedah kedua adalah
berdasarkan perwakilan teks diakritik di dalam pangkalan data untuk meningkatkan
prestasi dapatan semula(retrieval) untuk pengsahihan satu rangkap ayat (verse). Objektif
ini dicapai dengan menghasilkan nod individu berdasarkan jumlah bilangan aksara dan

meletakkan setiap ayat diakritikal dalam nod masing-masing. Kaedah terakhir adalah



berdasarkan pendekatan padanan corak (pattern matching), di mana diberi banyak input
corak disahkan dari teks tertentu. Tujuan meneroka pendekatan padanan corak adalah
untuk mengsahihkan beberapa rangkap ayat diakritik dengan penggunaan masa dan ruang
yang lebih efisien. Kaedah yang dicadangkan berfungsi untuk memisahkan corak yang
diberikan kepada dua bahagian dan mencari separuh bahagian yang lain. Pencarian
bahagian dicapai melalui penggunaan dua algoritma yang berbeza berdasarkan
pendekatan belahan (split) dan pendekatan selari. Untuk memperlihatkan sejauh mana
praktikaliti kaedah-kaedah yang dicadangkan, ujian dilaksanakan pada teks diakritik
sensitif, termasuk Al-Quran Digital (AQD). Sebab pemilihan AQD untuk tujuan penilaian
ialah ketersediaannya dalam gaya yang berbeza seperti Uthmani dan bahasa Arab biasa
yang menjadikan penilaian mungkin berdasarkan kaedah pertama. Alasan kedua adalah
kerumitan diakritik dalam skema pengkodan AQD dan skema pengekodan yang
mengurangkan prestasi pengsahihan yang disebabkan oleh perwakilan data yang tidak
cekap dan strategi pencarian/dapatan semula. Alasan tersebut menyebabkan penilaian
kaedah kedua yang dicadangkan praktikal dan boleh dilaksanakan. Akhir sekali, untuk
menilai pendekatan berdasarkan padanan corak, pelbagai teks sensitif termasuk bahasa
Arab, Perancis, Itali, Inggeris, dan Cina telah diambil. Dapatan menunjukkan kaedah
pertama berjaya mengubah ayat-ayat Al-Quran gaya Uthmani dan gaya biasa kepada satu
gaya umum dengan ketepatan kira-kira 87%. Selain itu, kaedah kedua berjaya
mengsahihkan rangkap ayat AQD tunggal dengan peningkatan dalam masa pencarian
melebihi 70% berbanding dengan kaedah sedia ada. Akhir sekali, kaedah terakhir berjaya
mengsahihkan beberapa rangkap teks dengan teks diakritikal yang berbeza dengan masa

pengiraan dan penggunaan ingatan yang lebih baik.

Kata kunci: Kandungan sensitif dalam talian, Pengesahan Quran, Integriti kandungan,

Dapatan kembali maklumat, pemadanan tepat.
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CHAPTER 1: INTRODUCTION

This chapter contains the background for this study, highlights the research problem
and motive for conducting this research, and formulates the problem statement and
research questions. It includes the scope limitation of the research along with the research

methodology.

1.1 Introduction

The authenticity/authentication is a set of policies and procedures that are necessary to
validate the given input (Moukdad, 2013; Pinkerton, 2000). Two main procedures for
authenticating digital content include retrieval/searching phase and the verified ground-
truth (database). Without proper retrieval/search strategy, the authentication process will
consume more time to process the given input (that can be any digital media)(Pinkerton,
2000). Currently, the issue of authentication is on rising due to the advent of modern
gadgets. For the past few years, it is observed that the use of digital media uploaded and
downloaded on the internet is steadily increasing. This steady increase of digital media
over the internet is one of the major challenge faced by the researchers today in terms of
determining the authenticity. The other issues arise due to the availability of the digital
media in different formats like image, text, audio, and video. This availability of digital
media in different formats makes identification of proper approaches to authenticate a
particular format more challenging. Besides, the use of digital content has dramatically
increased cases of copyright violations that spur researchers to study the issues related to
the integrity, the authenticity of digital content and data vulnerability (Hakak et al., 2017a;
Pan et al., 2004). This is the reason that the substantial amount of research is being
undertaken in the area of data integrity, authentication and security. The data related to

research in digital content authentication are shown in Figure 1.1.



Digital Content Authentication

80
(%]
5 70 m 2011
=
8 60 m 2012
5 %0 2013

| |

8240
2 30 2014
(0]
-g 20 B 2015
>
< 10 m 2016
IS 0
2 m 2017

Year

Figure 1.1: Research in the field of authentication/data integrity of online
sensitive data (WoS, 2018)

The excessive reliance on the internet and the increase in users have exaggerated the
problem of integrity and authenticity. According to the information made available by
World Internet Statistics (Internet World Stats, 2018), the number of internet users has
increased fivefold (as shown in Figure 1.2). Given this alarming trend, the rate of
publishing sensitive digital content online is necessarily also on the rise. A lot of sensitive
digital diacritical content is available online which can be accessed and downloaded from

different sources, such as religious websites, social media websites and other online blogs.
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Figure 1.2: Number of Internet Users per year (Internet World Stats, 2018)



The research in authenticating sensitive diacritical text is quite new and emerging.
Sensitive diacritical content (SDC) refers to the content that constitutes the material of
utmost importance and requires the protection of confidentiality, integrity or availability
and requires additional symbols (diacritics) for reading (Hakak et al., 2017b). This
sensitive content may appear in the form of text, image, audio or video requiring different

methods of authentication.

From the state-of-art, it is observed that very limited work is being pursued in this area.
There is no existing study where the methods that can be used for determining the
authenticity of diacritical text has been identified. Few studies that have tried to address
the similar issues has focused on removal of diacritics that makes authentication process
futile. Similarly, the other works have explored hashing process that involves the
overhead of hash collision and inability to authenticate indistinguishable content using
single database (Almazrooie et al., 2018; Alsmadi & Zarour, 2015; Hakak et al., 2018a).
At last, the linear/binary search algorithms have been used along with regular expressions
to authenticate sensitive diacritical text (Albujasim, 2014; Alginahi et al., 2013; Alshareef
& Saddik, 2012). However, these approaches effect the retrieval efficiency and result in
poor retrieval performance. Hence, there is potential to develop the approaches that can

address the challenges of authenticating sensitive diacritical text.

Some potential approaches that can help in addressing the issues in authenticating
sensitive diacritical text include the use of logical operations (Wong, 2016). The use of
logical operations can help in identifying the differences between the different writing
styles of the same content. From the differences, substitution approach can be utilized to
make different styles verifiable using one common database. Besides, there is a need to
evaluate the effect of certain factors like the arrangement of data within the database to

enhance the authentication mechanism. This can be achieved by focusing on data



representation of the verified content. This approach can result in massive improvement
of the overall retrieval performance for short/single verses. For multiple verse
authentication, pattern matching approaches can be explored. These algorithms usually
work by searching a given pattern from a given text using the skip-based method. The
skip-based method includes the number of characters that can be skipped to save time and
match the given input for authentication purposes. One of the standard pattern matching
algorithms that are being benchmarked even after 20 years includes Boyer Moore
algorithm (BM) (Boyer & Moore, 1977). The reason of including BM algorithm in
current studies is due to the nature of the pattern within the text. This algorithm is still
best for long patterns due to its efficient shift process (Rahim et al., 2017; Sri et al., 2018).
All the mentioned approaches can be used to authenticate the sensitive diacritical text. As
there is massive sensitive content available, it is a tedious task to evaluate the
practicability of the above-mentioned solutions. Hence, we include the case study of
Digital Quran (DHQ) for evaluation purposes due to its availability in different styles and

complex diacritics.

Digital copies of the text of the Holy Quran (DHQ), which constitutes the most
authentic and unaltered religious text of all times, falls into the category of highly
sensitive online content with respect to tampering. It constitutes every Muslim’s duty to
protect the authenticity and integrity of the Quranic text and message (Tayan et al., 2014).
The Quranic content is available in the form of simple text (binary format) or images on
numerous websites in different Arabic script styles. For example, numerous symbols and
diacritics constitute an integral part of the Quranic text, and the modification of just one
symbol may change the meaning of a whole sentence or verse. If one single verse is
misunderstood or misinterpreted, it creates a lot of confusion in the minds of its Muslim

readers (Alsmadi & Zarour, 2015). Thus, different methods are needed that can help



authenticate the sensitive diacritical texts like the digital copies or verses of the Holy

Quran available online, which come in various different Arabic script styles.

1.2 Motivation

The research area of analyzing sensitive online content is quite new and growing.
Thus, it requires significant research efforts in terms of identifying the optimal methods
used to assess and evaluate their level of performance and efficiency in connection to
different formats such as text and image. The massive increase in the use of digital content
over the last few years, and issues of copyright, authenticity, and integrity of digital
content and data vulnerability constitute the main motivating factors for carrying on the
research in this area. Given the enormous amount of digital content published on the

internet, the case of the Holy Quran is considered

DHQ is represented in the form of different script styles, the most established being
Uthmani (Sabbah & Selamat, 2013) and plain Quranic style (most commonly used in
Asia). Uthmani script involves more complex diacritics compared to the plain script. In
both cases, diacritics play a vital role in determining the semantics or linguistic meaning
the text reflects. For example, in Figure 1.3(a), an authentic Quranic verse with proper
arrangement of diacritics is given with proper translation. However, in Figure 1.3 (b), the
same verse has been tampered with by changing just one diacritic (highlighted in red)

resulting in a completely opposite meaning.

SLalslt sate AN ads g

(Itis only those who have lmeowledge among His slaves that fear Allah — Chapter 35 —verse 28)

(a)

SPATA (BRC LN € (IR T SR P
(It1z Allah who fears His slaves)

(b)

Figure 1.3: (a)Authentic verse (b) Tampered verse



The two examples illustrated above show the impact of diacritics on the authenticity
and correct representation of the Quranic verses. Diacritics affect the meaning and have
a significant impact on retrieval. Previous studies have shown that the complexity of
diacritics results in poor retrieval of output with increased time complexity (Darwish &
Magdy, 2014). All the mentioned factors and the significance of DHQ further

strengthened the motivation to proceed with the research.

1.3 Problem Statement

Diacritics are the small marks written above or beneath the letters necessary for the
correct recitation and grammatical understanding of the text. The availability of
indistinguishable sensitive diacritical text in different styles makes the authenticating
process very complicated due to the requirement of the ground truth (reference database)
for each text sample. Besides, diacritical content like Arabic text requires more than 7
bits to represent a single character, this results in poor retrieval performance and increases
time complexity. This is the reason, most of the existing sensitive diacritical text
authentication approaches like in case of DHQ either fail to retrieve the required input or
take a considerable amount of time for processing the request. The final issue arises
involving authentication of multiple complex diacritical verses that incurs more time
compared to the plain single verse due to the processing of more bits. To address the
above-mentioned challenges, require prior authentication methods by taking DHQ as a

case study.

14 Research Questions (RQs)
This study addressed the following research questions (RQs) that were formulated

corresponding to the research objectives to delineate the scope of this research:

a) What are the issues with the state-of-the-art in authenticating the sensitive

diacritical text?



b) How logical operations and character segmentation can be integrated to
authenticate different styles of diacritical text?

¢) Can the efficient data representation improve the retrieval process and enhance
the authentication process of diacritical text?

d) Can a multi-lingual algorithm be developed for the authentication of multiple

verses of sensitive diacritical text?

1.5 Research Objectives

The aim of this thesis is to determine the authenticity of sensitive diacritical texts
by conducting a case study of digital Quran texts. To achieve this purpose, we have

formulated the following objectives:

e To investigate the state-of-art issues in authenticating (searching and retrieving)
the sensitive diacritical texts;

e To propose and evaluate a method for converting different script styles of
sensitive diacritical texts into a standard script style;

e To propose and evaluate a method for diacritical text storage and retrieval,

e To propose and evaluate a method for determining the authenticity of multiple

diacritical texts with improved time complexity.

1.6 Research Significance

The aim of this research is to propose different methods for authenticating diacritical
sensitive texts like Quranic verses available online. Such an authentication method would
constitute part of the worldwide Muslim effort to preserve and protect the correct and
original text and meaning of DHQ. The authentication methods will also assist Muslims
and non-Muslims in the study of the Quran online without having to worry about being

exposed to the fraudulent and misleading content. Furthermore, the proposed taxonomies



related to online sensitive content and other open issues point out possible directions to
be taken in future research. The present research proposes a novel way of authenticating
more than one script style of DHQ using a single common database. This is hoped to
motivate researchers to explore other methods that can further improve the accuracy of
conversion and include other types of script styles. The methods proposed in the current
research can be explored further in order to test on other kinds of sensitive diacritical

texts.

1.7 Research Methodology
The research project is divided into two study phases: Phase 1 consists of a literature
review and phase 2 relates to authentication (comprising of preprocessing and search

phases)

The first phase of the research covers the literature review, which introduces the basic
concepts and issues pertaining to the scope of study covering the first objective. Related
work related to preserving the content integrity of sensitive diacritical texts with the case
study of DHQ is studied and new taxonomies that can pave future research directions are
presented. To encounter the second objective, the residual method is proposed. For
authenticating phase that involves retrieving and searching Quranic verses, a new data
representation is proposed. A fourth and final method is proposed based on a pattern

matching approach to improve the time efficiency of multilingual text.

The overall research methodology is discussed in Chapter 3 and the individual research
methodology of the methods mentioned above is described and presented individually in
order. Chapters 4, 5 and 6 are organized into an introduction, related works, research
methodology, results, and conclusion. The research flow and its corresponding research

methods are summarized in Figure 1.4.
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1.8 Contribution

The contribution of this research includes:

1. Identification of approaches that can be used for preserving the content integrity
of sensitive diacritical text through taxonomies;

2. Framework for authenticating and protecting sensitive diacritical text;

3. Method for authenticating the different script styles of using single database;

4. Efficient data representation method for authenticating single diacritical verses;



5. New split-based searching algorithms for authenticating multiple diacritical
verses;

6. Recommendations for future research in the area of sensitive diacritical text.

The workability of the proposed technical approaches has been shown by taking the case
study of the DHQ. This study also constitutes the first survey carried out on the different

approaches used for preserving the integrity of the DHQ;

1.9 Thesis Organization

Chapter 2 provides an extensive overview of the various types of SDC. A general
introduction of techniques used to authenticate SDC is given. The sensitive nature of
DHQ and important diacritics along with related studies are reviewed together with their
strengths and limitations. The research methodology is briefly summarized in Chapter 3.
Chapter 4 presents the limitations of the existing approaches involved in determining the
authenticity of SDC. It describes the proposed residual based approach to convert
different styles of sensitive diacritical text using a single database. The proposed approach
is evaluated and benchmarked against the existing approaches by taking the case study of
DHQ. Chapter 5 explains the limitations of the existing diacritical search engines like
Quranic engines. A selection of related studies is consulted in view of their limitations.
An efficient data representation approach for the retrieval of single diacritical text verse
is proposed that improves the overall retrieval performance. The evaluation has been done
using DHQ verses and compared to the existing approaches. The limitations of the
proposed work and previous works are also discussed. Chapter 6 presents the method
deemed most suitable to overcome the limitations of the method proposed in chapter 5,
i.e. authenticating single diacritical verses. The proposed method is based on the concept

of string or pattern matching algorithms, which are briefly explained. The proposed

10



algorithm 1is evaluated on different datasets of English, Arabic, Italian, French and
Chinese. The limitations of the existing studies and the proposed approach are briefly
highlighted. Finally, chapter 7 contains the conclusion and a brief outline of future

research.
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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

This chapter discusses previous related works that aimed at authenticating and
protecting one of the most sensitive diacritical content i.e. the DHQ. The Quranic content
can be divided into three categories: image, text and audio/video-based content. Due to
the vast amount of digital content available on the Internet, this study has focused only
on text-based approaches along with their limitations. The basic approaches adopted by
researchers to authenticate and protect text and image-based content is briefly explained
alongside their advantages and limitations. Finally, open research issues and conclusion

are drawn.

2.2 Classification of Sensitive Online Content Based on Format

Sensitive online content can be defined as content whose accuracy, security and
correctness are of crucial and critical importance to users (Computer Security Act
1987)(Hakak et al., 2017b). Sensitive online content can be classified into four different
types based on their respective format (as shown in Figure 2.1). Such a classification
enables researchers to identify and analyze different techniques for protecting and

verifying the integrity of the sensitive online content.
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Figure 2.1: Classification of sensitive online content based on the format

Image-Based Format: The Internet contains plentiful image-based content that is

readily accessible while surfing different websites. For example, books are

presented in image format. We have categorized ‘image’ into two sub-categories,

plain and complex images. Plain images include simple pictures with average

color details and clarity, whereas complex images include pictures with high color

details with not much clarity. The two types of images are shown in Figure 2.2.

Both plain, as well as complex images, can be displayed in different formats like

JPEG, TIF, and GIF. This area falls under image processing, and there are

different kinds of techniques used for checking their integrity.
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(a) (b)

Figure 2.2: Quranic Images (a) Plain, and (b) complex

b) Audio/Video-Based Format: A huge amount of content is available online in the

form of audio and video formats. The most popular formats include mp3, mk3,
MPEG, and mp4. There are different techniques that can be applied in order to
check the authenticity of this content.

Text-based Format: One of the most suitable and available online contents is in
text format, plain text, and complex text. The plain text refers to simple English
which uses the ASCII format while complex text includes any text which takes
more than one byte and uses different encoding techniques like UTF 8 and 16 as
shown in Figure 2.3. Complex text may include Arabic text, Persian text, text with
symbols and so on (Arslan, 2015). The different formats available are for example
word format and pdf format. As compared to the image-based format, research
done on the text-based work has been limited. This may be due to the availability

of binary texts in different styles that need proper authentication mechanisms.

Hello  0odd e w %z
(a) (b)

Figure 2.3: (a) Plain text, and (b) Complex Arabic text
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d) Future Formats: We believe that in the near future, a universal format is going to
be invented, which is going to work for all types of media like images, text, video
and so on. To make our taxonomy scalable, a future format is included for further

refinement of the proposed taxonomy (Hakak et al., 2017b).

We have discussed different resource formats available online. This classification can
be useful for researchers in categorizing techniques specifically based on formats, and in
determining and assessing their specific limitations and advantages. For text and image-
based format, there are different approaches that are being employed to determine the

authenticity and content integrity of DHQ.

23 Approaches to determine authenticity and preserving the content integrity
of Quranic Content

Content integrity refers to the process of authenticating or verifying whether a given

content is in its original form or not. Thus, in this section, all basic approaches used for

content integrity purposes with respect to Quranic content are discussed. The summary

of research done in the content integrity of Quranic content is discussed at the end of each

respective approach for watermarking, cryptography, steganography, pattern-based and

whole document-based approaches.
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Figure 2.4: Taxonomy of Content Integrity Approaches

There are usually two concerns that the user has while reading sensitive Arabic texts
like the Quran on the Internet. One primary concern is how to verify whether a certain
verse/sentence is accurate and correct or not, and the other being the best way in which
to protect the own uploaded Quranic content from tampering or any modification.
Considering these two concerns, we have classified the content integrity approaches into
two categories, namely content integrity protection (protection of DHQ) and content

integrity authentication (verification of DHQ), as shown in Figure 2.4 above.

The approach for content integrity protection can be subdivided into the three

categories: watermarking, cryptography and steganography. Finally, content integrity
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authentication can be classified into pattern-based and whole-document based

approaches. All those approaches are briefly described as follows:

23.1 Content Integrity Protection
The main factors that any content integrity protection and verification mechanism must
have are as follows (Darace & Mozaffari, 2014; Haouzia & Noumeir, 2008; Tao et al.,

2014):

e Imperceptibility: It means the property of being invisible. The document to be
protected from tampering much have a security feature embedded within it such
that it is not noticeable to the audience (Arnold et al., 2002; Makbol et al., 2016).

e Robustness: The secured approach must be robust enough to tolerate any kind of
attacks (Arnold et al., 2002; Makbol et al., 2016; Nin & Ricciardi, 2013).

e Security: The approach used for preserving content integrity must be secure
enough to satisfy the condition of robustness (Arnold et al., 2002).

e Computational cost: The approach used to preserve the content integrity of
documents must be scalable in the future of future computers with less

computational overhead (Arnold et al., 2002).

Based on these factors, different techniques can be used for data integrity protection.
The following techniques have been used for protecting the image based Quranic content

from possible tampering or modification.

2.3.1.1 Watermarking

Digital watermarking is used in protecting digital media from possible tampering. It
can also be used for authentication purposes. In digital watermarking, a certain piece of
information like a company logo or text is added to digital media (e.g. image and video)

in order to secure the content and owner identification. It is used in many areas like
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broadcast monitoring, authentication, and copyright protection (Singh & Chadha, 2013).

An efficient watermark should fulfill the following criteria: robust, imperceptible, secure,

verifiable, good capacity, less complex, reliable (Brassil et al., 1999). Watermarking can

be either in the form of image watermarking or text watermarking. In image

watermarking, an image is used for processing based on the pixel or block approach. In

text watermarking, the text is used to watermark the information. The methods that have

been employed to protect digital Quran include:

a)

b)

Diacritical based methods: There are special symbols known as diacritics in the
Arabic language that are used to read highly grammatical scriptures like the
Arabic Quran. There are mainly eight different diacritical symbols that are used
to hide binary bits and protect the document (Hakak et al., 2017c¢).

Open space methods: The protection is achieved by hiding the watermark in extra
spaces. Those extra spaces can be found at the beginning, middle or end of the
text. Such spaces are also known as white spaces (Bender et al., 1996).

Text modification methods: The text is modified physically. There are three main
approaches that are employed to achieve the purpose of protecting sensitive
Arabic content using text modification methods 1.e. Line coding, word-shift
coding, and character coding. Line coding (Hakak et al., 2017b): The text line is
altered vertically, which is not visible to users. Thus, during the decoding process,
line displacement helps to identify any tampered text (Brassil et al., 1999). Word-
shift coding: This technique works in the horizontal direction. The location of the
word is shifted horizontally within the text line. The unmoved words serve as
reference locations during the decoding process (Brassil et al., 1999). Character
coding: This is a feature-based technique where the features of a character like
height or font are used for watermarking. The feature of a character is changed to

embed a security code for verification purposes. The height of an individual
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character can be altered, or its position can be changed in relation to other
characters. During the decoding process, some characters are left unchanged
(Brassil et al., 1999). This technique constitutes one of the most widely used

techniques in preserving content integrity (Khare, Shivakumara, & Raveendran,

2014).

A summary of watermark-based approaches for preserving the content integrity of

digital Quranic content is given below:

The Kashida-based approach for protecting the digital copies of the Quran from
tampering has been proposed (Gutub et al., 2010). The authors have used the feature
coding technique of watermarking. In this approach, a security code is embedded with
kashida to watermark the text. Kashida is a way of writing Arabic by elongating the
length of the characters. The proposed method is suitable for copyright issues (Gutub et

al., 2010).

The two crucial challenges while handling sensitive online content are content
protection and copyright protection (Tayan et al., 2013). Tayan et al. 2013 have proposed
the zero-watermarking approach for content verification and authentication.
Authentication is achieved by embedding the documents with a specific data sequence
obtained from the watermark logo. The specific key is then generated using logical XOR,
yet the word size limit for which the key has to be generated is not mentioned. Even
though the study calculates the key for a whole document similar to the hashing process.
The calculated key is used by the certifying authority (CA) for authentication purposes
during the decoding phase. The claim raised in support of this approach is that the
Unicode values of all characters are calculated and added to produce a sum after which

the parity bit is added and the key generated. (Tayan et al., 2013).
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In another study by (AlAhmad et al., 2013a), the focus is on the authentication of
Quranic images. The invisible watermarking technique based on LSB is used. In order to
generate the watermark for the pdf file, a DCT algorithm is used to reduce the extraction

time. For tamper detection, the hashing approach is used.

Taking the online content of the web into consideration, Abuhaija et al., 2013
(Abuhaija et al., 2013) proposed a framework named ITRUST. However, the
implementation of the authentication process is not sufficiently elucidated. The authors
only explain that the Registration Authority (RA) will be responsible for authenticating
the content on the websites. However, the role of the watermarking logo provider remains

unclear (Abuhaija et al., 2013).

The authors in (Syifak Izhar et al., 2013) have proposed another watermarking
approach based on the SVD technique to authenticate Quranic images available online.
In the SVD technique, the image is transformed into different matrices and each matrix
processed. The advantage of this technique lies in its robustness and security against

geometrical attacks. (Laouamer & Tayan, 2013).

In order to protect Quranic images, the research completed by (Kurniawan et al.,
2013a) proposed a method whose focus is on protecting and then authenticating the
watermarked Quranic image. The original Quranic image is hashed to obtain the initial
authentication code. This authentication code is then encrypted using a private key to
obtain the secured and authenticated code. This secured code (L) is used to counter local
attacks and stored in binary format. Wavelet domain is used to embed this secure code
with the host image using DWT transformation. The embedding process is done in
coefficient wavelet (Ch) at resolution level 1-L. For authentication purposes, the
inversion of the whole process is repeated. The authors have evaluated the proposed

approach on four images of the Holy Quran. The experiments served the purpose of
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evaluating the localization capability of image tampering, fragility to JPEG compression
under various quality factors (QF), and the quality of the image after the watermarking

process. The proposed technique maintains a fine image quality.

Another study (Kamsin et al., 2014) discussed the authentication of the Quran in all
possible formats. With the digitization and the rapid and steady increase in the numbers
of internet users, a reliable and universal Quran authentication system is needed in order
to detect fake verses speedily. The program to achieve the objective of developing such a

Quran authentication system is also discussed.

(Kurniawan et al., 2014) This study discussed a method similar to the previous work
published by the same author, except using a different evaluation parameter. Here, the
image is also transformed into the wavelet domain using DWT. Using the block-based
approach, the image is then divided into several blocks and each block is embedded with
watermark bits for authentication purposes. Three parameters, i.e. PSNR, Pearson
Correlation Coefficient (PCC) and Normalized Hamming Distance (NHD) are taken for

evaluation purposes (Kurniawan et al., 2013b).

Tayan et. al (2014) proposed an approach verification of digital text document
integrity. This effort is similar to the approach discussed above in (Tayan et al., 2013).
The main difference lies in the fact that in (Tayan et al., 2013), the word size related to

the key generation is not mentioned, whereas the word size limit is fixed at two in (Tayan

et al., 2014).

In order to meet the specific requirement of verification online content, (Sabbah &
Selamat, 2014) aimed to develop a machine learning model able to classify the online
words into Quranic and non-Quranic words using a support vector machine. A

classification model is applied to the words extracted from the online source. However,
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before extracting the words, all symbols, diacritics, and non-Arabic letters are removed

in the filtering phase. The classification model is evaluated using three parameters, i.e.

Accuracy, precision and F-measure (Sabbah & Selamat, 2014).

The main finding and limitations of the above-mentioned studies that have focused on

the image-based format are shown in Table 2.1.

Table 2.1: Advantages and drawbacks of Watermarking approaches used in

authenticating/protecting DHQ content

Approach o 1. e Evaluate
Authors used Findings Limitations Metrics used
(Gutub et al., Feature code A method based 1. Limited to There is no specific

2010) watermarking ~ on embedding image only. metric, taken for
security bits in evaluation purposes.
kashida is 2. Need to test
proposed. the proposed

approach using a
different kind of
attacks.

(Tayan et al., Zero - The Zero- Limited to image  Not any evaluation

2013) watermarking ~ watermarking format only. The parameter is taken.
approach has whole document  Only encoding time
been identified is hashed which and decoding time
as the most is similar to mentioned.
effective hashing
technique to
authenticate
image-based
documents

(AlAhmad et  Invisible An invisible 1. Results are not  No Experiments

al., 2013a) watermarking ~ watermarking valid results due ~ were done and

and hashing approach based  to lack of discussed.
on LSB is experiments.
proposed.
2. Limited to Pdf
format only

(Abuhaija et  Watermarking A general 2. Based on the Not experimental.

al., 2013) framework manual General architecture
regarding authentication proposed.
authentication of mechanism
website content ~ where
is proposed. Registration

authority is
assigned to
authenticate
websites.
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Table 2.1: Continued

Authors Approach Findings Limitations Eyaluate
used Metrics used
(Syifak Izhar Fragile Image-based Limited to image  Top four Quran
et al., 2013) Watermarking  authentication of only. applications from
Quranic images Android have been
based on fragile taken for
watermarking is experimental
proposed and purposes. Four
the proposed evaluation
algorithm shows parameters, i.e.
significant Average processing
improvement. time, Average
PSNR value
detection and
recovery are taken.
(Khalil et al., Fragile The Fragile Limited to image = Two metrics, i.e. Bit
2014) Watermarking  watermarking format only Error rate and
approach has PSNR are taken for
been proposed evaluation purposes.
to protect the
Quran from
tampering.
(Laouamer Watermarking ~ An enhanced Limited to the For evaluation
& Tayan, approach based  image. There are  purposes 5
2013) on singular no benchmark parameters have
value results shown been taken: Peak
decomposition(  from previous Signal-to-Noise-
SVD) for work. Ratio (PSNR),
watermarking Structural Similarity
the data is Index (Hassan et
proposed al.), Visual
Information Fidelity
(VIF), the Universal
Quality Index,
Noise Quality
Measure (NQM)
(Tayan et al., A hybrid The Zero- This approachis  No specific
2014) approach of watermarking prone to fail in evaluation
watermarking  approach has authenticating a parameter is taken.
and digital been identified particular line in ~ Only encoding time
signature as an effective a document. The  and decoding time
technique to approach mentioned.
authenticate considers a whole
image-based document file as
documents an input.
Overhead of
storing keys.
(Sabbah & Machine The machine Limited to image  Three parameters,
Selamat, Learning learning format only. i.e. Accuracy,
2014) Approach approach has precision, and F-

been proposed
for classifying
Quranic words
from Non-
Quranic words.

measure have been
taken for evaluation
purposes on 4
different datasets.
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2.3.1.2 Cryptography

It is one of the most widely used techniques for securing data. There is plentiful
sensitive online information in the form of credit cards, banking transactions and the like
that needs to be protected. Cryptography involves converting the human-readable text
into unreadable text (also known as ciphertext) for any unauthorized person through
encryption, generation of keys and decryption. Encryption is the process of converting
plain text into cipher text, and decryption is the reverse of encryption. Keys are used to
unlock the encryption phase (Mitali & Sharma, 2014). The main advantages of
cryptography are securing confidential information between sender and receiver,
authentication for proof of identity, integrity check to ensure that the message has not
been tampered with and non-repudiation, which does not allow the sender to claim that

the message has not been sent.

Cryptography can be classified into two approaches: key-based and keyless (as shown
in Figure 2.4). The key-based approach consists of symmetric cryptography and
asymmetric key cryptography. In symmetric key cryptography, one key is used for
encryption as well as decryption and in asymmetric key cryptography two keys are used.
The most widely used algorithms in key-based cryptography include AES and DES
algorithms. DES has a key size of 56 bits which is quite small for many applications
available today. Due to the advancement in computing power, it is not advisable to use
the approach. AES, on the other hand, which is considered as an improvement over the
DES approach, is too complex compared to the size of the key length which is quite long.
Blowfish is considered as both secure and flexible as compared to the above-mentioned
approaches. It uses simple primitive operations like XOR, table-lookup and can execute
in below 5KB memory. Asymmetric approaches, on the other hand, such as RSA, which

uses public key cryptography are very slow in processing (Mitali & Sharma, 2014).
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One of the most popular approaches to achieve key based cryptography is through the
use of digital signatures. A Digital signature refers to a mathematical technique used to
authenticate and validate the integrity of any message or digital document (Tayan et al.,
2014). This technique is useful to detect any kind of tampering or impersonation in digital
communications. In digital signatures, a one-way hash of electronic data is created. A
private key is used to encrypt the hash. Thus, the combination of the hashing approach
and encryption using the private key creates the digital signature. It consists of the
following three algorithms. The key generation algorithm selects the private key and
outputs the private key and the corresponding public key. The signing algorithm receives
the message and private keys as input and produces a signature. The signature
verifying algorithm checks the given the message, the public key and signature for

authenticity (Schellenkens, 2004).

The second approach is keyless, which involves hashing and random number
generation. Among the keyless approaches under cryptography, the most popular method

1s hashing. The following methods are used for hashing:

o Division-remainder method: 1t calculates the total size of a number of items. This
number is then used as a divisor against the original key value to extract the
quotient and remainder. The remainder after the division process is the hashing
value.

o Folding method: 1t divides the original value into several sub-values which are
then added. It uses the last four digits of this summation as the hash key.

e Radix transformation method: 1t changes the radix or number base. This change
in radix results in a different sequence of digits which is used as the hash key.

e Digit rearrangement method: It takes and rearranges part of the original value or

key, and then uses that sequence as the hash value or key.
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2.3.1.3 Steganography

It is an information-hiding technique in which data is hidden in a cover media to make
that information inaccessible to others (Sumathi et al., 2014). The difference between
cryptography and steganography is that cryptography involves protection of the message
content while steganography conceals the existence of the original message
(Katzenbeisser & Petitcolas, 2000). The idea is to embed the original message in a cover
and send it to the destination secretly. The stego key is used to restrict the detection or

recovery of the original message (Bennett, 2004).

Steganography can be classified into three categories (Sumathi et al., 2014):

a) Pure Steganography: It does not require a stego key as no other party is aware of
the communication.

b) Secret Key Steganography: The stego key is used for communication purposes.
This type of technique is prone to interception

c) Public Key Steganography: Private and public keys are used for secure

communication.

All the above approaches use the following methods (Sumathi et al., 2014):

I.  Substitution methods: Redundant parts of a cover are substituted with a secret
message.
II.  Transform domain technique: Secret information is embedded in the transform
space of the frequency domain.
III.  Distortion technique: Information is stored using signal distortion, and the

deviation from the original cover is measured in the decoding step.
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IV.  Statistical method: Information is encoded by changing several statistical
properties of the cover and uses hypothesis testing in the extraction process

(Sumathi et al., 2014).

The summary of cryptographic and stenographic-based approaches for preserving the

content integrity of Digital Quran is as follows:

The ready availability of digital text formats on the internet in the form of websites,
articles, e-books and the like make it easy to copy and tamper with it and forge a fake text
substituting the original. Therefore, the authors (Gutub et al., 2010) proposes a
steganography based approach whose main objective is to provide copyright protection
and prevent illegal copying and diffusing. In the study, the stenographic technique is used
to protect the text of the Quran from any subsequent modification. The secret bits are
embedded in extensible characters of the Arabic script. The drawback of this kashida-
based approach lies in the elongation of the letter characters which takes up more space,
requires more bytes and thus occupies more memory in order to authenticate the Quranic
images. The research also proposes the use of the fragile watermarking technique. The
image is divided into blocks and each block is numbered in a spiral manner, starting from
the center resembling a ring form. The numbering is done so that the watermarked blocks

are relocated at a minimum distance away from the original blocks. All blocks are then

mapped using an equationB = [(k *s)ymod Nb]+ 1, B 1s watermarked block, s is spiral,
Nb is the block numbers, and £ is the secret key which is the highest prime number from
the result of block numbers divided by 2. In the second phase, the average intensity of

each block is calculated by setting the LSB of each pixel within the block zero.

To block any attempt to distort the text of the Holy Quran such as Galan application,
Alshaikhli et al. (2013) combined the two well-known approaches of AES and RSA

resulting in a hybrid approach. Its focus is on protecting the Holy Quran from any
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alteration. However, there is no clear methodology mentioned on how this protection can
be achieved. There is no mention of a newly proposed algorithm and the result is not duly

evaluated (AlAhmad et al., 2013Db).

A model has been proposed for the authentication of Quranic verses. The author claims
that document control and digital signature are the two most widely used approaches in
authenticating documents. Document control is giving permission before and after
publishing the document online. In the digital signature, signed documents are verified
by the individual signing it. The study focuses on integrity checking. The author mentions
that it is a challenge to read or place the Arabic diacritics correctly. The hash approach is
used to calculate the particular verse, the hash value is then compared with the hash value
in the database. The major drawback of this approach is that only one single verse can be

checked at a time. Different verses are tested using different hashing approaches.

The summary of works based on cryptography and steganography approaches to

preserve the content integrity of DHQ is shown in Table 2.2 respectively.

Table 2.2: Advantages and drawbacks of Cryptographic and Stenographic
approaches used in authenticating/protecting DHQ content
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Table 2.2: Continued
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The advantages and drawbacks of all the standard approaches discussed are now listed in
Table 2.3.

Table 2.3: Advantages and drawbacks of standard approaches

Image-based Approaches

Advantages

Drawbacks

Has the additional
requirement of robustness

A Lot of attacks possible in the

Watermarking . . form of geometric, noise and
against possible attack other related attacks
(Xuehua, 2010)
The main task is to ensure More suitable for network
Cryptography users able to communicate related attacks as compared to
securely over an insecure digital documents (Delfs &
channel (Coron, 2006) Knebl, 2015)
The message can be sent
without any suspicion. Less secure. Not suitable for
Steganography Suitable for securing preserving the integrity of

transmitted messages
involving encoding and
decoding process

sensitive documents like image
or text (Cole, 2003)

Digital signature

Very efficient in legally
binding documents

Both senders and recipients
need to buy digital certificates
from trusted certification
authorities
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Among all these approaches, we find watermarking as the potential approach for an
image-based format that can be used to develop complete protection and authentication
system for Quranic materials. Thus, based on a review of related works presented in Table
2.1, research works involving watermarking for content integrity protection of the Holy
Quran are explored based on important factors of imperceptibility, robustness, security
and computational cost in Table 2.4.

Table 2.4: Important factors for preserving the content integrity of Digital
Quran in image format
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Imperceptibility 4 v x v x x v
Robustness x x x v v x v
Security x x x x v x x
Computation v v v " " . .
al cost

From the above analysis, it can be observed all related works do have several
drawbacks in terms of security, robustness and other related issues. The marks (v') denote

a particular factor has been considered and (%) depicts a particular factor not considered.
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More attention should be given to improve imperceptibility, robustness, security and
computational cost. All these methods need to be tested for robustness with respect to
transformations using different experimentations and other related parameters mentioned

above.

2.3.2  Content Integrity Authentication

Content integrity authentication refers to those approaches that can be used to
determine the authenticity of DHQ content. It constitutes a key issue in the study or
analysis of any Quranic online content. Based on the mode of operation, content integrity

authentication can be divided into two sub-categories:

2.3.2.1 Pattern-based approaches

In order to check the authenticity of the available content, the first step is to search a
specific keyword and match the pattern with the verified content. In the pattern-based
approach, one of the fundamental requirements is the availability of verified content. If
there is no verified content, then the data integrity check is bound to fail. We have

classified the pattern-based approaches into two sub-categories:

(a) SQL queries

SQL constitutes a widely-used standard database (Date & Darwen, 1997). SQL is a
query-based scripting language. There are queries available in SQL which are used for
searching particular patterns. Some of the powerful search operators in SQL based on B+
tree structure is the SELECT and the LIKE operator. However, the overall trend is moving

towards regular expressions which use a prefix and suffix approach for searching specific

patterns (Alshareef & Saddik, 2012; Date & Darwen, 1997).
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(b) String Matching algorithms

String/pattern matching algorithms can be divided into exact matching and
approximate matching algorithms. There are many algorithms under these categories
which can be used to search for a particular pattern. Boyer-Moore, Rabin Karp, and KMP
algorithms are considered as standard string matching algorithms (Aho & Corasick, 1975;

Navarro, 2001).

These approaches are limited in verifying the authenticity of specific and short patterns
only. These approaches might not be feasible to determine the authenticity of one
complete document or book due to the overhead associated with search time. For

authenticating larger documents, whole-document based approaches are more feasible.

2.3.2.2 Whole-Document based approaches
In the whole document-based approaches, large documents are checked for their
authenticity. We have identified the three best approaches to determine the authenticity

of large documents as follows:

(a) Hashing Process

In hashing, a string of characters is transformed into a specific key to represent the
original string. To check the integrity of that particular string, the hash value is calculated
and compared. If the hash values are identical for both documents, the data is authentic.
In case the hash values do not meet, the string has been modified and is not authentic.
Watermarking, Hashing or Message Digest (MDs) refers to a similar method (Techtarget,
2017). These techniques are primarily concerned with accuracy rather than performance
overhead. However, hashing approaches have the problem of initially exchanging
‘public-keys’ between many communicating parties. Some of the most commonly used
hash approaches are Message Digest 2 (MD 2) (RFC 1319), MD 4 (RFC 1320), MD 5

(1321), Secure Hash (SHA) and keyed-Hash Message Authentication Code (HMAC).
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The MD 2, MD 4 and MD 5 are also known as message digests and are suitable for
hashing digital signatures into shorter values. Similarly, the SHA family is suitable for

allowing a larger message digest (Techtarget, 2017).

() Brute Force Process

In the brute force approach, each character is checked one by one to be sure of data
correctness and accurateness. Although this approach is quite simple and secure, it can
take lots of time and space to process large files. However, this approach is efficient for

short strings and produces accurate results.

(c) Watermarking

Watermarking can also be used for the data integrity check. A watermark or logo is
used to authenticate a particular document or image.

Summary of approaches to preserve and verify the content integrity of the Holy Quran
is given below:

Having a similar objective, the study of (Nisha et al., 2014) examines different search
engines and assesses their limitations. This study proposes the new search engine ‘Truth-
search-now’. Five search engines are benchmarked with respect to Islamic content, i.e.
The Islamic search, Intolslam, Search-truth, IslamiCity, and Allah.pk. They are evaluated
based on the time taken by each search engine to conclude a particular query. However,
no details are provided as to the manner in which the evaluation is conducted.
Furthermore, the study fails to offer any verifiable experimental proof including the
algorithm. Moreover, the proposed site (www.truth-search-now.com) online could not be

located (Nisha et al., 2014).

In order to authenticate the text in the Quranic verse search, (Alshareef & Saddik,
2012) proposed a framework for Quranic verse detection. The concept is to take a Quranic

verse as input and the result displays whether the verse is authentic or not. The two major
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components are Quranic quote filtering and verification mechanism. In Quranic quote
filtering, all Arabic diacritics and special symbols are removed as they limit the traditional
search engines, yet no proof or justification of this claim is given. Subsequently, the
Quranic verification mechanism is applied using regular expression SQL query to verify
the text. Selected verse samples are used to evaluate their authenticity. Additionally,
selected Arabic words are used, and the results are compared with three Quran search
engines i.e. Muslim-web, ketaballah and holy Quran. The proposed algorithm shows 89
% accuracy as compared to the other search engines. However, the accuracy is expected
to vary if any algorithm is used on a larger dataset. Specifically, this algorithm accuracy
is expected to decrease if applied to a large Arabic data set due to the fact that regular

engines use a prefix-suffix approach.

In order to verify Arabic verses along with diacritics and symbols, the study of
(Alginahi et al., 2013) has proposed an algorithm able to detect complete and partial
verses. For evaluation, the two parameters ‘verified and authenticated’ and ‘tampered
with’ are considered. Nevertheless, no details are given on the algorithm mechanism.
Also, the flowchart indicates a simple SQL approach is used to select the query which is
a rather inefficient approach that needs to specify a particular location first. Besides, the
proposed algorithm considers all symbols and diacritics in the flowchart, and the
algorithm removes all symbols and diacritics before conversion to Unicode format

(Alginahi et al., 2013).

A new framework is introduced to detect and authenticate Quranic verses in a text
extracted from online sources such as forum posts (Sabbah & Selamat, 2013). The
objective is to increase the detection accuracy of the diacritic text. The achieved accuracy
on average is 62%, while precision and recall are measured at 75 % and 78 %,

respectively. The proposed framework involves an extractor which extracts three lists
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from the Quranic script, 1.e. Distinctive Quranic diacritical words, distinctive letters,

diacritics, and symbols. Each letter, diacritic, and symbol are given a distinctive weight.

After assigning weights to all words, they are grouped into a character and a diacritic set.

However, this algorithm does not work on the non-diacritical text, and there is too much

overhead associated while calculating weights and dividing the respective verses into two

groups. The complexity of the algorithm increases if the texts contain many diacritical

signs.

The summary of the work done to preserve and verify the binary (text) format of the

DHQ is shown in Table 2.5.

Table 2.5: Advantages and drawbacks of String/pattern matching approaches
used in authenticating/protecting DHQ content

Authors Objectives  Approach  Findings Limitations Evaluation Metrics
used used
(Alshareef To detect A regular A For finding a For evaluation
& Saddik, fake expression  framework  particular verse, purposes, the
2012) Quranic approach is proposed  the user needs to accuracy metric has
verses using SQL  which can enter surah-name been taken and
queries. authenticate also which is one benchmarked with
Quranic of the major Ketaballah.net,
verses. limitations of this Muslim-web.com,
approach. Holyquran.net.
(Sabbah To detect A 1. Not suitable for ~ Accuracy, precision,
& and framework  non-diacritical and recall have been
Selamat,  authenticate QL Query has been text.2. The taken as evaluation
2013) Quranic approach proposed to  complexity of the parameters
verses detect and algorithm will
authenticate increase with more
the Quranic  complex diacritical
text. Verse.
(Alginahi  Verification SQL Query The Not efficient as Two parameters, i.e.,
et al., of quoted Approach algorithm user needs to know  “Verified and
2013) Quranic text has been the particular verse  authenticated” and
with proposed to be verified is “tampered with” are
diacritics for the from which taken.
and detection of  chapter. The
Tajweed particular algorithm will fail
symbols Arabic if there is the last
verse. verse of one Surah
and the first verse
of consecutive
Surah.
(Nisha et  To study ASP. Net A new Could not locate Performance of 5
al, 2014)  different platform search the proposed search engines with
Quranic has been engine engine online. respect to Islamic
engines and  used to “truth- content has been
their search- evaluated by
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Table 2.5: Continued

Authors Objectives  Approach  Findings Limitations Evaluation Metrics
used used
limitations develop the now” has measuring search
with their system been time.
data mining proposed.
ability

The main drawbacks of the standard approaches used to determine the authenticity of

DHQ above in section 2.3.2 are now listed in Table 2.6.

Table 2.6: Drawbacks of content integrity authenticity approaches

Approaches Drawbacks Recommendation

Linear time
complexity if Index not
provided. In case Index

is provided, the user Not ' Suitable  for

SQL quer Searchi d

QL query needs to make sure the carching random
. Quranic verses
input verse belongs to
which chapter. Prone to
SQL injection attacks

Results in slower
performance with
. t t th

String/Pattern respect © © .

Matching processing time for A potential approach
Non-ASCII based texts to search and verify
due to use of different Quranic verses.
encoding techniques

Might result in a
& ut o Not  recommended
hash collision. N .
. . for authenticating single
. Overhead associated in .
Hashing . Quranic quotes.
case many  single
. Recommended for
Quranic verses  need whole/multiple pages
authentication. Pe Pages.
An efficient approach
Linear time for verifying Quranic

Brute force complexity (more verses provided time
processing time). complexity can  be

reduced.

Prone to many
attacks like geometric,
noise if image logo
embedded in the plain

Watermarking text. In the case of bits
embedded in the plain
text, the overhead
associated with making
it secure.

Not  recommended
based on a number of
possible attacks and
overhead associated with
watermarking for plain
text.
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Based on the analysis of all standard approaches that have been used for determining
the authenticity of the text-based Quranic verses, we have identified SQL and pattern
based as promising approaches to achieve the task of authenticating single and multiple
Quranic verses. Besides, the review of related works presented in Table 2.5 indicated that
the main focus of SQL based approaches has been on accuracy rather than time
complexity.

Table 2.7: Important parameters to determine authenticity of Digital Quran in
binary format

SQL based (Alginahi et al., (Sabbah & (Alshareef &

approaches 2013) Selamat, 2013) Saddik, 2012)
Accuracy x v v
Time complexity x x x

Table 2.7 shows that existing works using SQL approaches have several drawbacks
for authenticating Quranic content. Firstly, one of the important performance measures
i.e. time complexity has not been taken into consideration. Secondly, two popular
algorithms i.e. Linear search and Binary search (Welling & Thomson, 2003) have been
used for searching and verifying the verse from a given database. Linear search is also
known as a sequential search algorithm. It works by comparing each element of the array
one by one in a sequence until a match is found. Thus, the time complexity of the linear
search algorithm is O(n) time (where #n is the number of elements in the array). On the
other hand, Binary search reduces search time to half provided the list is sorted. It works
by comparing the given element with a middle element in the list. If both the elements
match, the search process completes. In case, no match is found, it checks whether the
given element is smaller or larger than the middle element. If the given element is smaller
than the middle element, the search is confined to the left sublist and the same procedure

is followed as mentioned above till a match is found. In case, the search element is larger,
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then the right sublist is searched until the complete match is found. Thus, it can be

observed Linear search algorithm increases search time while binary search algorithm

needs an index approach with efficient queries which limits the capability of searching to

specific index only Hence, an alternative approach is needed to enhance the search and

verification phase for searching and authenticating Quranic texts.
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a.

b.

Open issues, challenges, and possible solutions
Need for an appropriate authentication approach:
The previous section has shown different approaches that can be used to preserve
and authenticate digital Holy Quran on the internet. Watermarking, SQL, and
String matching techniques seem to be promising approaches that can be used to
develop the complete Quran authentication system. However, keeping the
sensitivity of the Holy Quran into consideration, developing of such an approach
that can perform better in terms of security, robustness, computational costs,
imperceptibility and other related parameters compared to existing methods, is
still an open issue and need more research efforts. In this case, watermarking,
string matching and SQL approaches can be explored further for more efficient
solutions.
Availability of Quran and Hadith Apps in Mobile Platforms:
The number of mobile users is continuously increasing as shown in Figure 2.5
based on data made available (gs.statcounter, 2018). In fact, the number of mobile
users has already crossed the number of desktop users since 2014. The popularity
and use of mobile platforms like Android, I0S, and Symbian are rapidly

increasing.
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Figure 2.5: Number of mobile users (http://gs.statcounter.com, 2018)

The easy access to the Quran and Hadith applications on those platforms is one
of the most challenging issues. Most Muslims around the world download and
follow those applications blindly. There is no appropriate mechanism which can
verify the reliability of these applications. This trend is worrisome and calls for
proper measures to be used. One possible solution is to identify all Quranic
applications. Once identified, each application can be evaluated manually by
Islamic scholars. However, this approach is admittedly very tedious and
cumbersome. Another approach is to develop a system, which can access all the
content of an application automatically and verify it. Additionally, signature
verification may be followed by a collaboration with a Google team and Islamic
scholars to help in verifying authentic applications. This issue constitutes indeed

a major challenge and calls for more rigorous analysis and research.

A reliable database of authentic and verified Quran and hadith content:

Hadiths are sayings and reported actions of Prophet Mohammad (PBUH) and
constitute the second most valuable reference after the Holy Quran. When
carrying out research and checking of the validity of different approaches,

knowledge of a reliable and authentic database is of utmost importance. Although
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d.

there are reliable databases available such as tanzil.net, one can never be sure
whether or not each piece of information displayed on the website is reliable. A
possible solution to this problem is to develop an authentic database and have the
content verified by an authorized Islamic religious body. The first challenge,
however, would be to make all Hadith collections available when creating such a

database.

Identification and Blacklisting of Fake Islamic Websites:

Many websites claim to be managed by Islamic scholars or other Islamic religious
bodies. However, in actual practice, these websites have been created for the sole
purpose of misguiding Muslims and non-Muslims alike by offering false
information through fabricated Hadiths and misinterpreted Quranic verses. This
issue is again a very challenging problem. These websites are developed by
unknown individuals or parties who quote Quranic verses out of context and
mislead those users who are still unfamiliar with the Quranic message. The
following website is one example of such abuse (Religion of peace, 2018). On this
website, all Quranic quotes have been quoted out of context and have been
developed to give the impression that Islam promotes violence. There are
hundreds of such websites. One way of addressing this grave problem is to
blacklist these kinds of websites after proper identification using suitable
keywords or by developing an automatic system based on a key-word search
which can help in identifying those websites so that appropriate action can be
taken.

Fabricated Hadith Detection System:

There are many Hadith collections containing thousands of traditions made
available online which makes it nearly impossible for the average Muslim to

distinguish between authentic and fabricated ones. Thus, many fabricated Hadiths
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are readily accessible online with no proper way to immediately verify the
authenticity of the same. These fabricated Hadiths can be found on social media
websites, online blogs and on regular websites. Again, this problem is too
complex and challenging as it is not possible to stop people from posting
fabricated Hadiths. A possible solution would be to develop an authentic database
of all Sahih collections certified by an established religious body. This database
can then be used to develop an authentic Hadith based website where users can
check whether a particular Hadith they have come across on the internet is
authentic or fake. Since the Muslim community is a global community, such a
system would have to be multilingual.

Open Source Library:

There is a need for an online library where all proposed algorithms with respect
to preserving data integrity of the Quran and Hadith can be made readily available
to the researchers. Such a reliable online library can be of great assistance to future
researchers who wish to test those algorithms and propose more efficient
approaches with high accuracy and precision. GitHub is one of the most useful
and efficient databases in this respect.

The message of Peace System:

Islam is the religion of peace. Given the negative and misleading associations of
Islam with violence, terrorism, and aggression, which dominate most public
media today, the original message of Islam as espoused in the Holy Quran must
be made available to all people around the world. Although there are already
numerous social media websites available which are trying to accomplish just that,
their scope remains limited. A separate system needs to be put into place such as
online teaching sites, where all basics of the Quran along with important moral

and ethical guidelines can be taught to non-Muslims and Muslims alike.
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h. Arabic Text Pattern Recognition Using Images:
Pattern recognition constitutes a highly researched area of study. The process of
verifying content in the form of images, particularly in Arabic, remains a
challenging and open issue. There are numerous minor problems in this area, such
as the extraction of overlapping Arabic characters in an image and text retrieval
from images using different writing styles. This area needs further research in
order to identify further issues. Possible solutions may lie in the use of
segmentation techniques and machine learning approaches (Zerdoumi et al.,
2017).

i. Numerical Structure of the Holy Quran:
There have been some observations that the Holy Quran is numerically structured
based on the number 19. The opening verse of Holy Quran, i.e.” In the Name of
God, Most Gracious, Most Merciful" (asz ooz Jd 4 apsris of 19 Arabic letters.
Similarly, the first chapter of the Holy Quran revealed to Prophet Mohammad
(PBUH) 1.e. Chapter 96 (Embryo) also contains 19 verses. There are many such
examples in Holy Quran related to number 19. Hence, it will be interesting
research work to authenticate the Holy Quran based on numerical analysis.

j.  Expert Real-time Quranic Verse Detection System:
The ready availability of Quranic content on the Internet has made it very
convenient for Muslims and non-Muslims to read up on any issue online.
However, this convenience comes at a cost. Since the original Quran was revealed
in Arabic and the majority of Muslims are not Arabs, and often only know how to
recite selected verses from memory, they are dependent on translations. The
reader unfamiliar with the Arabic language will need the help of diacritic signs
and symbols to read the script correctly. Thus, there is the need to develop an

efficient system that can detect and inform users of possible changes in a specific
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verse. In recent years, some efforts have been made in respect to verse
verification, but they are not efficient enough in terms of accuracy and precision.
A possible solution is to identify suitable encoding techniques and identify
weaknesses in the present string matching approaches.
k. Authentication of Quranic texts available in different styles:
Quranic texts can be found written in many different styles like Uthmanic, Warsh,
plain texts without diacritics, plain texts with some diacritics and so on. Hence, it
is quite interesting to authenticate the most popular and standard styles of the
Quran using one common database. It will avoid the need of having more than
one system to authenticate different styles of Quranic texts. Initially Uthmanic
and plain Quranic texts can be taken into consideration due to their popular usage
throughout the world (Hakak et al., 2018a).
The aforementioned points constitute a selection of the major challenges and open
issues together with possible solutions and recommendations for future research. It is
ceded that there are many other issues which can be addressed by putting more efforts in

analyzing research done in the area of authenticating religious texts like DHQ.

2.5 Conclusion

This chapter reviews recent studies on one of the most sensitive diacritical texts i.e.
Digital Holy Quran integrity protection and authenticity. There are numerous issues in
this area which call for a resolute and timely response in the form of intensified research
efforts. Quran authentication and protection faces many challenges, foremost improving
the accuracy and precision of text detection. In this chapter, the most common challenges
are pointed out and solutions are proposed. A brief overview of the existing research in
this field is given, the possible limitations are assessed, and their findings evaluated. The
promising directions which future research should take as discussed in section 2.4 include

the call for a reliable universal database of authentic and verified Digital Quran and
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Hadith content, another major task for future researchers is to develop the Expert Real

Time Quranic Verse Detection System with improved time complexity and accuracy.

Hence, based on the literature review, the problem of authenticating different styles of
Quran along with efficient time complexity needs immediate attention. The same has been

addressed in this research.
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CHAPTER 3: RESEARCH METHODOLOGY AND FRAMEWORK

3.1 Introduction

This chapter briefly describes the general methodology to complete the proposed
research. A framework focusing on both authentication and protection of sensitive
diacritical content is proposed. The case study of DHQ has been taken for evaluation
purposes. The aforementioned framework consists of two main phases which are
authentication and protection. The research challenges of authenticating the two most
widely used diacritical Quranic script styles by using a common database and achieving
optimal retrieval of diacritical texts are presented in Section 3.2. The proposed framework
is briefly explained in Section 3.3. Since the focus of this research is on the authentication
phase, the aim of showing the complete framework is to describe the working of a full
expert system that can authenticate and protect SDC such as Quranic text. The proposed

methods, experimental setup, and evaluation metrics are briefly discussed in Section 3.4.

3.2 Research challenges

Based on the literature review, it is noted that the existing systems suffer from several
serious challenges as shown in Figure 3.1. The problem of authenticating more than one
script style and improving search time is further divided into the preprocessing phase and
the authentication phase (comprising of retrieval and search process). A description of

those challenges is given in Figure 3.1.
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Figure 3.1: Authenticity challenges

a. Preprocessing phase: The first and the foremost challenge with respect to the
preprocessing phase is the type of input (Uthmani or Plain script style) and the
character segmentation. As shown in Figure 3.1, all the existing approaches
reviewed in Chapter 2 fail to authenticate the diacritical verse if the reference
database script style differs from the input style. If the input is in the Uthmani
script as shown in Figure 3.1 and the database is in plain script, the existing
systems generate the wrong output and cannot identify the correct verse.

b. Authentication phase: In most of the existing studies, the diacritics in the pre-
processing stage are removed to guarantee the efficient retrieval of diacritical

Quranic texts for authentication purposes. Even most popular search engines fail
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to retrieve diacritical verses. This observation raises several questions, for
example, whether diacritics affect the retrieval and search process. Also, worth
investigating is whether the efficient representation of diacritical Quran texts
improves the retrieval and search process thereby improving the authentication
process.

As already discussed in Chapter 2, the two most popular algorithms
(linear and binary search) are used to authenticate Quranic verses. In some cases,
hash algorithms are also used. Among the main limitations of these approaches is
increased time complexity. In the binary search algorithm, the chapter number of
a particular verse needs to be included in order to be searched and verified. In
order to search and verify a verse V, the user needs to know the exact chapter from
which that verse belongs. Similarly, hash algorithms can result in hash collisions,
and a linear search algorithm is more suitable to authenticate single Quranic verses
rather than multiple interconnected verses with increased time complexity. A
detailed discussion of authenticating single and multiple interconnected verses is

given in Chapter 5 and 6 respectively.

Based on the above-mentioned challenges, a framework is proposed that can help

address the above issues. The proposed framework is explained in the next section.

33 Proposed authentication framework
The proposed framework (Hakak et al., 2018b) is based on binary data meaning text
as shown in Figure 3.2. This framework can be used to identify incorrect Quranic

diacritical verses from public online sources.

47



: |

. I

I I

I I

I I

: Input :

Preprocessing : !

phase i v | Challenge 1

I

; |

: segmentation |

! |

. I

I I

i
i

i Authentication of
i single diacritical
i

i

I

Challenge 2

|
|
|
|
|
i Authentication
|
|
|
|
|
|

. phase
Challenge 3

text verse

Protection phase [ «fi—

A

i
i Authentication of
i multiple

! diacritical text

i

Figure 3.2: Proposed Quran authentication and protection framework

The proposed framework consists of the content integrity protection phase and the
content integrity authenticity phase. The purpose of the protection phase is to protect
verified content from subsequent tampering and make authenticated content available

online.

Since the focus of most current research in this field is to determine the authenticity of
diacritical texts such as DHQ, only the steps involved in the authentication phase are
presented. The content integrity authenticity phase comprises the pre-processing phase

and the authentication phase.

Preprocessing Phase: In this component, the user enters diacritical Quranic verse to
be authenticated. For the verses written in the Uthmani style or plain Quranic style, the
residual approach converts the input into standard form (as in the same form of database).

It must be noted here, the standard form of Quranic dataset involving 34 chapters of the
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Holy Quran was created from Tanzil.net (tanzil.net, 2016) and verified by the experts
from the faculty of Islamic studies, University of Malaya. The created dataset is still under
progress till remaining chapters of DHQ are also included. The proposed approach is
discussed and evaluated in Chapter 4 along with related works and future research
directions. This approach addresses the challenge of authenticating Uthmani and plain

script using a common database.

Authentication phase: To authenticate single DHQ verses, a new method of data
representation is proposed and evaluated that is specifically designed for sensitive
diacritical texts like the Digital Quran with the aim to improve the retrieval efficiency and
improve search time. The proposed representation can retrieve and authenticate single
Quranic verses accurately and without removing the diacritics first. The need of efficient
data representation is concluded on the experiments carried out using factorial design, a
mathematical model that helps to determine the factors influencing the output. The
complete methodology of the proposed representation and factorial design is presented in

Chapter 5 along with other related studies.

To addresses the limitation of the single verse authentication (challenge 2) of the
conducted research, which is to reduce the search time and authenticate more than one
interconnected diacritical Quranic verse, the pattern matching based approach is

proposed. The complete methodology and benchmarks are discussed in Chapter 6.

3.4 Proposed Methods and Experimental setup

The overall methodology of the conducted research along with the different methods
proposed for the phases shown in Figure 3.2 (pre-processing & authentication) is depicted
in Figure 3.3. For the preprocessing phase, a residual method is proposed and for the
authentication phase, the data representation and pattern-based approaches are proposed.

The flow of the conducted research (as shown in Figure 3.3) is as follows:
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The required input content (in Uthmani or plain script style) is converted into a
common format using a residual approach. This is achieved by identifying the differences
between the two styles and substituting the different symbols like complex alif and other
related symbols that do not alter the meaning. Given that no existing study has yet
addressed this issue, the proposed approach is justified by the documented failure of the
following DHQ authentication approaches: Quran quote verification (QQV) algorithm
(Alshareef & Saddik, 2012), Quran verse verification and authentication algorithm
(Alginahi et al., 2013) and the hashing approach (Alsmadi & Zarour, 2015). These
existing approaches are not able to authenticate more than one style of Quranic script

content. A further description is given in Chapter 4.

/ Input /
J

Residual Approach (to
convert uthmani and plain

Quranic style into single |é——

style)
Multiple
Verses )
To authenticate
Single
VErSses
Pattern based Data representation
approach approach
l Database
No No
Yes Yes

Figure 3.3: Overall methodology of the conducted study
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Once the input is converted into a standard script style (format), the second phase or
the authentication phase commences in order to improve the retrieval and search process.
For this purpose, a new data representation is proposed that arranges the Quranic verses
in a database based on the first character. This representation improves the retrieval and
search process to the maximum extent. The proposed approach is then compared to the
Quran Quote Verification (QVT) algorithm (Alshareef & Saddik, 2012), traditional
MySQL using the linear search algorithm, binary search, and the two popular Quranic
search engines Muslim Web and Search Truth (Greenspan & Bulger, 2001). The proposed
data representation is limited to authenticating single verses. To overcome this particular
limitation, a pattern matching approach is proposed that can authenticate more than one
verse at a time. The approach is then compared to the Boyer-Moore (BM) algorithm
(Boyer & Moore, 1977), the Turbo Boyer- Moore (TBM) (Crochemore, 1994), the
Simple String Matching (SSM) algorithm (Al-Ssulami, 2014) and the brute force
approach. The full description of the new data representation and pattern matching

approach is given in Chapters 5 and 6 respectively.

For the experimental part of this study, the datasets are taken from (tanzil.net, 2016).
The evaluation parameters taken include accuracy and time complexity (the time taken to
retrieve and search a verse). The accuracy is calculated by dividing the number of verses
found to the total number of verses present in a given dataset. The hardware requirements

include an -5 processor operating on Windows 10 and Net Beans 8 IDE.

3.5 Summary

This chapter discusses the major challenges that need to be overcome for the successful
conclusion of this study and outlines the tasks and experiments required to solve them.
The major challenges were modularized into two phases: pre-processing and

authentication (comprising of retrieval and search process). The limitations discovered in
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each phase are briefly summarized in the form of a block diagram (as shown in Figure
3.1). Based on the challenges, a complete framework is proposed involving the protection
and authentication phase. The solution for each respective challenge is proposed and
briefly summarized along with the proposed framework (as shown in Figure 3.2).
Detailed solutions are given for the preprocessing phase, and the authentication phase in

Chapters 4, 5 and 6.
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CHAPTER 4: RESIDUAL BASED APPROACH FOR AUTHENTICATING
PATTERN OF MULTI-STYLE DIACRITICAL ARABIC TEXTS

4.1 Introduction

This chapter elaborates on the discussion presented in the previous chapter. The input
consists verses either in Uthmani or plain script. After the required pre-processing, the
text is converted into a script format similar to the format available in the database. The
aim of this phase is to convert the Uthmani or plain script text into one format to render
the authentication process more efficient. The chapter discusses the related work in
Section 4.2. The proposed approach is explained in Section 4.3, and the experimental
results are summarized and evaluated in Section 4.4. A chapter summary is presented in

Section 4.5.

4.2 Related work

Digital versions of the Quran are made available online in different styles for reading
purposes. As briefly mentioned in Chapter 2, the issue of credibility and authenticity is
drawing more and more public attention (Alsmadi & Zarour, 2015; Hakak et al., 2017a).
Since the Quran is a sensitive script, its authentication and integrity are of greatest concern
(Alsmadi & Zarour, 2015; Elayeb & Bounhas, 2016; Rafe & Nozari, 2014; Sabbah &
Selamat, 2015). The Quran is written in Arabic language and in different styles such as
plain text (mostly used in countries like India, Pakistan and Bangladesh), Uthmanic, Kufi,

Kaloon and other such styles. Several such styles are shown in Figure 4.1.
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(a) Kaloon style (kathir, 2017) (b) Uthmanic style (tanzil.net, 2016)
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(c) Plain Arabic style (d) Clean Arabic style(tanzil.net, 2016)
Figure 4.1: Different writing styles of Digital Holy Quran

As shown in Figure 4.1, all the styles presented differ in the way diacritics and other
written properties, like dots, are arranged. Most of the native speakers of Arabic do not
need diacritics to read Holy Quran, as shown in Figure 4.1 (d) (Farghaly & Shaalan,
2009). However, it is critical for non-native speakers to use these diacritics to recite and
understand it properly (Arslan, 2015; Mohammed et al., 2015). For example, the basic

diacritics of the Quran are shown in Table 4.1. If the diacritics are misplaced in a verse,
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the whole meaning of the verse is altered (Arslan, 2015; El-Defrawy et al., 2016; Hakak
et al., 2017c). However, most of the existing approaches related to the authentication of
DHQ texts remove such diacritics to improve retrieval results (Ismail et al., 2014; Kanan
& Fox, 2016; Khalaf et al., 2014). A list of the diacritic symbols and Tajweed symbols
(the set of rules related to the recitation) indicate where to stop recitation and are shown

in Tables 4.1 and 4.2, respectively.

Table 4.1: Main Arabic Diacritics (Alshareef & Saddik, 2012)

- =

Futtha Tenween Futtha
3 3
Thummah . Tenween Thummah
Kusrah Tenween Kusrah

Table 4.2: Tajweed Symbols

o da
Continuing is better
Must stop U

o &
Topping is better

Must continue

Alshareef et al. (Alshareef & Saddik, 2012) have proposed the Quran Quote
verification algorithm which removes all diacritics from the input verse and authenticates

the verse using a diacritic free dataset. Similarly, Alginahi et al. (Alginahi et al., 2013)
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have proposed an algorithm for verifying Quranic verses online. The approach ignores
diacritics and tashkeel (vowel marks) for efficient verification. It converts bits of text to
UTF format and authenticates through a UTF database. Alsmadi et al. (Alsmadi & Zarour,
2015) used a hashing approach for authenticating Quranic verses without removing the
diacritics. Most of the previous studies have focused on authenticating one single writing
style. However, all these approaches are prone to fail as soon as they have to deal with
different styles. Such approaches only work when the input verse and the database contain
the same style. Adding or deleting one single symbol results with either a different
meaning of the entire verse or causes authentication issues. One example to illustrate the
difference between Uthmanic and plain text is shown in Figure 4.2, where the differences

are marked by ovals.

a. b.

Figure 4.2: (a) Uthmanic style (b) Plain writing style

It is observed from the Uthmanic style, that the letter alif (7) encircled with a circle is
written differently compared to the plain style equivalent. It is also noted that ‘a/if’ written
in plain style is simpler in form (). In general, in case of the Uthmanic verses, a small alif
('") appears over the letter mim ( ») to express the sounds of the letter, whereas plain script
does not include those symbols. However, both verses written in the Uthmanic and plain
script are correct. Since there are no existing algorithms that can authenticate different
Quranic writing styles from a common reference/benchmark (dataset created and verified
manually), a new approach is required that can authenticate different styles using one

common database.
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From the above discussion, it is evident that there is no effective approach to
authenticate different styles of Quranic texts using one common database. Hence, the
focus of this input phase is to propose an approach that can solve the authentication issues
of Quranic texts available online which are written in different styles. In this phase,
Uthmanic and plain Quranic verses are converted into one common style using the

residual approach as explained in the subsequent sections.

4.3 Proposed approach

As discussed in Chapter 2, we consider authenticating Uthmanic and plain Quran text
writing styles, as both are widely used for communication through the web or email
(Hakak et al., 2018a; tanzil.net, 2016) using residual approach. A residual approach can
be defined as an approach in which output is obtained, from the bitwise difference of two
inputs. Based on an output, one can determine the difference between two inputs. For
each verse in the Uthmanic style, the proposed method determines the residual by
performing logical operations at bit level with the reference database. Using the logical
XOR operation, the difference between the two styles (i.e. residual) is analysed in a
bitwise manner. XOR is a logical digital gate with two or more inputs with one output.
When the output is 1 (one), it implies there is a difference in input. In case, the output is
zero (0), the inputs are the same (Mano, 2017). Hence, using the residual approach,
Quranic verses with the output of 1 were analysed and differed letters were substituted
with a simpler version of the letter. To be more specific, the verses resulting in an output
of 1 indicated that, the input verse is different from the reference database. Hence, those
input verses were analysed manually to find out the difference from the reference database
and the appropriate substitution procedure was carried out to make input consistent with
the reference database. The existing string matching algorithm was applied to authenticate

the converted Uthmanic/plain Quranic verse. Using string matching, a given pattern is
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searched character by character from a given text (Boyer & Moore, 1977). The flow of the

proposed method is shown in Figure 4.3.

Tokenize

Uthmani Style

Plain Style

Tokenize

Logical xor
operation

Authentic
Quranic Plain
Database

Substitute the
complex character in
Uthmani with Plain

simple character

authenticate using
pattern/string
matching algorithm

Print Verse is

Authentic

Is Verse Authentic

Print Verse Not
Authentic

Figure 4.3: The Logical flow of the Residual approach for conversion of a given

Quranic verse

The proposed approach is divided into four sub-sections. Firstly, tokenization of both

the verses into segment components proposed in section (i). The residual is found using

the logical XOR operation in section (ii); the conversion is done by substituting a suitable

letter with the help of reference database in section (iii); the converted verse is verified

using a string matching algorithm in section (iv).
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(i) Tokenization for Segmenting Components from Input Verses

The most widely used encoding schemes for English texts is the American
Standard Code for Information Interchange (ASCII). This encoding uses seven
bits to represent a single English character (McEnery & Xiao, 2005), which
suffices for simple scripts like English. However, for complex scripts like Arabic,
it is not suitable as it requires more than seven bits for representation. Therefore,
to handle complex text, generally, the UTF-16 encoding scheme is used because
UTF-16 constitutes a variable length encoding (McEnery & Xiao, 2005) scheme
which represents Arabic text with diacritical symbols considerably well. Samples

of the Unicode values for Arabic letters are shown in Table 4.3.

Table 4.3: Sample UNICODE representation

Quranic Letters UTF-16 Representation

U+0627
U+0628

U+062A
U+062B
U+062C

U+062D
U+062E
U+062F

U+0630
U+0631
U+0632
U+0633

U+0634
U+0635

The proposed approach uses Unicode for Arabic text when tokenizing

components (characters) from a given verse. We explore the regular expression

59



(ii)

approach (Chang & Manning, 2014; Strotgen et al., 2014) for splitting verses into

(13 2

character components, as it provides the delimiter (“ ), which splits a given
string into character by character representation with the help of Unicode. More
details of segmenting character components from verse can be found in (Chang

& Manning, 2014). An example of a character component segmentation for a

Uthmanic verse is shown in Table 4.4.

Table 4.4: Tokenized Quranic Verse

Uthmani Verse Tokenized Verse
¢ v o 9y
O s, J &,
s Jara, od Sy @ d D
2,08 58 G ¢ o¢ odoe s T
S50y @l 30 ¢ o dl &,z
Qga  F d d e s SR
e 8L C dg <

QS ue U

XOR Operation for Residual

The segmented character components of the Uthmanic text are converted to its
binary representation and compared to the binary representation of character
components (of reference database) by using an XOR operation. The output of
zero (0) indicates both inputs are consistent and correct (Mano, 2017; Tayan et
al., 2014). However, the output of one (1) indicates the difference called
‘residual’ as shown in Table 4.5, where it can be observed that “1” marked by a

red colour is representing the residual of the Uthmanic and the plain Quranic text.

In Table 4.5, the number of 1’s highlighted in red depicts the bitwise

differences between the two input strings. The differed characters indicating bit
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(iii)

1, are retrieved by creating a function using “for” Loop, where based on an index
of differing characters, the values of bits are returned. Finally, all major
differences between the two writing styles are analysed using the proposed

approach.

Substitution for Correction

In order to correct the difference explained by the previous step, and convert
the Uthmanic style into plain style, the characters that had differed between the
Uthmanic and plain text, were first identified. Table 4.6 shows the differences in
writing characters in Uthmanic and plain-text. Next, the proposed approach
determines the difference and consequently identifies the suitable symbol to
substitute in place of the residual in order to restore the meaning of the Uthmanic

characters.
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Table 4.5: XOR operation of verses

Style

Verse

Tokenized
Verse

Binary Bit
Representation of Verse

XOR
operation of
verses

Uthmanic
Style

Plain
Style

Uthmanic
Style

Plain
Style

Qo

00100000 11011001 10000101
11011001 10001110 11011001 10110000
11011001 10000100 11011001 10010000
11011001 10000011 11011001 10010000
00100000 11011001 10001010 11011001
10001110 11011001 10001000 11011001

. 10010010 11011001 10000101 11011001

10010000 00100000 11011001 10110001
11011001 10000100 11011000 10101111
11011001 10010001 11011001 10010000
11011001 10001010 11011001 10000110
11011001 10010000 00100000

00100000 11011001 10000101
11011001 10001110 11011000 10100111
11011001 10000100 11011001 10010000
11011001 10000011 11011001 10010000
00100000 11011001 10001010 11011001
10001110 11011001 10001000 11011001
10010010 11011001 10000101 11011001
10010000 00100000 11011000 10100111
11011001 10000100 11011000 10101111
11011001 10010001 11011001 10010000
11011001 10001010 11011001 10000110
11011001 10010000 00100000

00100000 11011001 10110001
11011001 10000100 11011001 10010010
11011000 10101101 11011001 10001110
11011001 10000101 11011001 10010010
11011000 10101111 11011001 10001111
00100000 11011001 10000100 11011001
10010000 11011001 10000100 11011001
10010001 11011001 10001110 11011001
10000111 11011001 10010000 00100000
11011000 10110001 11011001 10001110
11011000 10101000 11011001 10010001
11011001 10010000 00100000 11011001
10110001 11011001 10000100 11011001
10010010 11011000 10111001 11011001
10001110 11011001 10110000 11011001
10000100 11011001 10001110 11011001
10000101 11011001 10010000 11011001
10001010 11011001 10000110 11011001
10001110 00100000

00100000 11011000 10100111
11011001 10000100 11011001 10010010
11011000 10101101 11011001 10001110
11011001 10000101 11011001 10010010
11011000 10101111 11011001 10001111
00100000 11011001 10000100 11011001
10010000 11011001 10000100 11011001
10010001 11011001 10001110 11011001
10000111 11011001 10010000 00100000
11011000 10110001 11011001 10001110
11011000 10101000 11011001 10010001
11011001 10010000 00100000 11011000
10100111 11011001 10000100 11011001
10010010 11011000 10111001 11011001
10001110 11011000 10100111 11011001
10000100 11011001 10001110 11011001
10000101 11011001 10010000 11011001
10001010 11011001 10000110 11011001
10001110 00100000
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Table 4.6: Analysis of Uthmanic and plain Quranic verses

Uthmanic Plain Arabic Uthmanic Plain Arabic
Arabic Text Text Arabic Text Text

j )

J Jd
T \ \

< ¢
d Jd & ¢
Ls ‘:.5 | 3
g 5

For instance, the changes made in Table 4.6 include the replacement of letters
like different versions of the letter alif “”, “ ' (Arabic subscript alef) * with a

99 €65 199

simpler one i.e. “1”. Similarly, letters like “+”, “~”, “’3”, were replaced by their

~

simpler forms as shown in Table 4.6. The symbol “ ~” (shadda) is used to
represent one letter twice (long consonant) during recitation (Fadi, 2017).
Similarly, the symbol “* ” (Arabic small high dotless head of & is replaced by
" (sukoon)). The purpose of placing a sukoon above or beneath the letter is to
indicate no sound, while a dotless head of #signifies the absence of a vowel.
Some styles use sukoon, while some use the dotless = Hence, for improving the
accuracy of authentication, the symbols including ~and ~ were removed.
Similarly, all forms of the letter yaa “s” are substituted with a simpler form, i.e.
“s”. The other symbols that are removed to improve the detection accuracy are

listed in Table 4.7. Removing these symbols does not alter the meaning

(Alshareef & Saddik, 2012).
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Table 4.7: Symbols removed to improve detection accuracy

Uthmanic/Plain Uthmanic/Plain Symbols
Symbols
“ )
(Yeh barree with hamza (small high jeem)
above)
)
a (Arabic small low meem) (Arabic small high seen)

p  (small high meem isolated (Arabic small high lam alef)

form)

)

» (Small high madda) (Arabic small high meem

initial form)

= (Arabic Tatweel) (Arabic place of sajdah)

a (Arabic Small High

Ligature Qaf With Lam With
Alef Maksura)

(Arabic Small High Ligature
Sad With Lam With Alef Maksura)

Samples of the symbols used and removed for substitution in plain text are now

listed in Table 4.8.

Table 4.8: Pre-processing in BenchMark Dataset

Plain Symbols Substituted by
i
i
Y
¢
i
¢ ¢
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(iv)  Exact Matching for Authentication

In order to authenticate the converted input (done in the previous step), where
Uthmanic and plain Quranic verses, were converted into a single format, we
propose to use a pattern/string matching algorithm. For choosing an optimal exact
matching algorithm, we analysed the performance (in terms of search time) of
different character-based exact matching algorithms using datasets from
tanzil.net, as shown in Table 4.9.

Table 4.9: Performance analysis of character-based exact matching algorithms
(in milliseconds)

Quick
Verses tested BM TBM BMT peareg SSM Horspool
algorithm  algorithm  algorithm algorithm algorithm P
QS)
Time-
complexity
(Searching O(mn) O(n) O(mn) O(mn) O(mn) O(mn)
phase)
o T 1246 1078 1056 1006 1017 1030
3o B
Sy oo s
& edoa)Y s 1053 1087 945 1029 944 1072
Ogs o Fuws
A,y
ds @y spd
¢ el 5 Y 968 957 918 924 951 1008
BLIS
P P L
¢ 9dege
oL s o | 938 948 898 948 901 933
ST LIC ST
i
Liedg 875 874 870 862 856 892
di
I 949 877 876 940 889 896
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From our experiments conducted in Table 4.9, it was observed that there is no clear
winner from different variants of the Boyer-Moore’s character-based algorithms. The
algorithms that were tested include the Boyer-Moore algorithm (Boyer & Moore, 1977),
the turbo Boyer-Moore algorithm (Crochemore, 1994), the tuned Boyer Moore
algorithm(Hume & Sunday, 1991), the Horspool algorithm (Horspool, 1980a) and the
SSM algorithm (Al-Ssulami, 2014). It can be observed from Table 4.9 that the Tuned
Boyer-Moore (BMT) algorithm performed slightly better, compared to the other

approaches. Hence, the BMT algorithm was applied for matching purposes.

However, to understand the methodology of the above algorithms, a good
understanding of the Boyer-Moore (BM) algorithm is required. The Boyer-Moore
algorithm (Boyer & Moore, 1977; Faro & Lecroq, 2013) begins searching characters from
right to left of a given pattern. In case of a mismatch, it shifts as many as m characters as
shown in Figure 4.4 (where m denotes the length of patterns to be searched and n denotes

the length of a given text).

Mismatch at L (Shift by length 3)

Mismatch at G
(Shift by
length m)

Matched

Figure 4.4: The Boyer Moore Algorithm
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The algorithmic steps are as follows:

e Search for a given pattern from the right side of the window and use the bad

match rule to skip characters in case of a mismatch.

Pre-processing: In this stage, a table is created, which gives values indicating
the degree of shifting required in case of a mismatch (bad-match table). Once a
character mismatch occurs, the algorithm shifts characters to the right side of the
pattern either by m places or based on the position of the mismatching character

(of a given text that has been matched before in a given pattern).

Searching starts from the tail of the pattern, i.e. from the right side to the left
side of the text as compared to the naive algorithm where searching starts from
the left. The algorithm works by computing the length of the search string and

storing its value as a default shift length.

The algorithm has a time complexity of O (n+m) in the best case, and O (n*m) in the
worst-case. Here, m denotes the length of pattern and n denotes the length of text that is

to be searched.

4.4 Experimental results

To evaluate the proposed approach, we consider the authentic version of a Quran
dataset available at Tanzil.net and our verified dataset (as mentioned in chapter 3), which
has been used in previous research studies for determining the authenticity of Quranic
texts. Tanzil.net has six types of writing, which include Uthmani, Simple, Simple
Enhanced, Simple Minimal, Simple Clean and Uthmani Minimal (tanzil.net, 2016). In
this work, we consider a Simple dataset as it contains all diacritics that are necessary to
recite the Quranic text accurately. Besides, it consists of fewer symbols, which reduces

the number of computations for verse verification. The pre-processed and verified dataset
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(by the experts from the Faculty of Islamic Studies, University of Malaya) is available on

the website (http://quranhadith.fsktm.um.edu.my/).

4.4.1 Experiments for Authentication

The prototype of the proposed approach is shown in Figure 4.5, illustrating how the
proposed method finds residuals and the correct verses. The system details for conducting
our experiments include; Java with IDE Netbeans 8.02. The hardware used was an i-5
Intel Processor, 4 MB cache and a 4 GB RAM with a Windows 10 Operating system. We
randomly chose 1000 Quranic Uthmanic verses from the database to measure the

performance.

Figure 4.5: Prototype of Quran authentication system

The conversion of the first chapter of the Holy Quran (i.e. Surah Fatihah) written in a
Uthmanic style to Plain Quranic style is shown in Figure 4.6. The characters highlighted

in red color indicates, there was the output of one (1) during residual operation and these
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characters need to be analyzed for substitution. Characters highlighted in green are then

substituted based on Table 4.6 and 4.8 respectively.

. Character needs to be added
. Character needs to be deleted

Searching Pattern (Len:39) ”_" ........

Substitution Needed >> HAJ‘ uisf)* "ﬁl a

Searching Pattern (Len:37) ”_" ........

Substitution Needed == \_)9.44 Sy i

Searching Pattern (Len:23) ”_" ........

Substitution Needed >> HAJ‘ uisf)*

Searching Pattern (Len:23) ”_ ........

Substitution Needed == U“‘i am e

Searching Pattern (Len:40) ”_”

Perfect Match Found - (il é‘-@b e ¥ ‘ﬂl-‘j

Searching Pattern (Len:34) "

S D sl Gl
Substitution Needed >> ,z,ﬁmji Jal_ﬂai Uéil

Searching Pattern (Len:90) "
Substitution Needed >> M Viagle

g i i i R

Figure 4.6: Conversion of Input to one single format

The proposed approach authenticated 871 verses out of 1000 verses of the Digital
Quran. The experiments were done on small, medium and long chapters of Digital Quran.
The verses were selected randomly from different chapters of Digital Quran. The
preprocessed data set was evaluated by the Faculty of Islamic Studies, the University of

Malaya for the correctness.
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Number of particular verses Found

4.1)

Accuracy = -
Y Total number of particular verses

Thus, Accuracy = 871/1000 = 87.1%.

4.4.2  Effectiveness of the Proposed Approach

To show the usefulness of the proposed approach which converts the verse by
substituting suitable symbols at their residual locations, we conducted experiments by
feeding input directly into the BMT algorithm and authenticate without correction as
shown Table 4.10. Basically, the algorithm checks whether the Uthmani verses can be
authenticated in the Plain Quran dataset. Table 4.10 shows that the BMT algorithm was
unable to detect the verses due to different arrangements of diacritics in the Uthmani and
the Plain dataset. However, when the corrected verse given by the proposed approach for
the BMT algorithm is used as input, the same verses are shown in Table 4.10 were
authenticated correctly. Thus, the proposed conversion by substitution proved useful and

effective.

Table 4.10: Analysis of Quranic styles without using XOR and Substitution

Input BMT Proposed Benchmark
Verse algorithm approach dataset
Sgd ce L .
Iads Not Able 5gd Ce 5gd Ce
to verify s s

& JJ A Not Able £ -\d dfch £ -\d A

pededs  toverify s p)
la JoiCa Not Able la Lok e b
a& to verify &E G 8 s

4.4.3 Comparative Study
To show the superiority of the proposed approach, we compare the results of our

proposed approach with the other existing approaches. Firstly, we consider the Quran
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Quote Verification Algorithm (QQV), which removes all diacritics from the input
Quranic verse and verifies the authenticity by using the dataset (Alshareef & Saddik,
2012). Secondly, we consider the Quran Verification and Authentication Algorithm
which encodes input using the UTF encoding scheme and verifies it using the UTF-based
dataset (Alginahi et al., 2013). Finally, we compare our approach with the hashing
algorithm, which generates a hash value using existing algorithms like MDS5. Thereafter,
the authenticity is verified based on the hash values from the given dataset (Alsmadi &
Zarour, 2015). The sampled qualitative and quantitative results of the proposed approach
and the other existing approaches are shown in Table 4.11, where it is observed that all
the existing approaches failed to authenticate due to a mismatch between the Uthmanic
verse input and the Plain Quran verse input. This is valid because both verses differ in
their arrangement of the diacritics. Therefore, the accuracy of the authentication of the
existing approaches is 0.0%, while the proposed approach method achieved 87.1%
accuracy. It corrects the mismatch between the Uthmani verse and the plain Quran verse

through residual searches and substitution, as shown in Table 4.11.

Table 4.11: Comparative Analysis after XOR and Substitution Phase

Quran Quote
Verification Quran verse

Algorithm Verification and I:la s::il:lglm Proposed
Example (QQYV) authentication g . p Benchmark
. . . (Alsmadi & Approach
(Alshareef &  Algorithm(Alginahi Zarour, 2015) Verse
Saddik, et al., 2013) ’
2012)
Input Output Output Output Output
i) Rl . . 5 i
<z . o dsag | 1192663878 £ -0 (-
o N PC7 1681347706)
Q) 3 (s SIS e s e
‘iu“' W _U N Qg ey s g -725617782 B oy e
i i s (604767505)
Accuracy 0.0 % 0.0 % 0.0 % 87.1 %
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The proposed approach does not work well for the verses which contain extra

characters. For example, the following Uthmanic verse “ e\ o)) PR | edé

s 20~

O )0V 7 starts with a letter  ” and the plain verse &l O 5O ag

%

USsJ0 7 7 starts with a letter “}”_ Since both the verses are correct, but there is no

substitution possible for these kinds of verses. In case, a letter ““  is substituted with the

letter “)”, then the remaining verses of Digital Quran containing a letter

(1321

will also

2
e -

change resulting in a more severe problem. Similarly, the following plain verse o Ju-t's

Ol o pS Jal UaY s g (w8 ” contains extra alif in word “DZ]U&”. In

Uthmanic version, the word “~ U+ does not contain any extra alif ( ) and the letters

bh

and “ 7 are connected directly. This results in a mismatch. Those types of words

result in lower accuracy. A few other samples for which the proposed approach does not
perform well, are listed in Table 4.12, where the difference is highlighted. From Table
4.12, it can be observed that there are cases (for example serial no. 1,2 7,8), where some

extra characters like alif are embedded in Uthmanic text compared to reference database

. . . . . . . « 2. .
making conversion process inevitable. Similarly, in serial no. 9, the character in plain

text style is represented by “ " in Uthmanic style. In these cases, the substitution method

is not feasible considering the sensitive nature of the Quran. Therefore, there is scope for

extension of the proposed work to find a solution to the above-mentioned issue.
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Table 4.12: Unverified verses using the proposed approach

Serial Uthmanic Plain
no.
1 g Hok i odg ok
33 | 33
2 Lot g . . 3% -
ijué“o\ d@ uj‘)uﬂ o | dd

4
, edl oY ek Sar
Gl | Gl
Ghood— Y BB R
7

w
-

. q@a\} < T’C-)f”d
8ga

» &d " a0 L\Lg.li a0 L‘L;.J
S 0 s S e0stsT
SN RUEY PEN R S P JEN
Jush oz odo Jisd 2 7

4.5 Summary
In this chapter, the first phase of authenticating diacritical sensitive texts involving
digital Quran verses is discussed. A new approach is proposed to convert multi-script

styled texts into a common format for authentication purposes. The proposed approach
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determines the residual between the input verse and the plain text through an XOR
operation. The proposed approach examines the residual in order to identify the suitable
symbol and substitutes the error symbol where the Uthmani script letter differs from the
plain script. Subsequently, the corrected version is validated by using the BMT algorithm.
The experimental results show that the proposed approach achieves 87.1% authentication
accuracy and outperforms the existing approaches in terms of accuracy. The existing
approaches do not perform as well since their suitability is limited to a single type of

script style.

The next phase focuses on enhancing the retrieval process of single diacritical text in
the authentication phase that takes a considerable amount of time to verify the authenticity

of texts. The details of the authenticating single DHQ text are discussed in Chapter 5.
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CHAPTER 5: AN EFFICIENT DATA REPRESENTATION FOR SEARCHING
AND RETRIEVING DIACRITIC ARABIC TEXT

5.1 Introduction

Chapter 4 discusses the preprocessing phase in which the different script formats are
converted into a standard format. This chapter outlines the second phase of this research,
the authentication phase. Diacritical text like the Quranic text is usually not retrieved in
the most efficient manner due to inefficient data representation issues (discussed in
Chapter 2). This results in more time needed to generate authentication results. The
factors like searching algorithm, database, input length and size that affect the retrieval
and search process are further discussed using the factorial design approach. To improve
the retrieval and search process, a new method is proposed that tokenizes the given input
and retrieves it by identifying the first character of the verse. The shortened search time
makes the retrieval process more efficient. The related studies are mentioned in Section
5.2, followed by the proposed approach in Section 5.3 and the discussion of the results in

Section 5.4, and the conclusion in Section 5.5.

5.2 Related work

As data storage and processing increases, data representation and design also require
changes in order to cope with the challenges of complex databases, with heterogeneous
data. There are numerous methods available in the literature that focus on new methods
for improving time complexity and desired results, but those approaches hardly focus on
the design of such databases. The Non-Latin diacritical texts like Digital Quran and Al-
Hadith (teaching of Prophet Mohammad (peace be upon Him)) content are being
uploaded on the Internet through social media websites, blogs, etc every second without
organizing data in a particular way that causes inefficient retrieval. (Mohammed et al.,
2015) identified that errors found in the uploaded content were due to missing diacritic

symbols. In the case of diacritical texts, the position of diacritic symbols is vital for
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correctly reading and understanding the meaning of the whole sentence (for example, the
Quran verse). This shows that there is a need for better representation and retrieving
methods which represent data without errors and missing symbols. Moreover, many
search engines such as Google, Yahoo, and MSN are not efficient enough for retrieving
non-Latin texts involving diacritics from databases. Such engines are good for English
texts that use the ASCII encoding scheme and involves 8 bits/character but are not
efficient for non-Latin scripts that use multi-bytes for representing a single character (Bar-
Ilan & Gutman, 2005; Hakak et al., 2017c¢). It appears that good representations for
database designs are at an infant stage, especially for diacritical texts, such as Arabic,
Urdu and Farsi etc (Al-Badarneh et al., 2016; Al-Sanabani & Al-Hagree, 2016). Thus,
there is immense scope for proposing new representations for the above mentioned digital
texts, in order to enable such search engines to efficiently and precisely retrieve the

required data in real time.

Several methods (Al-Badarneh et al., 2016; Hammo, 2008) were found in the literature
for representing data in English texts. However, those methods may not be used directly
to represent diacritical scriptures. The reason is that diacritical scripts are sensitive
compared to English data and require four stages of pre-processing, indexing, querying,
and finally, retrieving (Atwan et al., 2015). Moreover, it is sensitive in nature, as for
example, given that the position of an isolated dot changes the meaning of the whole
sentence (verse), while in the case of English, changing one character does not
significantly affect the meaning of the sentence. Therefore, diacritical scripts require an

accurate and efficient representation (Atwan et al., 2015).

Arabic is one of the most influential and widely spoken languages, with approximately
350 million native speakers (Al-Badarneh et al., 2016; Al-Sanabani & Al-Hagree, 2016;

Khalaf et al., 2014). It comes under the family of Semitic languages and differs
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syntactically and morphologically with Latin languages. Arabic is written from right to
left and has 23 consonants with three long vowels. The vowels used in Arabic are short
and popularly known as diacritics. Those diacritics are written either above or beneath
the consonant to give the word a desired sound and meaning. Native speakers usually do
not require diacritics for reading or understanding Arabic text for daily activities like
reading magazines, textbooks, letters and so on. However, the use of diacritics is heavily
prescribed and recommended for religious scriptures. In the Arabic language, the two
most sensitive and most important religious scriptures include the Quran (the holy book
of Muslims) and Al-Hadith (teachings of Prophet Mohammad (PBUH). For example,
Table 5.1 shows details of diacritics used in Quran with the representation given using
the UTF-16 encoding scheme. Table 5.2 shows that the positions of the symbols are

context sensitive.

Table 5.1: Description of Diacritics used in Arabic texts (Sabbah & Selamat,

2013)
Diacritics Symbols Sound UTF-16
used in Arabic Description (Alshareef & (Ryding, Representation
texts Saddik, 2012) 2005) P
Fatha Small diagonal line above a \ aa U+064F
letter
Kasra Small diagonal line below a ai U+0650
letter
Small “comma-like”
Damma diacritic placed above a \ au U+064F
letter
Tanwin Double vowel diacritic at - Ain, U+064B
the end of verses aan, aun U+064C, U+064D
A small circle shape above
Sukun the letter 1nd1cat1ng that the d U+0652
consonant is not followed
by a vowel
A Small circle shape above
Shadda the letter 1n§1catlng that the ad U+0651
consonant is not followed
by a vowel
Diacritic appears on top of
Madda aa U+0622

alif indicating a long alif
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For example, an Arabic word — consisting of three consonants i.e. ¢ & < gives
different meanings when a different arrangement of diacritics are used (Kirchhoff &

Vergyri, 2005). More details are shown in Table 5.2.

Table 5.2: Different interpretations of the word ««with different diacritics

(Hammo, 2008)
Arabic Word Transliteration Part of Speech Meaning (in English)
e kataba Verb Wrote
e kutub Noun Books
s kutiba Verb Written
e kattaba Verb Make someone to write

In summary, the above discussion shows that diacritical scripts are sensitive and hence,
requires an accurate representation to retrieve data accurately with their correct meanings.

In addition, good representation results in efficient retrieval.

As discussed previously, less attention has been paid towards the database organization
and representation of diacritical texts compared to the new methods which generally
explore different string/pattern matching methods to achieve efficiency. We review the
methods related to data representation and pattern matching. For example, standard and
popular pattern matching algorithms include Boyer-Moore, BMT, KMP and Rabin Karp
(Faro & Lecroq, 2013). Those algorithms have been enhanced to improve the search time
and accuracy (Faro & Lecroq, 2013; Hlayel & Hnaif, 2014). Furthermore, such
algorithms are limited to Latin texts only and may not be suitable for non-Latin texts like
Arabic without pre-processing (Hlayel & Hnaif, 2014). (Alsmadi & Zarour, 2015)
proposed an algorithm for searching and verifying of Arabic Quran verses. The proposed
algorithm is based on the hashing approach and involves removal of diacritics which
makes the verification process questionable. In Arabic religious scripts, diacritics are
vital. Alginahi et. al (Alginahi et al., 2013) proposed an algorithm for detecting Quranic

Arabic text from websites. This approach also removes diacritics to achieve their
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objectives. Therefore, the retrieved data cannot be properly authenticated due to the
removal of diacritics. In the same area, Sabbah et.al (Sabbah & Selamat, 2013) and
Alshareef et.al (Alshareef & Saddik, 2012) also proposed methods for retrieving text
based on diacritics removal. However, (Al-Sanabani & Al-Hagree, 2016) proposed a
method which does not focus on removal of diacritics for retrieving text from the

database. This method considers the non-diacritic text for experimentation.

Similarly, there are search engines available related to searching Quranic verses online
(Alshareef & Saddik, 2012). For instance, tanzil.net(tanzil.net, 2016), search-truth
(Muslim-web, 2018; Searchtruth.com, 2018) and Muslim-web (Muslim-web, 2018) are
some examples of search engines. Such search engines operate on full-words, as well as
stem and word synonyms for retrieving text from the database. It is noted from our initial
analysis, that these engines were not efficient enough for retrieving query for DHQ that
involves diacritical text. When applying variable length verses, the performance of those
search engines degrades, and in some cases, are unable to retrieve the requested verse. In
addition, those three search engines require more time for verses with complex diacritics.
Results based on different diacritical verses for some popular Quran search engines are
shown in Table 5.3. The main reason for retrieving some verses while not retrieving
others is most probably due to inefficient data representation that leads to inefficient
retrieval. Pattern matching algorithms will be able to retrieve data more accurately and

efficiently if the data organization is improved.
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Table 5.3: Experiments on standard Quranic search engines

Chapter . Muslim- Search
number Verses Tanzil.net
Web truth
(Surah)
-o 3’1;56‘5 cugco 8 S0 r.";-
2 ég@{ » u‘%‘:&jgﬁu‘k alsa Retrieved Retrieved Retrieved
odibadsis 3ed
LS(EG‘J(;‘J: Jo G S04 1B No No .
2 RET R e FPRPC R PN Results Results Retrieved
a&du@ v u\uﬁU dd ( ) (:d
oSl o o
2 OsBdgo 109 o s Slesal & 56 5
Resul
s & “43 d) d) kw}@j@ 35 (7 ) esults Results Results
(£) Osdiss 5FYV dldboe 33
s M—‘Ea‘ Sezad 3 du
67 O PN g u;f%eu‘uéﬂju No No No
153 acbla 7o (‘Q o J5(Y9) Results Results Results
(7+) O clatpldtisecs
Gl (V) el ot UG
114 ol30sd S0i0e (7) wled s () No No No
2530ms 085 (£) Sz d Results Results Results

el

The motivation for the proposed data representation is due to the fact that the Unicode
scheme needs more bytes to process and read data. The approach in this study employs a
UTF-16 encoding scheme. The example below will clarify the need for our new data

representation scheme for diacritical texts.

Suppose the input Quranic verse that needs to be retrieved and searched is “ cazod)
azsd". The verse consists of 22 characters, including diacritics and each character takes
more than one byte of storage to process. This implies that in order to retrieve and search
the given verse, the header needs to traverse through the whole Quran database and match
the required 1408 bits. While traversing through the database, there is a possibility of

garbled values appearing within the database during the writing operation. This affects
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the retrieval process and increases the searching process as showed through factorial

experiments below.

However, in the case of English texts, the ASCII encoding scheme is used. As
mentioned above, ASCII usually takes 7 bits to process one character. This implies for
22 characters; ASCII scheme will take around 154 bits for the header to read and retrieve
the results. Hence, to retrieve and search English texts, it takes less time compared to
diacritical Arabic texts and is efficiently retrieved in most of the cases. Experiments were
conducted in this study where it was found that the encoding had affected the retrieval
and searching process as shown in Table 5.4. Two well-known string matching algorithms
were taken, i.e. Boyer-Moore (BM) (Boyer & Moore, 1977) and SSM (Al-Ssulami,
2014). Both diacritical and English texts of similar length were taken. It was observed
that diacritical-based texts take more time as compared to English texts. The reason was

based on the above-mentioned observation.

Table 5.4: Effect of encoding schemes on the retrieval and searching process

Arabic Patte Time
. i i lish L .
Algorith texts Length rn Tl.m_e (in English texts engt Pattern (in
(UTF millisecon  (ASCII h of .
m g of Text Sear . Searched millisec
Encodin ds) Encoding) Text
o) ched onds)
-Ljua Thus, the
oAl heavens and the
BT Y] earth were finished
B o ) %0 ! 126 and all the host of %0 day 59
RERT them on  the
o=l seventh day God
:L! ST Thus, the
oo Al heavens and the
BT ] earth were finished
SSM o ) %0 ! 139 and all the host of %0 day 6.8
RERT them on  the
o=l seventh day God

Based on the above discussion, one can confirm that most of the existing methods
focus on new approaches for pattern searching to achieve time efficiency. On the contrary,
only a little attention has been given to improving efficient data representation and

organization, which also contributes to improving time efficiency (Hammo et al., 2007;
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Nisha et al., 2014). As highlighted previously, there are methods that focus on data
representation and organization. However, such methods only work well by either
removing diacritics or considering non-diacritical texts. This task involves an overhead
to authenticate the retrieved data to confirm the meanings. Although search algorithms
can be enhanced to improve retrieval and searching process, thereby improving
authentication process, it would be interesting to know the effect of the database
(involving different datasets) on the overall performance of search algorithm. This can be

achieved by a factorial design approach.

5.2.1 Factorial Design

It is noted from the studies of (Hakak, 2014), that there are certain factors that can
degrade the performance of an algorithm and factorial design is such an approach that can
help to determine the effect of each such factor. While searching some text, usually three
important factors i.e. searching algorithms (like pattern matching algorithm), the type of
datasets (like protein, genome) and size of input are required. To determine the influence
of factors like the selection of search algorithm, type of datasets and size of input on
retrieval process can help us to know, whether an efficient need of database (where
datasets are stored) is needed or not. The aim is to determine whether the type of database
(for example protein and genome) has any influence on retrieval process and there are
many kinds of factorial models available for evaluating the effect of a particular factor on

a response variable.

The fundamental purpose of a factorial model is to get and provide the maximum
amount of information through the minimum number of experiments. The most widely
used factorial designs are Simple Designs, Full factorial Designs, and Fractional Designs.
Simple Design is a very straightforward technique in which only one factor is varied and

at a time effect of only one factor can be evaluated against a response variable. Although
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this design is simple, statistically, it is not efficient due to the fact that if some factors
have interaction with each other, using this model may lead us towards wrong
conclusions. Fractional Factorial Design is used in complex research studies involving
rigorous and too many experiments. The advantage of fractional factorial design method
is that it saves time and cost as compared to the full factorial design method. However,
the flaw of this technique is that it does not give much detailed information which a full

factorial design technique gives (Jain, 1991).

Full Factorial Design is an extension to the simple design model and utilizes all
possible combinations of all levels of all factors. One of the major advantages of full
factorial design method is that all possible combinations of configuration are examined
under the same workload. The effect of every factor can be found along with interactions
among the factors. However, there is one flaw in this experimental design and that is the
time and cost of the study. In the full factorial model, the 2k factorial design is the most
popular and widely used technique involving many studies, like in chemical industry,
management industry, material engineering and so on. The 2k Factorial Design Model is
used to find the effect of k factors with each k factor having two possible levels or values.
This model is most widely used due to its easiness to analyze things and sorting out factors
in a particular order. By 2k, it means there are k factors with two levels and total
experiments are performed 2k times. After performing the experiment 2k times, we get
2k effects which include £ main effects, two-factor interactions, three-factor interactions
and so on. We propose to use the 2k model also due to its usefulness compared to the
above-mentioned models. In this model, three factors are taken, and each factor is

assigned two levels denoted by 1 and —1. Once each factor is assigned two levels below

1 and —1, then the following formula is used to find the effect of factors:
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2 2 2 2
SST:?(‘]A tq5 4 +qAB2+qAC +QBC2+‘]ABCZ) (5.1)
Here A, B, C denotes different factors AB, BC and AC denote the interaction between
the two factors and ABC denotes interaction among all three factors. SST denotes the

sum of square total (Jain, 1991).

To calculate SST, we need to consider the following steps to measure the effect of the

above three factors i.e. pattern matching algorithm, type of datasets and size of the input.

e Data-collection Phase:

We collect a dataset that is used in Faro (Faro & Lecroq, 2013) which includes
protein and genome data sets. We consider two classic string/pattern matching
algorithms of backward oracle matching (BOM) and extended backward oracle
matching (EBOM) algorithms with the input data size of 2MB and 1024MB
respectively. The reason to choose these two algorithms is that both algorithms
have the same structure with EBOM having a faster loop. However, one can
choose any algorithms to check the effect on the retrieval process. Our intention

here is to show an objective analysis for estimating the effect of three factors.

Table 5.5: Three factors for Designing Factorial Model

Throughput Levels
-1 I
A Pattern Matching Algorithm ~ BOM EBOM
B Type of database Genome Protein
C Input Size 2MB 1024 MB

o Factorial design Phase:
In this phase, the 2k factorial Design Model was designed based on factors
shown in Table 5.5. For more details, one can refer to (Faro & Lecroq, 2013). 4

denotes pattern matching factor i.e. search algorithm, B denotes the
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dataset/Database type factor and C denotes Input size factor. All these factors

have two levels, as shown in Table 5.6.

Table 5.6: 2K Factorial Design Results

B (-1)

B (1)

Database Type (Genome

Database Type (Protein

A Sequence Database) Sequence Database)
C C
Input Size Input Size Input Size Input Size
Pattern
Matching -1 1 -1 1
Algorithm
2MB 1024MB 2MB 1024MB

BOM (1) 136.3 2.05 26.49 0.73
EBOM (-1) 49.77 3.42 12.13 2.57

The effect of parameters can be calculated using equation (5.1). The values of

A(qa), B(gs - - - up to ABC(qagc)are calculated by multiplying Boolean values

of A, B, Cupto ABC with column Y ( In ¥, the experimental results of Table

5.6 are presented) given in Table 5.7. To calculate SST values, the total values

of A, B, C, AB, AC, BC, and ABC are divided by 8.

qa= (—1%49.77) + (1%1363) + (—1%12.13) + (1%26.49) + (—1

3.42) + (1% 2.05) + (—1%2.57) + (1%0.73) =97.68/8 = 12.12

qs = (—1%49.77) + (-1%1363) + (1%12.13) + (1%26.49) + (-1

¥3.42) + (—1% 2.05) + (1%2.57) + (1%0.73)

= —149.62/8 = —18.7025

(5.2)

(5.3)
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Gc = (-1%49.77) + (-1%1363) + (—1*12.13) + (—1%26.49) + (1
x3.42) + (1% 2.05) + (1%257) + (1%0.73)

= —215.92/8 = —-26.99

Qap = (1%49.77) + (—1%136.3) + (—1%12.13) + (1+26.49) + (1
*3.42) + (—1% 2.05) + (=1%2.57) + (1%0.73)
= —72.64/8 = —9.08

Goc = (1%49.77) + (1%136.3) + (—1%12.13) + (—1%26.49) + (-1
¥3.42) + (—1% 2.05) + (1%257) + (1%0.73)
= 145.28/8 = 18.6

Qac = (1%49.77) + (=1%136.3) + (1%12.13) + (—1%26.49) + (-1
¥3.42) + (1% 2.05) + (=1%2.57) + (1%0.73)
= -104.1/8 = —13.0125

Quge = (—1%49.77) + (1%136.3) + (1%12.13) + (—1%26.49) + (1
*3.42) + (—=1% 2.05) + (=1%2.57) + (1%0.73)

= 71.7/8 = 8.9625

(5.4)

(5.5)

(5.6)

(5.7)

(5.8)

The values of different parameters using the values in Table 5.6 are shown in Table

5.7.
Table 5.7: Factorial Calculations
I A B C Y AB AC BC ABC
1 -1 -1 1| 49.77 1 1 1 -1
1 1 -1 -1 | 1363 -1 -1 1 1
1 -1 1 -1 | 1213 -1 1 -1 1
1 1 1 -1 | 2649 1 -1 -1 -1
1 -1 -1 1 |34 1 -1 -1 1
1 1 -1 1 |205 -1 1 -1 -1
1 -1 1 1 | 257 -1 -1 1 -1
1 1 1 1 |073 1 1 1 1
- 1452 71.
Total | 97.68 -149.62 | 215.92 0 | -72.64 21041 | 8 7
Total/8 12.21 18.7025 26.99 9.08 13.0125 18.16 | 8.9625
149.0 329.7
SQUARES(qi) 8 349.78 | 728.46 82.4 169.32 | 8 80.32
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After the construction of Table 5.7, SST is calculated using equation 5.1.

(12.21)% +(=18.705)* + (<26.99)* +(-9.08)* + (—13.0125)* + (18.16) +(8.9625)*

SST=2° (5.9)
This gives,
SST=15113.69015
Finally, the effect of different factors is calculated using:
(q))** 8/ SST (5.10)

(Here i denotes A, B, C, AB, BC or ABC). For example,

Effect of Algorithm selection from equation 5.10 = (g4)? * 8 / SST

(where q,= 149.08 * 8)

=1192.64/15113.69015 = 7.89 %

Similarly, the final calculations in Table 5.7 based on SST values for each factor, are

reported in Table 5.8. It can be concluded that the input size is most significant factor,

which affects the performance of searching as it gives highest the SST score compared to

other factors. This result confirms that input size and dataset factor play a vital role in

evaluating the performance of the searching algorithms.
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Table 5.8: Effect of different factors on retrieval

Effect of Algorithm selection 7.89%
Effect of Dataset 18.50%
Effect of Input size 38.50%
Effect of Algorithm and database 4.30%
Interaction b/w Algorithm and Pattern length 8.96%
Interaction b/w Pattern Length & Database 17.40%
Interaction b/w Algorithm, database, and Input 4.25%

In DHQ, since the input size cannot be changed, there is immense scope to arrange
DHQ dataset in such way that can improve the retrieval process. The analysis of the
literature review and results of factorial design motivated us to propose a new idea for
representing data efficiently, such that optimal time efficiency is achieved, and the

searching process improved.

5.3 Proposed methodology

To achieve efficient representation, we propose to segment the characters in the
verses/sentences since each character is encoded by a unique code to organize the data.
For segmentation, we explored the regular expression approach to remove the white
spaces and segment the input verse into respective individual characters. After
segmenting characters, the verse is extracted based on its first extracted character. This
organization helps in retrieving the query word or verse quickly. An example of text

retrieval from the database in the proposed framework is shown in Figure 5.1.
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Figure 5.1 : Proposed framework for searching vowelized diacritical texts
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The steps involved in the proposed approach are listed below:

The complete Quranic texts involving Urdu, Uthmani and plain are sorted
alphabetically. The verses are organized within the leaf nodes based on their first
character and these leaf nodes are labelled accordingly based on the respective first
character of verses contained within it. For Example, the leaf node containing the verses
with characters “ <” is labelled as “ <. This approach is repeated for all the respective
verses.

The input verse to be searched is segmented into individual characters. The first
segmented character is taken and mapped to leaf nodes. For example, if the first
segmented character is “<”, the whole search process is limited to a leaf node labelled as
o

Finally, for searching the correct verse from a respective leaf node consisting of similar
verses, we used Boyer Moore string matching algorithm.

The complete details are mentioned in below-mentioned sections:

5.3.1 Sorting Phase

In the sorting phase, the whole database containing diacritical text is sorted. Different
characters are represented by different leaf nodes (/r). Each leaf node has a specific value
based on the character that it represents. For example, a character “ <*“represents leaf node
“ &, After creation of all leaf nodes, all verses are placed within their respective leaf

nodes based on their first character. After sorting the database, the next step is character

segmentation.

5.3.2 Character Segmentation
The aim of character segmentation in our proposed approach is to segment connected

characters into individual characters. Most of the compilers and programming languages

90



cannot process the connected Arabic verses accurately resulting in poor retrieval
performance. There have been different encoding approaches proposed to represent
individual characters. American Standard Code for Information Interchange (ASCII) is
widely used as an encoding technique for English because each English character uses 7
bits with one extra bit to handle noise. Since ASCII uses 7 bits for character
representation, it can handle 27 characters i.e. 128 English characters. (McEnery et al.,
2000). However, this encoding scheme is inadequate to handle other non-Latin texts.
Therefore, an 8-bit scheme has been proposed by the International Standard Organization
(ISO) 8859 family (McEnery & Xiao, 2005). Further, to handle more complex characters,
UNICODE 8, 16 and 32 encodings have been proposed (McEnery & Xiao, 2005). As a
result, we use UNICODE-16 scheme for segmenting characters from Arabic verses, as it
has variable length encoding and suits diacritical Arabic text and other complex texts.
Sample Unicode representation for each Arabic character is shown in Table 5.9. Table

5.9 shows that each character has its own UNICODE representation.

This cue leads us to explore an approach using regular expressions to segment
characters from Arabic text. A regular expression is a sequence of special characters that
define the search pattern. There are many regular expression symbols that represent a
particular operation. For example, “question mark (?)” indicates zero or one occurrence
of the preceding element. Similarly, an “asterisk (*)” indicates zero or more occurrences
of the preceding element. Similarly, in regular expressions, there are special operators
known as “curly bracket denoted by {L}”. This expression maps each individual letter

(L) to its unique Unicode number (Ilie, 2008). The steps are mentioned below:

Algorithm: Character Segmentation

Step 1: Calculate the length / of the input verse.
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Step 2: Split the input string using a split method by specifying the start/end of each
character using the regular expression delimiter.
Step 3: Using for loop, each character (specified by a delimiter) is iterated and mapped

to its Unicode and the output is returned in the form of individual characters.

5.3.3  Proposed Data representation

As motivated by the arrangement of words in a dictionary, we propose to organize data
based on segmented characters. In other words, the proposed method sorts text according
to the first character in each verse (as shown in Table 5.9). We can see sample
representations for digital Quran text, whereby the number of verses beginning with ‘alif’
(") is 1178, the number of verses beginning with ‘baa’ (<) is 175 and so on. With this
organization, we propose the framework shown in Figure 5.1 for representing diacritical
sensitive texts as in the example of digital Quran. In this way, the proposed approach
preserves the sensitivity of the Quran without losing information and retrieves the

requested verses efficiently.

Table 5.9: Indexing approach for diacritical manuscripts

I U+0627 1178 ol U+0636 ]
e U+0628 175 b U+0637 3
& T+0624 59 & T+0638 1
& U+062B 109 £ U+063% 42
fal U062 14 £ UH063A 2z
C U+062D 24 o U+0641 698
¢ U+062E 31 It U+0642 530
4 UH062F 3 d U+0643 118
i U+0630 65 J U+0644 262
J U+0631 47 8 U+0645 155
3 T+0632 3 & T+0646 25
o U+0633 48 8 U+0647 85
o U+0634 4 3 U+0648 2215
a T+0635 3 G T+064% 329
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The main advantage of this data structure representation is that it can be extended to
any language with minimal changes. For example, in the case of other related sensitive
religious content, letters specific to that language can be used for indexing and the same
procedure can be applied. There are 28 characters in Arabic which are also used for Urdu

and Farsi texts. The steps for representation are as follows.

We divided the root node (r) into n leaf nodes (/n), where /n denotes the Arabic
characters as shown in Figure 5.2 i.e. Iln =/, < up to [n" Arabic character. Each leaf
node (/n) has [ identical children, i.e. a leaf node having a value of /n = “<” with a Unicode
value of U+0628 will have all 7 children starting with “<” only. This organization helps
not only in achieving time efficiency but also accuracy. Furthermore, this representation
prevents hash collisions. Therefore, the search time is reduced from O(m*n) in the worst
case to O(1) + O(m) (m-denotes pattern to be found within I). In this work, once the
proposed approach identifies the leaf node, it uses the existing Boyer Moore (Boyer &

Moore, 1977; Faro & Lecroq, 2013) algorithm for matching and retrieving data from the

database.
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Figure 5.2: Proposed data structure design for diacritical Arabic and other
related religious texts

The algorithmic steps and time complexity of the whole approach are as follows:

1. The Quranic database is sorted in a dictionary fashion shown in Table 5.9.

2. The input verse is segmented into individual characters using a regular expression
approach.

3. The search and retrieval process are initiated by taking the first character of the
input segmented verse and mapping that character with the leaf node.

4. Once a match is found, the remaining bits are matched with the children in that

particular leaf node using the Boyer-Moore algorithm.

Time-complexity: Let m be the verse that needs to be searched from a given database
of size n. The worst -case of time complexity is when m traverses through the whole
database of size n and determines a match (if one exists) when all traversals are complete.
The time complexity of our approach is constant i.e. O(7), since the algorithm does not
need to traverse the whole database, but only traverses leaf nodes (whose size is fixed to

28 characters). However, when a particular leaf node is identified, then an extra time of
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O(m) is needed to search within that leaf node. Hence, the total time complexity is

O(l+m).

5.4 Results

To evaluate the performance of the proposed method, we use some well-known
databases, including Arabic data-sets, Uthmanic data-sets and Urdu datasets from
tanzil.net (tanzil.net, 2016) and hamariweb (Hamariweb, 2018) respectively. The sizes of
those data sets are 1.24, 1.30 and 2 MB, respectively. The performance of the proposed
method is measured by calculating the segmentation accuracy for the segmentation steps
and search time for the data representation steps. To show the effectiveness of the
proposed approach, we compare our algorithm with the existing methods that includes;
Quran Quote Verification (QVT) algorithm (Alshareef & Saddik, 2012) and the
traditional MySQL approach that uses the linear search algorithm(Greenspan & Bulger,
2001). All of these existing approaches have been explained in chapter 2 respectively. In
our comparative study, the implementation of the other algorithms was achieved using

NetBeans 8.02 on 1-5 Intel Processor with 4 MB cache, 4 GB RAM using Windows 10.

5.4.1 Experiments for tokenization

Sample qualitative results of the proposed segmentation approach for segmenting
Arabic and Urdu characters from text lines are shown in Table 5.10, where one can
observe that the proposed segmentation had worked well for the three types of data. The
reason for the efficiency of our segmentation can be attributed to the fact that the mapping
of individual/partial Arabic characters to its respective Unicode representation, and

extracting full characters from that Unicode had allowed for efficient matching.
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Table 5.10: Tokenization of simple partial diacritical Arabic texts

Different . ] i ]
Non-Latin Sample Verses Processing using  Processing Using Proposed
Texts QVT Algorithm  Approach
i 4 Ida d i &
‘ﬂd C_;\ Ja . é(c;w L L{CJ e
Blga o D= by dud?éf;ud. Slo = 2dd op dy
Plain Arabic =~ b 5 < o 0 . °<5.‘9f’ O J ua.d o 5 J "’fd o
poasoda by s s o c2d veg e ow ok
O3 el e s 5 d 4l 3d s odoed s 8
03 == Jd s oedl Jdd L4
g oo s adege
us
e STPIS T PESTORES I GG 0 we S Jd e
Urd - . _
! Sy eruss S er usSeSus Ssd s v S s
2y od . .
2O G a, od oz ¢og 0 4o
Uthmanic J e C d‘ v G oy J ; dé .) s :JC JI =
Arabic ug—ﬂ }‘éc a 3o 08 o ) . ’udei_j Loz v
cm AT NS T A
I elagao i da d e 0e T @50
. - ) . v . 3 . i .
s @ 500 g g e :C dlh e <
Qg A

In Table 5.10, it is observed that the QVT algorithm is not able to segment the Urdu
texts since the QVT algorithm is developed only for diacritic texts. The segmentation in
QVT is based on suffix and prefix rules, rather than tokenizing verses into individual
characters. On the other hand, the proposed approach segments each Urdu verse into
separate characters properly. To validate the strength of the proposed segmentation step,
we conduct experiments on Uthmanic Arabic verses, which use more diacritics compared
to plain Arabic verses. When we compare the segmentation results of QVT method, the

proposed approach is better than the QVT, since QVT fails to correctly segment the text

(Table 5.10).

Quantitative results of the proposed and existing methods are reported in Table 5.11,
where the segmentation accuracy of our proposed segmentation is higher than the existing

methods. The reason for poor segmentation accuracy of the existing method is that the
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method is developed for Latin and non-diacritic text but not for non-Latin text with

diacritics.
Table 5.11: Accuracy of text segmentation for all three data sets
Text Types Sample Verses QVT Proposed
yp P Approach
i 3\ SR> f R & i .
Plain 2$A0= O Bloa ads e 25.47% 98.5 %
Arabic text U5 (el s A sda jeb g el e
Urdu texts Sy prusSES ey @ SJG 46 % 100 %
. 2 - & o 1] " e ‘\’ . 3 L4l
Uthmanie ood stor G s Jesgey o 29.3% 952 %
Arabic text g dupr G ey ld g

5.4.2 Experiments for Data Representation

Quantitative results of the proposed and existing methods are reported in Table 5.12
where it is noticed that the proposed method achieved the best time efficiency compared
to the existing methods. To calculate the time for retrieval, we choose random verses as
queries for searching the respective databases. Finally, the average time for random verses

is reported in Table 5.12. The time efficiency is calculated as:

] L P.Aresponse time — E. A response time
Time ef ficiency = E.A response time x 100 (5-11)

Here, P.A denotes the proposed approach and E.4 denotes existing approaches. It is
noted from Table 5.12 and equation 5.11, that the proposed approach had achieved 61 %,
72%, 84%, and 62% improved time efficiency as compared with the B+ tree approach,
Muslim-Web, Search-Truth and the QVT approach, respectively. The main reason for

poor accuracy is due to the presence of different diacritics that increases the time
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complexity of an algorithm and existing data-structure approach, where all those verses
are being stored in a serial fashion. This serial organisation of data within the database is
another factor for the poor performance of the existing approaches. From the results, it
can be concluded that the proposed segmentation and representation combination has the
ability to achieve efficient time complexity, irrespective of the database size, and can be

extended to other languages with minimal changes.

There are numerous religious scriptures in Chinese and Sanskrit that involve diacritics
for reading purposes. Advantageously, our approach can be applied or extended for other
diacritic based languages. Instead of using Arabic characters for single verse extraction,
the characters of Sanskrit or Chinese can be used to extract the given verse based on its

first character. The methodology will be the same, only the input will be different.

Table 5.12: Search time for different Diacritical Texts (in milliseconds)

Muslim- Search-
B+ Tree  Web Truth
Different Text samples TQex engine (Linear QVT Proposed
P Method (Binary Search Algorithm Approach
(MySQL) Search Algorithm)
Algorithm)
s BN La (BN f
o &tua Lj ) 4 ﬂs? 964.2 2614 2741.25 980.2 380.2
oda by ey 5 2
Oy 0= o a
leS Dl Sl
= R 321.2 - - - 240.4
d}dﬁ/\d@i
EJC d““i’)CJJ ugﬂ
. é “~ = E) .
oo s 2D 912.4 No No 928.4 370.1
S o500y @lag result result
Qe sE d
5.5 Summary

In this study, we propose a new approach introducing a novel method for segmenting
characters from verses and representing data using segmented characters to efficiently

retrieve diacritical texts like digital Quranic text in plain and Uthmani script as well as
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Urdu and Farsi. This study explores the regular expression approach for segmenting
characters from verses inspired by the Unicode-16 encoding scheme. The proposed
approach involves a novel indexing method using segmented characters to represent the
data in such a way that optimal time efficiency can be achieved, irrespective of database
size and language. Experimental results for the segmentation process show that the
proposed segmentation approach outperforms the existing methods in terms of
segmentation accuracy. Similarly, the experimental results on validating the indexing and
data representation approach show that the there is a significant improvement in the
search time. This constitutes the first attempt to develop a segmentation-based data
representation approach for retrieving diacritical texts such as Arabic, Urdu, and Farsi

texts.

As part of future work, we plan to extend this approach for other scripts, such as
Chinese and Sanskrit and develop an expert prototype system for real-time applications.
The limitation of this approach lies in the inability to extract two verses simultaneously.
To overcome the issue of authenticating more than one verse at a time, we propose a

second method based on string or pattern matching algorithms as discussed in Chapter 6.
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CHAPTER 6: NEW SPLIT BASED SEARCHING METHOD FOR EXACT
PATTERN MATCHING

6.1 Introduction

The pre-processing phase and authentication phase involving single verse has already
been discussed in Chapters 4 and 5 respectively. This chapter presents the third method
as part of our research, its purpose being to overcome the limitation inherent in Chapter
5. The method proposed in the previous chapter is suitable for identifying a single
sentence or Quranic verse only. To authenticate (search and retrieve) more than one verse
or sentence at a time, we have explored pattern or string matching algorithms. The
proposed approach is based on exact matching algorithms. The existing exact matching
algorithms have been found to be unsuitable for Arabic texts like Quranic texts. Hence, a
new algorithm is proposed by way of splitting the verses into smaller units. Two different
algorithms are proposed to shorten the search time and improve memory consumption for
authenticating multiple verses. Firstly, the concept of exact or pattern-based approaches
and related research is discussed in Section 6.2. The first approach algorithm (Al) is
discussed in Section 6.3, and the second approach algorithm (A2), a modified version of
the first approach (Al) is discussed in Section 6.4. A performance evaluation of both

approaches is finally presented in Section 6.5. The chapter is concluded in section 6.6.

6.2 String/Pattern Matching Approaches
6.2.1 Motivation

As swift changes occur in digital technologies, the conversion of raw data to digital
data online is also changing with the same proportionality. As a result, the size of the
database increases drastically. Therefore, to cope with real-time applications and
situations, there is a need for focussing on both time and space complexity of the systems
or methods because those two parameters decide the usefulness and effectiveness of the

system, despite that methods achieve good accuracy. Most of the existing methods in the
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literature have focused on time complexity, and little attention has been paid to the issue
of space complexity (memory consumption). Therefore, there is a need for developing a
method which achieves both time as well as space efficiency, irrespective of the size of

the database (Frakes & Baeza-Yates, 1992).

It is evident that in recent days, modern programming languages, such as Java and C#
are widely used for setting up real-time systems because those software languages involve
automatic memory management (Yang et al., 2004). It is noted that heap size, which is
part of memory segment plays a major impact on the performance of garbage collection,
which in turn affects the overall performance of the systems with multiple processes (Kim
& Hsu, 2000). For example, if the heap size is less than the application requirement, it
would cause an excessive garbage collection, while a heap size greater than the physical

memory results with induced paging.

On the other hand, there is no generalized criterion to decide the correct heap size
according to application requirements (Yang et al., 2004). This is beyond the scope of
this work. One such illustration using existing string matching (Al-Ssulami, 2014) on
Arabic datasets is shown in Figure. 6.1, where we can see that the algorithm initially
requested 350 MB of heap, but uses 70 MB (on average), resulting in a wastage of
memory resources. Therefore, it is necessary to focus on both time and space complexities

of the method.
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Figure 6.1: Memory Usage of Existing Exact Matching Algorithms.

The main reason that existing exact string matching algorithms consume more memory
is that pre-processing is involved in the computation of shifts. For example, in Figure 6.2,
the Boyer-Moore algorithm (Alfred, 2014; Boyer & Moore, 1977; Lin et al., 2013;
Rahman et al., 2017) starts searching characters from right to left of the given query
pattern. If there is a mismatch, algorithms shift as many as m characters according to the
shift table computed in the pre-processing phase. It looks similar to the Quick search (QS)
algorithm (Sunday, 1990) with respect of finding matches, except that the BM algorithm
uses both good suffix shifts and bad-shifts, while the QS algorithm uses only bad shifts

(Lin et al., 2014).

BM is one of the most standard and widely used algorithms in pattern matching. Many
improvements in terms of time efficiency were carried out by researchers studying the
concept of character shifts (Al-Dabbagh et al., 2017; Jaiswal, 2014; Nsira et al., 2015;
Saleh et al., 2015). Few existing string matching algorithms using the same concept
include: fast search searching algorithm (Lecroq, 2007), modified Boyer Moore algorithm

(Faro & Lecroq, 2013; Rafiq et al., 2004), Horspool algorithm (Horspool, 1980a), Tuned
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BM (Sunday, 1990), Turbo BM (Crochemore, 1994), SSM Algorithm (Al-Ssulami, 2014)

and so on.

Mismatch at L (Shift by length 3)

Mismatch at G
M (Shift by
length m)

Matched

Figure 6.2: Boyer Moore Algorithm (Lin et al., 2014).

Several algorithms were proposed to overcome the drawback of the above-mentioned
process based on characters. For example, (Horspool, 1980a) simplifies the Boyer-
Moore’s algorithm by removing the good-suffix rule (Boyer-Moore-Smith Algorithm).
(Michailidis & Margaritis, 2002) proposed algorithms which are extensions of the BM
algorithm, focusing on computing the shift with the text character. Timo Raita (Raita,
1992) proposed an algorithm known as the Raita algorithm, which is a modified form of
the BM algorithm. (Crochemore, 1994) proposed a Turbo-BM algorithm, which works
based on a dynamic simulation technique. Berry-Ravindran (Berry, 2001) proposed an
algorithm, known as Berry and Ravindran algorithm, which is an improvement over the
quick-search algorithm. Ahmad (Ahmad, 2014) proposed an idea of exploring parallel
processing for the two pointers that are used in the string matching process, i. €., one
pointer starts searching from the left side and another pointer starts searching from the

right side, thus reduces the overall search time. (Karp & Rabin, 1987) proposed a hashing
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technique to avoid a quadratic number of character comparisons (Lecroq, 2007).
However, the drawback of this approach is the possibility of hash collisions. Similarly,
there are bit-parallelism, automata-based, and bit-wise exact matching approaches to

improve the search time.

In light of the above discussion, it can be asserted that the primary focus of the existing
method is time complexity (Bobroff et al., 2016), (Shaham et al., 2001). Previously, many
researchers ignored the fact that space complexity (memory consumption) is also one of
the major factors to achieve time efficiency, particularly when the database size increases

continuously.

Thus, in this chapter, we present novel approaches to solve the exact string matching
problem, which achieves both time and space efficiency for natural language texts,
specifically Arabic texts. All those texts apply different encoding schemes, such as the
ASClII-based encoding scheme, the Unicode Transformation Format (Nuaymi) and so on

(McEnery & Xiao, 2005).

Elaborate Arabic script patterns are complex to search and retrieve, compared to
ASCIlI-based text (Alfaifi & Atwell, 2016; Elayeb & Bounhas, 2016; Metwally et al.,
2016). Searching and retrieving diacritical Arabic patterns are more complex than simple
Arabic patterns (Metwally et al., 2016). The presence of symbols, diacritical signs,
elongated characters and other such elements increase the complexity of searching Arabic
texts and also the time complexity (Abdelali et al., 2004; Darwish & Magdy, 2014).
Digital Quranic text, which is written in Arabic, constitutes a very suitable example, given
its highly complex diacritical texts (Al Gharaibeh et al., 2011; Alginahi et al., 2013;
Farghaly & Shaalan, 2009; Khalaf et al., 2014). These diacritical texts contain a large
number of additional symbols that decrease the retrieval process and increase the search

time. Although the search time can be improved by removing all symbols and diacritics,
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this will obscure the meaning of the Quranic verses. Arabic Quran verses are very
sensitive to the arrangement of diacritics. The removal of a single diacritic or symbol can
change the meaning of the whole verse (Alshareef & Saddik, 2012; Arslan, 2015;
Ibrahim, 2010; Mohammed et al., 2015) as explained in previous chapters. Thus, it is
imperative to search for a diacritical pattern without removing any of the symbols or

diacritics.

6.2.2  Classification of String/Pattern matching approaches

The methods for pattern matching can be classified into two categories: single pattern
matching and multi-pattern matching (Faro & Lecroq, 2013). The single pattern matching
approach consists of identifying a single pattern from the whole database. The multi-
pattern approach consists of identifying multiple patterns from a single database
(Alhendawi & Baharudin, 2013; Hudaib, 2008). This study focuses exclusively on single

pattern matching as multi-pattern matching extends beyond its scope.

The workable methods based on single pattern matching approaches can be divided
into four categories as mentioned above: character-based, hashing, bit-parallelism, and
automata-based approaches (Yuan et al., 2010). The character-based approach searches
for the pattern at the character level. This approach includes the two key stages of
searching and shifting. Considering all the existing character-based approaches, the
baseline approach consists of the Boyer Moore algorithm (Boyer & Moore, 1977). Since
character-based approaches work at the character level, the methods are computationally
expensive. Hash-based approaches find hash values for the characters to match rather than
the characters themselves. Automata-based approaches involve automata theory for
finding states as a suffix for matching. Such methods generally achieve better results,
however, consume more memory due to the necessary state diagram construction and

traversal. Finally, bit parallelism approaches involve parallel processing to speed up the
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matching process (Faro & Kiilekei, 2013; Faro & Lecroq, 2013). The main issue with bit
parallel approaches is the dependence on the computer word-size for matching, and the
difficulty in implementation (Hennessy et al., 1999; Lecroq, 2007). Bit parallel
algorithms are harder to write than sequential algorithms as bit-parallel based algorithms

normally use concurrency that results in potential software bugs (Hennessy et al., 1999).

In general, the character-based approaches are simpler and easier to implement than

other approaches due to ease of manipulating shifts.

6.2.3 Related Work

The BM algorithm (Boyer & Moore, 1977) is considered as one of the standard
benchmarks in the area of string/pattern matching literature (Hume & Sunday, 1991). In
the BM algorithm, searching starts from right to left for any given text. The scanning
stops once a complete match has been found. However, in the case of a mismatch, it uses
a shifting process commonly known as ‘bad shift” and ‘good shift’ (Ahmad, 2014). Those
shifting tables require significant pre-processing in terms of calculations; such as how
many characters need to be skipped if there is a mismatch; how many characters need to
be skipped if there is a match, and so on. Many attempts have been made to improve BM
algorithms in terms of their required search time and include the Horspool algorithm
(Horspool, 1980a), the Tuned BM algorithm (Sunday, 1990), and the Turbo BM
algorithm (Crochemore, 1994). The Turbo-BM algorithm is based on the dynamic
simulation technique. Since our aim is to achieve time efficiency for searching Arabic
text from a database, we review the time complexity of the existing methods in this

section.

In this study, the worst-case scenario is referred to as the Big O notation. Let p be the

pattern to be searched with length m, and ¢ the source text of length n. Those are the
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symbols used for reviewing the time complexity of the existing methods as reported in

Table 6.1.

e Boyer-Moore algorithm:

It needs two rules for identifying and locating patterns, namely a good suffix
rule, and a bad character rule. Let the necessary shift to be used in case of a
mismatch be denoted by s. Thus, in case of a mismatch, the good shift rule aligns
the pattern p of length m over text t in such a way that t [s+i+1....... stm-1]=p
[i+1...m-1]. To calculate the number of shifts, the BM algorithm requires pre-
processing that occupies O (m) of space, and in the worst-case scenario requires

O (mn) of time. Hence, the overall complexity of BM becomes O (m)[n+1].

e Tuned Boyer-Moore (BMT) algorithm:

This algorithm consists of the two phases: last character localisation and
matching. The first phase consists of the searching pattern (p (m-1)) using three
rounds of blind shifts based on the bad character rule of the BM algorithm. In the
matching phase, pattern p (0...m-2) is tested to obtain a match with the
corresponding characters of the given text, t. This algorithm has a quadratic time
complexity denoted as O (n?) in the worst-case scenario and can increase further
by trying to find a match between the pattern and a given text during n blind
shifts. Like the BM algorithm, BMT also requires O (m) of space, thus has an

overall complexity of O (n*+m), where x denotes an exponential power.
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SSM algorithm:

This algorithm represents a modification of the Horspool (Horspool, 1980a)
algorithm. In fact, it is a modification of the BM algorithm where the good suffix
rule is dropped. In the work by Faro (Faro & Lecroq, 2013), Hash 3 and simple
backward non-deterministic matching algorithm (SBNDM algorithms) have
shown better results among 85 algorithms for natural texts like the bible. For that
reason, the SSM algorithm (Al-Ssulami, 2014) has been compared with Hash 3
and SBNDM algorithms. The SSM algorithm has shown better results than Hash
3 and SBNDM, indicating that the results are better than those existing 85
algorithms. The increments in the shifts are based solely on the bad character
rule. The algorithm works by scanning text from the leftmost end and matching
patterns from an opposite side. The algorithm searches the pattern using the
maximal shift approach, where the shift is calculated based on the position of a
pivot character. In the case of a mismatch, the Horspools shift (where initially a
table is constructed to determine character shift) is applied. This algorithm again
involves pre-processing for computing all those shifts and takes O (m) space with

sub-linear time complexity. Thus, the overall time complexity is O (m)[n+1].

Brute Force Algorithm:

This is one of the simplest algorithms that does not involve any pre-processing.
It searches the whole pattern p from a text ¢, character by character in a serial
manner until the whole pattern is found. The only limitation of this approach is
its time complexity. The overall time complexity of this algorithm is linear, i.e.
O (mn). However, the same algorithm can perform faster on more advanced
machines where the instruction set, and processing speed is massively increased.

Our proposed approaches are based on the same assumption that brute force
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algorithms can perform better on modern machines for UTF based texts like

Arabic. The summary of the above-mentioned algorithms is shown in Table 6.1.

Table 6.1: Summary of Existing String based approaches (m denotes pattern
length and n denotes the length of a given text)

Algorithms Time complexity Limitations Dataset used

Pre-processing:
O (m) of space

BM Searching Phase: ~ Not suitable for small patterns. English texts
O (m*n)

Pre-processing:
O (m) of space This is good for the short pattern but not

BMT Searching Phase:  long pattern like sentences (Charras, 2004). UNIX dictionary
0 (n?)
Pre-processing:

SSM O (m) of space Performance is not constant. Search time Natural texts,
Searching Phase:  varies for each pattern length and dataset. protein, genome
O (n+1)

Brute force Searching Phase: ~ Not suitable for large datasets due to the Natural texts

O (m*n) character by character matching process.

Let #, be the lookup time taken by the above mentioned exact matching algorithms for
shifting a pattern p from a given text ¢. For mismarcn mismatches, the existing exact matching
algorithms need n(t;) of time to decide when to shift and when not to shift. This changes

the overall time complexity of the above-mentioned algorithms to:

O(m) [nmisnzatch+1] +1i (61)
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where tr can be negligible in case p is found in the first attempt. However, in the worst
case, it will be nmax times. This factor of #; that arises due to pre-processing can be avoided
following the brute force approach, as it does not involve any pre-processing. Although
all those algorithms have competitive time complexities, the performance of those
algorithms differs based on the different encoding techniques as shown previously in
Chapter 5, Table 5.4. From the observations of Table 5.4, it showed that the existing string
matching algorithm performance degrades for UTF based texts like Arabic. This is due
to the extra symbols and characters used in those texts that occupy extra bits, thus
increasing the search time. However, the brute force approach performed better for both
the texts. This factor motivated us to propose an algorithm that uses a character-based

approach of the query pattern for searching in the database.

From the above discussion, it is observed that the existing methods mostly use natural
texts like English for searching. The same approach may not be useful for searching
Arabic text from the databases. Thus, we propose two methods for searching Arabic text,

which consumes less time and memory compared to the already existing methods.

6.3 Split-Right based search approach-Al

As noted from the literature review, the conventional exact string-matching algorithms
search query patterns at the character level, resulting in more processing time and more
space. This factor motivated us to propose an algorithm that uses a number of characters
from the query pattern for searching in the database. Here, the proposed algorithm splits
the query pattern, say, p, into two equal halves, say p/, p2. If the string pattern length is
even, it considers p2 to find a match with the dataset. Once algorithm finds a match, it
matches p/ with the adjacent characters found for p2 directly. As a result, it reduces the
number of comparisons and reduces memory consumption. The steps of the proposed

algorithm are shown in Figure 6.3.
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Figure 6.3: Flowchart of the proposed algorithm.

The algorithm is now described as follows. Suppose we need to find a pattern p of
length n from a given text . The proposed algorithm searches p> with length m. only, such
that (m2 < length of a pattern p) using a brute force algorithm (i.e. each character is
checked character by character). Once the right half has found a match during the search
process, the algorithm considers the whole left half string to match within the database
by considering a reference found by the right half string match. As a result, the proposed
algorithm involves shift only operations for the right half, in contrast to the brute force
algorithm or traditional exact matching algorithms, which involve many shifts for a whole

pattern. The proposed algorithm starts scanning from the rightmost end to the leftmost
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end of the given text ¢, and the matching process of p» starts from left to right i.e. (ip,i;....
intn-1). Here, i denotes the index of the given text where p> found a match. In case there is
a match, p; is mapped onto the location using the equation below, where iy denotes the

position of iy character of ¢, where the rightmost character of p> matched.

Position to Map (Pmap) = tlio] - my) (6.2)

From equation (2), if p; also matches the given text, the algorithm moves to another
location to verify the other matches. In case there is a mismatch, the algorithm again starts

scanning from the last matching position, i.e. iy,

The proposed algorithm is illustrated in Figure 6.4 for a query string of even lengths.
Figure 6.4 shows that for a given text (1): “HELOGEMLED”, the proposed algorithms
divide a query string “OGEM” into “OG”, (say p/) and “EM” (say p2). Since the query
string length is even, it divides it into two equal sub-strings. Therefore, the proposed
algorithm scans p2 in ¢ until it finds matches for “M”. The rightmost character “M” is
denoted by ro. In the first search phase, “M” does not match with “E” in a given text ().
Thus, the pointer will move to the 7o+1 position, again encountering a mismatch with “L”,
followed by “O”, “G” and “E”, respectively. Next, there is a match where character “M”
of sub-pattern (p2) matches character “M” in the text (¢) at location i,. Now, the pointer
moves to a position (ig-1) in the given text. Finally, the next character of the pattern i.e.
“E” also matches the text, indicating a match. At last, p/ is mapped directly based on the

location of the last match.
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Figure 6.4: Working example of a proposed algorithm for even length pattern
(dotted lines represent ongoing search process and solid lines indicate the final
match found)

It must be noted that the proposed algorithm considers a single string as a query word.
In other words, the query does not have multiple independent words. As a result, once the
proposed algorithm finds matches in the right half, it is obvious that the left half should
be associated with the right half. Therefore, there is a very little probability of left half
being located in one place in a database and the right half at another location. According
to the logic, if p2 is matched, there is no need to search for p/, as the probability of p/

having a match is also likely to be high, as per the probability equations from (Feller,

1968):
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If p1 matches 50 % of the pattern (pattern match success is given by:

p2
Pmatch successrate — m * 100 (6.3)

=50 % (for even string)

However, in terms of accuracy-related issues, we also match p/ to make sure the
pattern is accurate. The time to process p/ will be negligible due to the concatenation of

pl with p2.

6.4 Parallel-Split search-based approach-A2

In the second approach (A2), the aim was to improve the searching time process for
natural language texts and especially Arabic texts in particular. The whole input pattern
p 1is split into individual character components as shown in Figure 6.5. The reason for
splitting the pattern is to ease the search process involving diacritical texts. The proposed
approach estimates the total length of the input pattern and divides the input pattern into
two sub-patterns based on the midpoint of the input pattern (as in approach Al). The
output of the tokenisation is passed to the search phase. In the search phase, the two sub-
patterns, namely the left half and right half, are processed simultaneously compared to
Approach A (where only the right half was processed). Both those halves (i.e. /eft and
right) search their specific patterns simultaneously from the given text. As a result, it
reduces the number of comparisons needed and reduces the memory consumption
compared to existing pattern matching algorithms. The reason for consuming less
memory compared to existing character-based approaches is that the proposed method
does not require pre-processing; such as information about shifting when a correct match

is found or when a mismatch is found during searching. This pre-processing leads to high
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memory consumption and requires more time, as it uses a lookup approach for the

mismatch.
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Figure 6.5: Partition based approach to search Arabic diacritical texts

The steps of the proposed approach are illustrated in Figures 6.6 and 6.7, respectively.
In Figure 6.6, the given text is “SAQSAQI” and the search pattern required is “SAQI”.
According to the proposed approach, the whole input pattern will be split into two sub-
patterns: the left half having the pattern “SA”, and the right half having the pattern “QI”.
Following the splitting process, both patterns are searched simultaneously. In Figure 6.6,
the left half is found at index (1) and right the half is found at index (Jensen et al.). In
order to find the exact pattern, both the halves must have a difference of zero between
each other. However, in the present scenario, it can be seen that the difference between

the two halves is greater than zero, indicating a mismatch.
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Figure 6.6: Example of an unsuccessful pattern search

In the first scenario, there was no match. The same procedure is again repeated as
shown in Figure 6.7. However, in this case, there is no difference between the left half

and the right half, thus indicating a complete match.
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Figure 6.7: Example of a successful pattern search
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The pseudo-code of the proposed algorithm is shown in Figure 6.8.

nn

1.Input Pattern=
2.Given text=""
3.Compute the length(L) of pattern
4.Compute the length(T) of text
5. Divide the pattern into two equal halves i.e. left and right with respective
length l and r
6.Compute / of left part and r of the right part
7.Search right part
for(i=0;i<=T-r;itt)
for j=0;j<rjtH) {
if (text.charAt(i+j) != r.charAt(j))
break;

if j ==r)
Display (Right Pattern Found)
8. Search left part

for(1=0;1<=T -[;i++)
for =105 j </;j++) {
if (text.charAt(itj) != l.charAt(j))
break;

if ==
Display (Left Pattern Found)
9. Compute the differences between the locations of two parts i.e. the left and
right part.
If difference == 0 (pattern found)

Figure 6.8: Pseudo code of the partition-based algorithm

The logical steps of the proposed approach are shown in Figure 6.8, where from the
lines 1-4, the length of the input pattern and the given text is determined. In lines 5-6, the
input pattern is split into left and right halves respectively, and the length of each sub-part
is calculated. The search phase of both halves is represented in lines 7 and 8, respectively.
Finally, if there is a difference of zero between the right half and the left half, we obtain
the expected result as represented in line 9. Otherwise, the whole process is repeated (lines

7-9).

6.5 Results
To evaluate the proposed approaches from sections 6.3 and 6.4, we consider a standard
dataset of different natural texts, namely, English, Italian, Chinese, French and Arabic

that Alsulami (Al-Ssulami, 2014) has taken for comparison purposes from the work of
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Faro (Faro & Lecroq, 2013) and Tanzil.net (tanzil.net, 2016). It is noted that the Arabic
and Chinese database use the UTF and GB18030 encoding scheme respectively to
accommodate diacritics. Each Arabic character requires one-byte of information, while
each Chinese character requires 2 bytes of information. The main reason to consider a
dataset of different scripts is to show that the proposed approaches are script independent
and occupy less amount of memory for all scripts. An experimental framework is now

presented in Figure 6.9.

Tnput smgle pattern earch the given pattem
(Bnghishdrabic, Falan, »  Proposed Algorithm using proposed approach
Clinsse or Franch) from given corpus
’ \J
Tl fests Chinese English French Arabic
fexts texts texts fexts

L]

Measure the search time (in ms) and memory (in MB)

Figure 6.9: Experimental framework

Since our objective is to evaluate the proposed method in terms of time and space
complexity, we use processing time in milliseconds and memory consumption in
megabytes (MB) as our two performance measures. The same measures are used for all

experimentations performed on the different script datasets.
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To show the effectiveness and usefulness of the proposed approaches, we compare the
results of the proposed algorithm with the results of well-known existing algorithms on
different datasets. The existing algorithms are (1) Boyer-Moore (BM) algorithm, which
considers the rightmost character of the pattern for searching and uses good-suffix shift
and bad-character shift during matching, and (2), in which (Sunday, 1990) proposed an
algorithm called BMT as an improved version of the BM algorithm. This algorithm
combines the strengths of the BM and the KMP Knuth-Morris (KMP) algorithms. The
basic idea behind the algorithm is that the text ¢ is scanned from left to right, and when a
mismatch occurs, the algorithm decides how much pattern p must be shifted to avoid
redundant comparisons. Thus, it keeps track of information gained from previous
comparisons. This algorithm skips characters based on the prefix and suffix rule (Knuth,
1977). Recently, a character based approach (SSM) proposed by (Al-Ssulami, 2014)
compares the pivot character with the corresponding character and shifts the pattern either
using Horspool shifts or hybrid shifts. Horspool proposed an algorithm known as the
Horspool algorithm. This simplifies the Boyer-Moore’s algorithm by dropping the good
suffix rule. The shift is computed in such a way that rightmost character of the pattern
becomes aligned with the rightmost occurrence in a given text (Horspool, 1980b). In the
work of Faro (Faro & Lecroq, 2013), Hash 3 and SBNDM algorithms have shown better
results among 85 algorithms for natural texts like Bible. For that reason, the SSM
algorithm (Al-Ssulami, 2014) was compared with Hash 3 and SBNDM algorithms. SSM
algorithm has demonstrated improved results compared to Hash 3 and SBNDM,

indicating that the results are better than those existing 85 algorithms.

It is observed from the review of existing methods, that all four existing methods had
used character components for matching and searching. Thus, it involves more
computations, comparisons, and shifts, which results in more time processing and

memory consumption. Furthermore, among the above existing methods, the traditional
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brute force criterion is common. Therefore, we also use the same criterion for our

comparative study without additional features in this work.

For experimentation purposes, we consider a very short query pattern (1-3 character
length) and medium query pattern (>=4 character length) to test the time efficiency of the
proposed and existing algorithms using different datasets. As the main scope of this work
is focused on improving the search process for Arabic texts, the reason for selecting a
short pattern is due to the nature of the Arabic text, particularly Quranic verses. The
Quranic verses are usually medium in length ranging from four characters per word
(medium) to a minimum of two characters (short) along with diacritics as per our
observations. Each algorithm is executed 10 times, and the execution times were

calculated by taking the mean after executing the algorithm ten times.

The quantitative results of the proposed and existing algorithms for query pattern
lengths on different datasets are reported in Tables 6.2 and 6.3, respectively. From Table
6.2, it is noticeable that the first proposed algorithm (A1) outperforms the existing
algorithms for all the queries on Arabic and Chinese texts. Therefore, it can be argued
that the proposed algorithm is effective for diacritical texts like Arabic in terms of time
efficiency for very short patterns. Since the aim of the proposed algorithm is to achieve
better time efficiency, it reports poor results for other datasets including Italian, English
and French texts possibly due to the nature of those datasets with respect to the
arrangement of selected patterns in case of very short patterns of size <4. However, in the
case of medium patterns i.e. pattern length >4, the Al approach performed better for
Arabic and English texts only. For searching medium-sized Chinese texts, Al showed
poorer performance due to the brute force nature of the algorithm and complex nature of

Chinese characters that take more than one byte per character.
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As explained in section 6.3, to enhance the Al approach, the A2 approach was
proposed. Although the time complexity of the A2 is linear (i.e. O (n)), the proposed
algorithm performed better as compared to the existing algorithms, due to the simplicity
of the steps involved in pattern matching. In the existing pattern matching algorithms, the
shifting process is the major cause of time consummation. This proposed approach does
not include shifting phases, thus the Ty factor (from equation 1) is negligible and the
search time considerably reduced. Besides, the use of modern appliances like i-5 or i-7
processors poses another advantage that processes bits faster, which further improves the
searching process. However, the A2 approach showed poor performance in searching
very short and medium-sized patterns for Chinese texts. This is again because each
Chinese character takes 2 bytes per character. Hence, most of the very short and medium
patterns consist of few characters only that result in poor searching.

Table 6.2: Processing time of the Proposed versus Existing Methods for Very
Short Patterns in milli-seconds

Size Sample Brute
Corpus Text (MB) S iefhs BM BMT SSM Force Al A2
Arabic Quran 0.7 AU 1062 985 1235 2152 937 8553
English Bible 3.83 Good, the 5967 4200 5710 8527 4205 2456
Italian Orlando 0.72 Dal, tal 5172 4058 4230 13430 4492  3358.2
Chinese  Journey 1.37 ) 3025 3969 2806 7547 2500 3031
French L’homme 1.13 Dans, ils 3078 2284 2859 6995 2549  2113.8

Table 6.3: Processing time of the Proposed versus Existing Methods for
Medium Patterns in milli-seconds

Size Sample Brute

Corpus  Text (MB) patterns BM BMT SSM Force Al A2

Arabic  Quran 0.7 co @ osse 1094 1013 1078 2100 844 793.8

English  Bible 3.83 Continually, 107 553 2420 7939 2092 2001
that Adam

Italian  Orlando  0.72 Trascorso, 4143 3937 3330 13648 4375 3281
lungo tratto

Chinese Journey  1.37 HERE 2083 2093 2218 7655 2609 2156

French °°" |13 Angleterre, 2869 2374 2719 7105 2384

me imite le 2129

chinois
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It must be noted that although exact matching algorithms search longer patterns
quickly compared to smaller patterns, it is sometimes counter-intuitive. It depends on the
location of the pattern within a given text. A short pattern occurring at the beginning of
the given file will be searched quickly by the exact matching algorithm compared to long

patterns that might be located at the end of the given file.
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Figure 6.10: Memory analysis of string matching algorithms
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Like those experiments that examine time efficiency for chosen datasets, we calculate
the memory used for matching and searching of query words listed in Table 6.2-Table
6.3. The average memory consumption of different query words of the proposed and
existing algorithms on different natural text datasets is shown in Figure 6.10. The figure
shows that all the existing algorithms, except Brute force and the proposed approaches,
consume 100 to 200 MB of heap memory during run-time. However, the brute force
algorithm consumes less memory, i.e. less than 20 MB. Additionally, it requires more
time for searching according to Table 6.2 and Table 6.3. Brute force algorithms require
more operations for searching a string in the database. Since it requires more operations,
usage of pointers, calling internal methods and variables also increase. Therefore, brute
force algorithms consume more space than the proposed approaches. For a fair
comparative study, we use the function in Java for estimating memory consumption for
all the experiments shown in Figure 8. Memory requirements were analysed using a
memory analysis tool available in java using Netbeans IDE (Oracle, 2018). From Figure
6.11, it can be seen the upper portion displays memory usage of the proposed approach
and the lower part of the brute force algorithm. Although there is not much difference in
terms of memory requirements (ranging from 15-25 MB) between the two. But, the
slightest difference with respect to the memory requirements depends on the allocation
of bytes and characters within the Java virtual machine (JVM) that occupy some of the
memory. Therefore, we can confirm that the proposed approach achieves both time and

space efficiency for different query pattern length on different natural text datasets.
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Figure 6.11: Brute Force Memory analysis

6.6 Summary

This chapter describes two proposed approaches for exact string matching to achieve
both time and space efficiency for authentication purposes, regardless of query pattern
lengths, dataset sizes and scripts. The proposed approaches split the given query pattern
length into two halves. In the case of A1, only the right half is considered for searching
in a text. Once the match is found for the right half, the proposed algorithm uses the left
half extracted from the matched reference. This process helps reduce the number of
computations (especially comparisons) whilst consuming less memory as no pre-
processing is involved compared to existing exact matching algorithms. Following the
A2 approach, both halves are searched simultaneously. Once both halves are located, the
proposed approach computes the differences between them. A difference of zero between
two halves indicates that the complete location of the pattern is being searched. In order
to assess the usefulness of the proposed methods, experimental runs are conducted on

various natural texts that include Arabic, English, Italian, French, and Chinese. The
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experimental results of the newly proposed and the already established algorithms on
different script datasets, particularly Quranic texts, for different query pattern lengths
show that the proposed methods outperform most of the existing algorithms in terms of
time and space efficiency. Multiple verses consisting of short and medium patterns of
DHQ are tested and evaluated using the proposed approaches and produce improved
search time and memory consumption. Therefore, the proposed approaches are a script,
query pattern length, and database size independent. As part of our future research, we
plan to extend this approach for multiple patterns and implement the proposed approaches

Al and A2 using Graphical Processing Units (GPU).
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CHAPTER 7: CONCLUSION
7.1 Introduction
This chapter discusses the overall work that was conducted to complete the proposed
research. Firstly, the research objectives are revisited to explain the purpose and the
outcome of this study. Secondly, the research contributions of the conducted research are
highlighted. Finally, limitations of the conducted research along with future

recommendations are given.

7.2 Research Objectives Revisited

This section revisits the research objectives of the conducted research.

7.2.1  Research Objective 1

The first objective reviews the state-of-the-art in authenticating sensitive diacritical
text. Different approaches like pattern matching, watermarking, hashing and SQL based
approaches are identified as the potential approaches that can be used for authenticating
different sensitive diacritical content. The studies that explored steganography and
cryptography for protecting the sensitive diacritical text, were also investigated. After
conducting a prior investigation of all the relevant studies, the taxonomy based on
preserving the content integrity of sensitive diacritical text is devised. The aim is to help

upcoming researchers in the identification of proper authentication approaches.

7.2.2  Research Objective 2

The second objective is to authenticate two different writing styles using a single
database. To achieve this objective, the logical operation based on XOR is carried out to
find the difference between the two different text styles. The difference or residual helps
substitute different characters using a simpler version of that particular character. The
method is evaluated on DHQ using two popular writing styles of Uthmani and plain

Quranic text. The detail discussion is presented in Chapter 4.

126



7.2.3  Research Objective 3

The third objective is to design a database in such a way that can solve the issue of
authentication (search and retrieval) specifically of single texts. Upon the achievement of
Objective 1 and 2, it is observed that most of the diacritical verses are not retrieved
properly, and in some cases, fail to retrieve any result. Once again, the case study of DHQ
is considered. Experiments performed on Quranic search engines reveal the same
problem. Hence, the Quranic verses are arranged in a database based on their first
characters. This additional measure improves the search and retrieval process
considerably. The steps that are carried out to achieve this objective are presented in

Chapter 5.

7.2.4  Research Objective 4

The final objective is to overcome the limitation of Objective 3 by authenticating more
than one diacritical verse. For this purpose, exact matching (or pattern matching)
approaches are explored. Finally, the split based approach is devised to solve the problem
of authenticating multiple verses using two different algorithms. Different datasets
including Arabic, English, French, Italian, and Chinese are taken for evaluation purposes.

The details of this approach are provided in Chapter 6.

7.3 Research Contributions

The contribution of this research to the field of information security in terms of
authentication (searching and retrieving) and text processing is rendered evident in the
novel methods proposed for authenticating diacritical texts. Different issues related to
content integrity authentication of sensitive content in Arabic, particularly diacritical
content, is identified. Based on the issues related to content integrity authentication,
different methods were proposed to search and authenticate complex diacritical texts to

detect content-altering issues. The scope of studying diacritical texts is narrowed down to
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the case study of the Arabic Digital Quran given its complex grammatical nature and
sensitivity to minute tampering. It thus provides a particularly suitable material for a case

study.

A complete framework related to authentication and protection of diacritical text is
proposed with the case study of DHQ. Since the scope of this study is limited to the
authentication phase, four different objectives are identified as discussed above. The first
objective conducts the comprehensive review related to the works done on sensitive
diacritical texts. The focus of the second objective is to authenticate multiple-styled
diacritical text by evaluating the method on DHQ, using Uthmani and plain script style.
The scripts were authenticated by taking 1000 random verses using a single database with
the accuracy of 87 %. To achieve this objective, an XOR-based approach is carried out to
determine the differences between the two script styles and substitute the different letters
with a common letter. After the completion of the second objective, it is observed that the
presence of diacritics reduces the retrieval efficiency of diacritical texts. This inefficient
retrieval slows down the process of authenticating any diacritical verse. To solve the issue
of a poor retrieval, the third objective is formulated. It is also observed that the
representation of sensitive diacritical text in the database constitutes one of the prime
reasons for poor retrieval. This hypothesis is carried out using a factorial design technique
to determine the influence of certain factors on the poor retrieval process. A new data
representation method is proposed to achieve the third objective. Using the proposed data
representation method, the verse is retrieved through the first verse character only, thus
narrowing down the search process. The method is evaluated using DHQ. However, the
solution proposed for objective 3 is not found suitable for retrieving more than one verse
at a time. Hence, pattern matching algorithms are explored and split-based approaches

are proposed to achieve the last objective.
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These different methods can be used to develop a system that can authenticate
diacritical texts based on the input, particularly digitalized versions of the sensitive
diacritical text like Quranic text. The method proposed in Objective 3 can be used to
authenticate a single verse. However, for authenticating the whole Quran or multiple

verses in one search, the split-based approach proves to be the better choice.

All the findings from this research are published in academic journals and conference
papers. Moreover, the novel method of authenticating the Digital Holy Quran has been

patented with details given in the publications section.

7.4 Limitations and future work

The study area of sensitive diacritical texts and their authentication offers plenty of
research opportunities. All the stages like the pre-processing and authentication phases
possess certain limitations that can be studied, assessed and rectified. The limitations

inherent in this study are highlighted below:

7.4.1 Limitation of Objective 2

Since the primary aim of the second objective is to authenticate two script styles of the
diacritical text, the achieved accuracy falls short of 100 % in the case of DHQ. This is
due to some complex words that cannot be changed due to their influence on the meaning
of the verse. To improve the accuracy, new approaches like artificial intelligence can be
explored. As our residual approach converts two most popular script styles of the Quranic
text into a standard script style, other established script styles such as Kufi or Varsh can

also be converted into a standard style for authentication.

7.4.2  Limitation of Objective 3
Similarly, the proposed data representation scheme explained above is limited to

authenticating only one verse at a time. If there are two verses to be authenticated
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beginning with different letters, our approach cannot authenticate the second verse since
it can only be located somewhere else in the database based on its first character. Hence,
there is the potential to enhance the proposed representation that can authenticate multiple

VErses.

7.4.3  Limitation of Objective 4

Finally, the last two methods proposed based on exact matching algorithms demand
more time when processing large databases due to the overhead associated in matching
patterns from a given text character by character. However, it can be enhanced further

using the concept of GPUs and parallel based approaches.

Future work in this area of research should include authenticating image-based
sensitive diacritical versions, protecting sensitive diacritical content from tampering,
authenticating Quranic recitation using the audio module and others. Other important

future directions are listed in Chapter 2.
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