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Abstract 

Network Traffic Monitoring S stem TMs i a tandalonc tern that use t 

monitoring network traffic f com put r in a AN environment. It i ca able f filt ring 

out a certain p rt IP addre and pr t I and gen rat an h ork traffi graph. It 

behave a au eful tool for network admini trator and network engine r. 

his y tern i target to be implementing in a rn II rganizati n that ' N uh 
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relevant t I . 
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Chapter 1: 

Introduction 

Chapter 1 of thi thesis project report will deals ind tail al ut the pr ~e t 

overview, its objectives, scope and definition. esides the identified pr blem the 

project significant and expectations arc Ii led in thi cha t ir a, a ha i and fundarn ntal 

in the development of the thesis project. The ration le of thi cha ter i t initiat and 

develop the thesi project inline with its objcctiv sand cope that it ' ill n t ia 

from its original devcl pment purpo s. 

1.1 Project Overview : 

""thcrnct technology wa built on the concc t f h ring mput r re ur e , 

where all the computers on the local network are conn t d b th am abl . r hat' 

mean all machines can' cc the traffic n 
them or not. 'I hi· i n l iecure and not officient. ecau 

desi zn i · accompany with a 'fill r' whi h its function i 

mean for a parti iular mnchin ·. This is b i norin , nll Irumcs that ar • d1 r nt r n . t 

equiv ilcnt with their MA M dium Ac 



But to achieve the purpose of capturing all the network traffic on the cabl in 

order to analyze the network traffic we have to get all the traffic flow. Wiretap program 

disable thi function and cau e the thernet hardware in promi u u m de. 

The purpose of thi Network Traffic M nitorin tern i t a i t th netv ork 

engineer in performing their daily task: monitoring and utiliz netv rk. Thi t I i 

specially design to be use under real time nctw rk n ironrn nt whcr it i able t 

analyze the current network traffic and perform it in graphical r rm. hi i u ful f r 

a network engineer to maintain and discover any pr blem within th n "l or . 

The abilitic or this program to how the pr to ol, p rt and I int 'rMCt pr t 

addre upon it report it help the network mginccr I di. er and m intain th· 

network from any po siblc threat. 

1.2 Project definition : 

the mo ·t important tool' in_ I 1 cntury. P • pl· t ·nd t u · 

duties as w ·II as th ·r purpos . ·1 h ·n com' th· int ·rn ·t it brin s n '\ 

pcs. Now p · · tr· not stund al n · ma ihin , in fa ·t 1f s inn · t d t 

r th 

11 ·tv. rk 

Pcopl use th t .chnolou ·nil int ·rnct to · nd file, »rnuil, chatun •. .m te I gin a d 

Lil sorts of s 1 i · \ provid d h th · mt irn ·t W · mu t adnnt that n ·h ork tu s r ught 

I( I of' ' )11 ni nl to US but b th · Sll!nl' tnn • I UI. 0 ti dun ier U. b • • uc.; it is t 

2 



powerful. Proper action should be taken to monitor and control activities in the network 

environment. 

The Network Traffic Monitoring ystem i develop und r th bje ti e f 

monitoring the network traffic and provide a report that r cord all activitie that' 

being done and performs in a graphical way. her port take in count all the tati tic f 

network activities that have recorded in the time period be •n L It i don b tilt rout 

three important information that arc IP address, protocol nd port and then perf rm the e 

data in an organize form. Meanwhile, the graph generate u ing the MRT appr a h an 

show the trend of the network traffic. his help t • tudy th' net ork u ag and its tr ind. 

pon of that, network engineer can ma c nal 'i toward th' n •t\ rkin 

environment by compare the tatistic gather frorn the pr to rt an IP nddre .. h 

network engineer can easily maintain the pcrf rman of th n .tw rk nd p ... nt an 

possible intrusion or damage by carefully study the analy i r port. ' h re re. thi 

ystem is capable in detect prob! m that occur in network and b 

networking environment that i full of · mpctiti n. 

tn 

t .3 Project Objective 

This N twor Trame Monitorinu stem is build under th h lpmg 

n xwork 11d111inisl1 nor 1111d networ k cni in ·er 11111 ·h1 • c thc1 dail dut ·r h · bjecti ·s 

or Ju lop thi. . . t Ill or~ : 



1. To monitoring a certain network in a LAN environment is done easil v ithout 

any extra work. 

One of the main targets ofthi sy tem is its ability of m nitoring 

activities being done by the user in the LAN. When n packet i ent from 

a work station to another work station thr ugh the nctx ork, by appl ing 

he 'I is ten' technique, the packet can b ' captur and th" data eing tran for 

can be copy down. y capturing the data being tran for thr ugh the 

network, network engineer can know the acti itie d n by the u. er nd 

analysis their behavi rand take action t ward tential threat. 

2. T ea ily trace and identify the mi. u c of n twork. 

With the c ntinuing mo nit ring toward the nctv rk a ti itics n t\ r 

engineer can trace and identify the mi u. ' f u er n so n as th· tart it. 

Actions like prcading viru c and hacking mu t be id ntif and n 

, oon as it appears. Therefore network engine r or nctv rk admini trat r 

can create a network ystem that i. a c and man 

activities. 

1 o study the trend and u iagc of the nctwor traffic 

The graphical r ·port thot show the ·urr ·nt nctv or tm 1 i. u ·' ul r 

network 'Ill t11 • r to stu ly th· trend o then ·t r.k truffi .und maim in 

th 11 ·tw r k so th 11 it is alw s cupu I· to upport uii r's de and. 



Keeping the network traffic always smooth is the main task of a nerv ork 

administrator and this system can help him to perform his task. 

4. By analysis the cxi ting and pass monitoring report can help a net. ork engineer 

to discover the cause/problem of the network. 

5. To be more alert about the network environrn nt and ewur f the afety f the 

network. 

1.4 Project Scope : 

The Network Traffic Monitoring y. tem i aim d to pr id· tud an r 'f rt n 

u er s n twork traffic. Ba ically this N M is suitable f r the u r f netv 

or network administrator of mall organization lik acuity f mput r ten nd 

information Technology in Univer ity Malaya in p rforming th ir dail u . n 

it can be categorized into several major tion t be de el ped: 

1.4.1 Environment 

The Nctw rk Trnl f Monitoring S ·t im is d lo, d t m nu r the u r 

activities and tonerut • u raphical report th t summa 'cs the monitoring re ult Thi 

iystcm is tu l ·t d to I • 11. • in the LAN Loe 11 Ar ·n N ·t\i ork en tr nment 1 A 

m rmull b Ion in, lo 1111or,1n1:111ton nnd 1111 th· hnr lwar · is ar n 'C 11 a sin 1le 

lo ·utio11~uch11. om · , build11w or ·~unpus. LAN stru lure .nabl r · · urse« u has 



hardware, software or data can be share in the network between personal comput rand 

other work stations. 

1.4.2 Target User 

This NTMs is designed to be u e by network engin rand n t rk administrat r. 

Network administrator can use this sy tern in h lping them perform th ir ta k in manag 

the network. These tasks uch a stabilize then 't\i or tram , make urc then tv r 

traffic is always smooth and available, monitor user ' activitie , make ure th netv ork 

is sate and free from viruses attack and taken pr p r acu n tov ard the iru attack that 

already enter the network. By the same time the netw rk engine r al n ed t d th· e 

task with some addition w rk that make urc network re ur ah: n . cff i mt and 

troubleshooti ng. 

With the use of thi y tern netw rk ngineer r n tv rk dmini trat r nm ik 

analysis toward the network traffic and identify the misu er, T , 

network engineer, build and configur i a g d and tine hardv 

de ign of the connection et ween every pors n 11 c mput 'r \J rk t ti n 

digital devices require the netw rk engin er to now lhe r .qinr nn •nt f 

well. To detcrmin the mi use or the nctv ork b th· us .r and t 

problem cuus e by them also not an ca 'Y jo . hi· monitonng 'tern i u ul in 

helping the network ·n tine ·r I ·ogniz the problem thut uh a s ur b .tu th, 

1 I ort un I th· networ 

build. 
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