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deployed in the most contemporary personal computer, administrating the security
measurements and tweaking as well as shielding the entire computer system to the

highest point of the security level.

1.3 Project Definition

Personal Security Administrator Tool is a complete personal computer security program
that will extends the functionality of administration in Windows XP operating system.
PESAT is packaged with a delight, genuine, elegant and user-friendly interface so that

user can drive the application easily.

Conceptually, user that deploys the PESAT application will be acting as an
administrator, who has the right to access all of the security and administration options
and configure the functionalities as provided in the PESAT application. The application
is protected by a strong password, thus the other user who uses the same computer can
not simply access the program, and he or she will be restricted by the security level set
by the administrator. In such, the administrator can use the PESA'T application to apply
numerous sccurity administration functions in the computer within the mouse chick. The
PESAT application 1s running in background and an iconic icon will be placing in the

system tray for casy access.

In deep analysis, PESAT is written mostly using the Microsoft Visual Basic 6 and
Windows Script Host, WSH programming language. Visual Basic language 15 used to
program most of the secunty function provided. Acting as Windows administrator tool,
PESAT 15 often relate to the kernel and core of the operating system. Consequently,
WSH 1s deployed in the PESAT development. WSIH creates an environment for hosting
scripts. Itis language-independent for WSH-compliant scripting engines for the

Windows Operating Systems.

PESAT is an application that provides a lot of security functions as well as
administration tweakings regard to a personal computer. It is said that in Windows XP

Operating System, there are many hiding functions unknown to the users, like Windows
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Auto-login, and hiding C-Drive. Consequently, PESAT application 1s developed to
uncover some of the hiding functionalities. It is independent software that is used
together with Windows XP. Windows XP is chosen as the application platform because
in the Windows family operating system series, Windows XP has emerged as the most
securable operating system, compare to Windows 2000 which 1s getting outdated in this
day while Windows 98 and Windows ME are the old brand operating system which 1s

said to be fallen into desuetude.

Dealing with the functionality, PESAT have the ability to manage a number of the
security in the computer which uses the Windows XP. Firstly, PESAT has a password
authentication interface to log into the application. Besides, a password generator is
provided to assist the user to generate a securable and strong password to assure that no
occurrence of any illegal access to the PESAT application. The PESAT application has
the ability to notify the user of the virus scanner update, or it can be set to automatically
download the virus definition periodically. This function can only be used with the

Norton Antivirus 2003 Software.

Next, the PESAT application can lock any file, folder or even program. Only the user
with the correct password can unlock the file, folder or program. This 15 to protect the
sensitive data in the computer. It has an interface so-called Program Aliases
Management to locate or relocate the actual path of the installed program. 1t also can
monitor the Add or Remove Program, by listing the installed program and interface to
add or remove the program within the computer. PESA'T have an interface that links to
the Control Panel, which means that any of the computer setting can be made without
the PESAT application. It also can check the currently services Windows is running and
the function whether to stop any of the services 1f needed by the user. PESAT has the
features that can one click to Logoft, Shutdown or Restart the computer. This is indeed a

convenient way compare to the typical computer shutdown method

In term of security functions, PESAT provides a vast array of security options to be

applied in the computer system. It can totally disable the Control Panel, or partially hide
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2.2.3 Computer Virus Security Issue

Computer viruses are malicious programs (or sets of instructions) which are designed to
replicate themselves from one computer to another. Viruses may mutate over time if
they are designed to change their own content as they replicate or if they are changed by
someone who has access to the code. Viruses may also contain destructive code. These
programs are generally designed to make changes to software that already exists on the
system thus enabling them to replicate themselves, display messages, destroy data or

software, or inhibit access by the user of the system. [12]

Computer viruses can be a serious threat to an organization since they usually result in

loss of productivity. Viruses are a threat for a number of reasons, including:

1. Viruses can quickly spread to a large number of computer systems or networks.

2. Access to personal computers is usually not restricted. This means that anyone could
introduce a virus, intentionally or otherwise, to the environment.

3. Viruses can mutate as they propagate through an environment. These types of
viruses are very hard to detect and usually more harmful

4. Although techniques for detecting and removing known viruses have been developed
and are relatively cheap to acquire, the problem will not disappear since not
everyone protects and monitors their system or takes the steps necessary to prevent

infection,
Malicious Code

Malicious code 1s the general name for unanticipated or undesired effects in programs or
program parts, caused by an agent intent on damage. It may be categorized to logic
bomb, parasite, Trojan horse, virus and worms.

I. Alogic bomb is a program that lies dormant until it 1s activated, It can be activated

by anything that the computer system can detect.

2. A parasite is a picce of code that is added to an existing program and draws

information from the original program.
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3. A Trojan horse is a program that looks like a useful program that has an alternate
agenda. [13]
4. A virus is a program that infects another program by replicating itself into the host

program.

5. A worm is a program that is used as a transport mechanism for other programs.

The PC environment is not controlled like a mainframe computer environment. Sharing
of Personal Computers, files and diskettes is quite common. There are a number of ways
in which a computer can become infected, including:

I. Uscof an infected diskette on a computer.

2. Software downloaded from the Internet and files attached to E-Mail messages may

be infected with a virus.

(5]

Pirated computer games are frequently infected.

Do not attempt to remove the virus unless virus scanner software does 1t automatically.
The best thing to do is to stop using computer and make sure that the infected computer
and any media used on 1t are isolated until the problem is fixed. There are some very
basic things to prevent virus infections. Safe computing is relatively easy to achieve. The

following guidelines will help to practice safe computing,

Do not open e-mail attachments 1f are not expecting an attachment from someone know
or trust. Many of the new generation viruses, such as "Melissa", come as attached files
and are designed to spread themselves by opening MS Outlook address books and
mailing themselves to all the addresses in the address book. Do not use illegal or
"pirated" software on machine. Many times such software 1s infected. Do not use

shareware unless absolutely sure that the software 1s free of viruses.

If download programs from Bulletin Boards or the Internet, or if receive files attached to
E-Mail messages, scan them for viruses before use them. Many current releases of virus

scanning software automatically scan for viruses when files are being downloaded over
a network.
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If bring any diskettes from home, scan them for viruses before using them on the

computer at work. Do not install or play computer games on working computer. Games

are commonly used as a way to spread computer viruses.

Back up files regularly (at least weekly). Make separate backups of data files and
software and store backup diskettes or tapes in a safe and secure place away from
computer. Backups may be the only way to recover any destroyed files. However keep

in mind that backup files may also be infected.

When get new software for computer, make sure it is shrink-wrapped and check the
diskettes before using them on the computer. Make sure that diskettes used to store
software programs are write-protected. This prevents viruses from being copied onto

such diskettes.

If "new" computer 1s in reality a recycled one that someone else used before, ask the
individual installing computer to do a "low-level format" of the hard drive. This will
destroy any viruses that may be on the hard drive as well as get rid of illegal copies of
software. If "new" computer comes pre-loaded with software or 1f the hard drive 15 pre-

formatted, scan the hard drive for viruses before starting to use the computer.

Do not boot computer with a diskette that has not been scanned for viruses even the
diskette only contains data. Never booth computer from a diskette created on another
computer. If booting computer from the hard drive, make sure that there 1sn't a diskette
in the diskette drive. If computer is located in an open ofTice area or if the computer is
used by more than one individual, installs a security package that restricts use of the

computer to authonzed users.

Public-domain software should not be used until it is tested and labeled "clean”. All

software should be acquired from reputable dealers. Non-shrink-wrapped software may
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be infected although there are known incidents involving spreading of viruses through

shrink-wrapped software.

2.24 Computer Administration Issue

The system administrator has three main objectives:
|. Ensure that the system does its job effectively and efficiently
2. Ensure that the information stored on the system is secure from intentional or

accidental destruction

3. Administer the system owner's rules for the use of the system.

To achieve these objectives the system administrator must understand more than just the
structure and interaction of the hardware and software under their control. They must
also understand the interconnected environment in which almost all current systems
exist and the effects that environment has on function and performance of the local

system. [14]

A contemporary computer system includes a number of hardware, software, and
information elements that must work cooperatively if the system is to satisfy the needs

ofits users. [15] The main clements and their management functions are:

Fixed-disk drives

I~ Control the grouping and subdivision of disk space.
2. Control the location of data and programs for optimum performance.
3.

Control the amount of space allocated for different purposes.

Application programs

1. Control the use of sensitive or costly programs.

2. Install and performance-tune major applications.
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Application data

1. Control access to sensitive data.

2. Ensure that appropriate backup measures are taken.

Individual computer processors and memory

|. Ensure that resources are used in accordance with the prionities of the organization.

b

Control access to the system by individuals and groups.

3. Tune the operating system for optimal use of the available resources.

l.ocal arca networks

1. Ensure that networks are tuned for optimum performance.

2. Control network addressing mechanisms.

Local terminals

1. Control the connection of terminals to processors.

2. Ensure that terminals and processors are set up for maximum performance.

Connections to other networks

I, Ensure that brnidges and gateways to other networks are configured correctly.

2. Ensure that interaction with remote networks does not degrade local systems.

Access to and from remote systems

1. Control the access permissions in both directions.
2. Monitor and performance-tune the workload imposed by remote connections.

3. Control the methods and avatlability of access to remotely owned data.
2.3 Current Market Security Applications Study

There are numerous security related applications exist in the software market. The
PESAT development has been undergone some of the security applications in the
market. As the result, the reviewed of the security applications are presented here, with

the commented descripiion, strength and weakness of the respective application. PESAT
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23.2 Microsoft Baseline Security Analyzer by Microsoft Corporation

Availability
A shareware innovated by Microsoft Corporation that can be downloaded at

http://www.microsoft.com/.

Description

The Microsoft Baseline Security Analyzer checks computers running Microsoft
Windows NT 4.0, Windows 2000, or Windows XP for common security configuration
errors. It only provides the user with the administrator privileges for each computer to be
scanned. Scans can be performed locally and remotely against Windows NT 4.0,

Windows 2000, and Windows XP computers. [17]

Strength

Microsoft Baseline Security Analyzer checks many security settings during a full scan. It
has numerous modules like Windows checks, 118 checks, SQL checks, and Desktop
application checks. The Microsoft product is able to scan more than one computer using
[P ranging. Thus, 1t is a convenient handy tool. The deep blue mnterface impresses the

user with its simplicity. It functions only in the Windows admnistrative log-in mode.

Weakness
Only local scan can be performed in the Windows XP computer. It only list out the
error, not to correct them. Scanning process consumes quite some time. Do not protect

files and folder sensitive information. No part of auto antivirus definition update.

2.3.3 Advance Administrative Tools by G-Lock Software

Availability
A shareware innovated by G-Lock Software that can be downloaded at

http://www._glocksoft.com/amlv/index. htm?source=A AToolsMoreProd.
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Strength

It optimizes Internet connection speed, tweaks hardware, optimizes the physical RAM,
censors the execution of applications, protects and hides the content in the hard disk,
creates virtual disk drives, control the windows start-up, checks the ZIP file integrity,
synchronizes system time to an atomic clock, manage the internet history files, block the
internet banners and pop-up, customize the start-menu and generate possible password.
“System Restore Point™ tends to recover from the undesired security measures apply in

the system.

Weakness
The application can only apply to single user in multiple user platforms. Switching to
another user would not apply the security measures. No authentication available when

entering the application. No part of auto antivirus definition update.

v Heo bl Tweak Manager by Win-Guide Network

Availability
A shareware innovated by Win-Guide Network that can be downloaded at

http://www karchitects.com/.

Description
Win-Guides Tweak Manager uses a Windows-XP interface to provide user access to
over 800 Tweaks for the Microsoft Windows operating systems. These tweaks can be

applied to such areas as Windows core operating system features, Hardware, Network,

Secunity and Software. [20]

Strength
A powerful security tool that covers numerous security tweak in many areas such as
desktop, networking, computer login and authentication, hardware, software and file

system. Beautify with its authentic interface and the simplicity non-jargon languages, the

application tends to draw the attention of the computer user in the market.

WXES 3181: Projek Latihan limiah Page 39 OF 151
Faculty of Computer Science and information Technology, UM






Personal Security Administrator Tool,
PESAT Application

237 Security Administrator Tool by Ixis Research

Availability
A shareware innovated by Ixis Research Centre that can be downloaded at

http://www.softheap.com/secagent. html.

Description
Security Administrator for Windows is to restrict access to the computer. The password-
protected security utility can impose a variety of access restrictions to protect privacy

and stop others from tampering with user desktop. [22]

Strength

The application denies access to each individual component of several Control Panel
applets, including Display, Network, Passwords, Printers, and System. It disables boot
keys, DOS windows, Registry editing, and network access. It hides desktop icons,
individual drives, Start menu items, or even the entire taskbar. User can also apply
password protection to Windows and restrict users to running specific applications only.
Security restrictions can be applied universally or just for specific users. User will find

the program interface very casy to negotiate. Excellent online help 1s available.

Weakness
Some features have to wait the windows to reboot to active the security actions, This
wastes user time. The interface design 1s too raw and simple. No part of auto antivirus

definition update. No authentication to enter the application makes it very easy to

change the pre-configure secunty setting,

24 Strengths and Weaknesses

From reviewing some of the current security and administration application in the
market, remarkable strengths and noticeable weaknesses has been drawn out as for the
PESAT application development references. PESAT application is adopting the

strengthis of the current application in the development; on the same time, more
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applicable measurements have been adhered in the PESAT tool to overpower the
weaknesses of the current application. Below is the listing of current security

administration tool strengths and weaknesses in commonality.

Strengths in Common:

1. It provides numerous yet sufficient administration and security settings for the user.

2. Most of the administration tweakings and security measurements are the hidden
functionalitics in the Windows XP operating system.

3. It tends to apply more administration tweakings as well as security measurements by
manipulating the registry values.

4. The interface design is interactive, impressive, inspirational and notable with the

well-structured sufficient documentation on site.

Weaknesses in Common:

1. Most applications differentiate the security element with the computer

administration.

ta

[t overlooks the vital part of virus scanner element in the security administration.

3. Itdoes not provide authentication to the application which allow any user to alter the
computer setting casily.

4. It supports only one user profile in the multiple-support operating system. The

security measurements would not applicable in another user profile in multiple-

support operating system.

[t only can be deployed in one operating system. Rarely to see the application that is

able to span across more than one operating system.

6. The installed folder and files within operating system is not encrypted and can be

viewed independently, edit or even delete the files completely.

7. Itis visible and can be uninstalled using the add remove program in the control
panel.
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6.

10.

Linux is compatible with the TEEE POSIX.1 standard. It supports many important
features of other UNIX standards.

Linux is fault-tolerant. With Apache as the primary application for those servers,
they have proven to be practically immune to the recent explosion of viruses that
have plagued e-mail and the Internet.

The Linux kernel uses no code from AT&T, nor any other proprietary source, other
organizations, such as commercial companies, the GNU project, hackers and
programmers from all over the world have developed software for Linux.

Because of the available source code and the ability for users to modify, Linux is not
as secure as other system if an ever-expanding group of hackers who want to get
their hands dirty with others™ Linux-based system.

Lower cost than most over Windows NT system and UNIX clones systems, as Linux

is freely available on the Internet.

The benefits and weaknesses of Linux can be concluded as:

Benefits

Linux 1s as stable as UNIX.

2. Highly cost-effective ability to scale the size of the site as traffic grows.

3. Itis developed under the GNU General Public License and 1ts source code 1s freely
available to everyone,

Weaknesses

1. Itis developed worldwide, therefore lack of proper organized support.

2. Linux 1s inherently unsafe because every malicious cracker in the universe has the
source code to the site.

3. Linux is missing many pieces required to build a real application. Those pieces are
problematic.
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Quality is a primary concept in the RAD environment. Systems developed using the
RAD development path meet the needs of their users effectively and have low

maintenance costs.

The quality of a system is defined as the degree to which the system meets business
requirements (or user requirements) at the time it begins operation. This is
fundamentally different from the more usual definition of quality as the degree to which

a system conforms to written specifications.

Rapid development, high quality and lower costs go hand-in-hand if an appropriate

development methodology is used.

The basic ideas of RAD are:

l. To accelerate the requirements analysis and design phases through an iterative

construction approach.

2. To reduce the amount of time until the users begin to see a working system.

RAD uses prototype to accelerate requirements analysis and system design.

Traditional Development

Planning—1®Analysis —® Design * Build * Test /P Implementation
Compress “—
RAD
Document
Requirements —* Design \‘

Iterative

JAD Developme Develop

\ User Review ¢+——— Test /

Figure 3.2: Rapid Application Development Model
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5.22 = System Process Design

Data Flow Diagrams (DFD) is a process modeling technique used to show graphical
characterization of the data process and flows in the system. The DFD gives an overview

of system inputs and outputs, processes and flows of data through each process.

The Data Flow Diagram is extremely simple, ease in use and easy to learn. It provides
an excellent of conceptual understanding of existing problems. It represents each flow of
functionality in details and is the essential for the understanding of the PESAT
application. It supports the decomposition using hierarchical approach. A Data Flow
Diagrams deliberately suppresses the internal details of the transformations in order to
focus on the architecture of the system as a whole. 1t emphasizes decomposition,

components and interfaces.

Data Flow Diagrams usually are made after a Context Diagram has been created. The
Context Diagram functions as the basis of a Data Flow Diagram The following is the

basic symbols of a DFD.

Symbol Definition
Transformation of data into another data
Sources and destination of data
Data in static storage
» Data on the move

Table 5.1: Data Flow Diagram Objects
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CHAPTER 8
SYSTEM EVALUATION AND CONCLUSION

8.1 Introduction to System Evaluation And Conclusion
8.2 System Evaluation

8.2.1 Difficulty And Suggested Solution

8.2.2 System Strength

8.2.3 System Limitation

8.2.4 Future Enhancement

8.3 Summary

8.1 Introduction to System Evaluation And Conclusion

Evaluation is a process that occurs continuously at all phases of the system development.
Evaluation phase was to determine the extent to which the system the expected
outcomes have been realized, and the prescriptive value of the process where extraneous

factors were taken consideration. Lastly, conclusion will be making for this system.

8.2 System Evaluation

System Evaluation in the PESAT application contains 4 different elements to be
discussed. The coverage of the evaluation as below:

I. Diificulty and Suggested Solution

2. System Strength

3

System Limitation

>

FFuture Enhancement

8.2.1 Difficulty And Suggested Solutfion

In every project, the problems always occur during system development. This does not
vary to PESAT application development. Many problems have kept unfolding one after

another as development work progressed due to many reasons. Some of the problems are
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