MITIGATION OF SHOULDER-SURFING ATTACK ON
PICTURE-BASED PASSWORDS USING FALSIFYING
AUTHENTICATION METHODS

POR LIP YEE

THESIS SUBMITTED IN FULFILMENT
OF THE REQUIREMENTS
FOR THE DEGREE OF DOCTOR OF PHILOSOPHY

FACULTY OF COMPUTER SCIENCE & INFORMATION TECHNOLOGY
UNIVERSITY OF MALAYA
KUALA LUMPUR

FEB 2012



ORIGINAL LITERARY WORK DECLARATION

Name of Candidate: POR LIP YEE

I.C/Passport No: 770221-07-5907

Registration/Metric No: WHA 040007

Name of Degree: DOCTOR OF PHILOSOPHY

Title of Project Paper/Research Report/Dissertation/Thesis (“this Work™):
MITIGATION OF SHOULDER-SURFING ATTACK ON PICTURE-BASED
PASSWORDS USING FALSIFYING AUTHENTICATION METHODS

Field of Study: INFORMATION SECURITY

I do solemnly and sincerely declare that:

1)
2)
3)

4)

3)

6)

I am the sole author/writer of this Work;

This Work is original;

Any use of any work in which copyright exists was done by way of fair
dealing and for permitted purposes and any excerpt or extract from, or
reference to or reproduction of any copyright work has been disclosed
expressly and sufficiently and the title of the Work and its authorship have
been acknowledged in this Work;

I do not have any actual knowledge nor do I ought reasonably to know that
the making of this work constitutes an infringement of any copyright work;

I hereby assign all and every rights in the copyright to this Work to the
University of Malaya (“UM”), who henceforth shall be owner of the
copyright in this Work and that any reproduction or use in any form or by any
means whatsoever is prohibited without the written consent of UM having
been first had and obtained;

I am fully aware that if in the course of making this Work I have infringed
any copyright whether intentionally or otherwise, I may be subject to legal
action or any other action as may be determined by UM.

Candidate’s Signature Date
Subscribed and solemnly declared before,

Witness’s Signature Date

Name:

Designation:



Abstract

Over the years, various picture-based password systems were proposed to exploit the
utility of pictures for user authentication. However, there are problems associated with
these picture-based password authentication systems such as: vulnerability to security
threats, and users’ memorability of the passwords. This research was undertaken to
develop methods to mitigate shoulder-surfing attack. Two falsifying authentication
methods using: (i) penup event and neighbouring connectivity manipulation; and (ii)
partial password selection and metaheuristic randomisation algorithm methods, were
proposed. The first and second proposed methods were incorporated into the proposed
Background Pass-Go (BPG) system and Visual Identification Protocol Professional
(VIP Pro) system respectively. To improve the users’ memorability, the upload
background picture function and cued colour scheme were proposed for the BPG
system; the grid line scaling function and the loose authentication method were
proposed for the enhanced BPG system; and the chronological story-based cued recall
technique was proposed for the VIP Pro system. Prototypes, simulations, observations
and interviews were used as the data gathering methods. An offline FOA Java
simulation was carried out to evaluate the capability of the MRA method in preventing
FOA attack. Case studies were conducted to evaluate the capability of the proposed
methods in mitigating shoulder-surfing attack. Kruskal Wallis test and calculation of the
success rate in attacking were used to evaluate the capability of the proposed methods in
mitigating shoulder-surfing attack. In general, the result of the case studies show that
the two proposed falsifying authentication methods are able to mitigate shoulder-surfing
attack regardless of the gender and competency levels of the shoulder-surfing attackers.
Besides, the proposed MRA is effective in preventing FOA attack. A majority of the
survey participants also stated that the proposed cued recall methods can aid users in

memorising their password.
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