ABSTRACT
In 2012 alone, the Royal Malaysian Police (RMP) reports that Internet Romance Scams
(IRS) have caused a loss of RM32.09million. Using romance and love as bait, romance
scammers entice their targets into a romantic relationship before persuading them to give
money; hence causing victims to also suffer psychological and emotional trauma. This
qualitative case study examines a total of 15 scammer e-mails taken from one successfully
closed IRS case obtained from RMP to determine (1) how the scammer’s credible identity
is established, (2) how the target’s emotional responses are aroused, and (3) how the
fraudulent scheme is diachronically developed; focusing on Aristotle’s means of
persuasion: ethos (credibility), pathos (emotions) and logos (reason). Briefly, at the
beginning, the scammer established a credible identity by claiming to be a religious,
reputable and honourable person. His credibility was enhanced through the use of evidence,
reason and well-structured arguments to justify his claims or behaviour (e.g. request for
money). Then, as an ideal lover, he developed an intense emotional bond with the target
through the repetitive use of language that arouses positive emotions; but to obtain money
from her, the scammer invoked her negative emotions using a distressed lover identity. This
research also discusses the similarity between the development of the IRS and non-
fraudulent romantic relationships as well as the possibility of IRS being a form of intimate
partner violence. This research concludes with recommendations to reduce the number of
IRS, along with the limitations of the research as well as the recommendations for future

studies.
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ABSTRAK
Laporan dari Polis Diraja Malaysia (PDRM) menunjukkan bahawa pada 2012, penipuan
percintaan Internet (IRS) telah mengakibatkan kerugian kewangan berjumlah RM32.09juta.
Penipu percintaan mengumpan sasaran untuk menjalin hubungan percintaan yang erat
sebelum memujuk sasaran untuk memberikan wang dan akibatnya, mangsa IRS turut
mengalami trauma dari segi psikologi dan emosi. Kajian kes qualitatif ini menganalisa 15
e-mel penipu dari satu kes IRS yang diperoleh daripada PDRM untuk menentukan
bagaimana penipu (1) mewujudkan identiti yang boleh dipercayai, (2) membangkit emosi
sasaran serta (3) mengembangkan rancangan penipuan secara diakronik; bertumpu pada
teknik pujukan saranan Aristotle (ethos, pathos, logos). Pada awalnya, penipu mewujudkan
kebolehpercayaan dengan memperkenalkan diri sebagai seorang yang warak, bereputasi
tinggi dan berakhlak. Sifat kebolehpercayaan ini dipertingkatkan melalui penggunaan bukti
dan hujah yang munasabah serta berstruktur untuk menjelaskan dakwaan atau perangainya
(cth. permintaan wang). Selepas itu, penipu berkelakuan sebagai seorang kekasih yang ideal
demi memupuk pertalian emosi yang mendalam melalui pengunaan ayat-ayat yang
menimbulkan emosi positif secara berulangan. Namun, penipu turut membangkitkan emosi
negatif demi mendesak sasaran untuk memberinya wang dengan menggambarkan diri
sebagai seorang kekasih yang menderita. Kajian ini turut membincangkan kesamaan antara
perkembangan IRS dengan hubungan romantik yang sebenar serta kemungkinan IRS
sebagai sejenis keganasan hubungan intim. Kajian ini diakhiri dengan cadangan untuk

mengurangkan kes IRS, limitasi kajian serta cadangan untuk kajian selanjutnya.

Kata-kata kunci: Penipuan percintaan Internet (IRS), pujukan, taktik pengaruh, identiti
yang bolehdipercayai, daya tarikan beremosi, komunikasi atas talian, perkembangan

hubungan romantik, strategi romantis, analisa wacana



ACKNOWLEDGEMENTS

My heartfelt thanks to Dr David Yoong for being an amazing supervisor, for all the
encouragement and guidance and certainly, for this brilliant research idea; it has been two

great years researching with you.

Special thanks to DSP Lai Lee Ching (Head of RMP Official Website & Social Media
Unit), Superintendent Tuan Victor Sanjos (Head of Cybercrime and Multimedia Criminal
Investigation Unit), ASP Mohd Syafiq Jinuin Abdullah (Cybercrime and Multimedia
Criminal Investigation officer), Inspector Norsuzila Kamaruldin and Inspector Rahmat, for

all the assistance in gathering valuable data for the research.

Special thanks also to the Capital FM 88.9 DJ Tan Chung Liang, as well as Joanne Kam,

and The Star reporter Eileen Ng, for the opportunity to spread the word about Internet

romance scam and The IRS Project to the public.

My deepest gratitude to my Family and Friends, without your support and constructive

ideas, this would have been a very lonely journey.

To God be the Glory, great things He hath done.



TABLE OF CONTENTS

ADSTIACT ...
ACKNOWIBAGMENTS ... e e e
Table Of CONENES .....n i e
LISt OF FIQUIES . o.eoti e e e e
LiSt OF TabIES ..ot

List Of APPENAICES ....untitit e

CHAPTER 1: INTRODUCTION ...t
1. Background of Study ...,
1.1 Research Aims and QUESLIONS .........c.couiiriiniiiiii e,
1.2 OnliNe SCAMS ..oeeiee e

1.3 Internet Romance SCam ProCESS ......vvuneereeeeee e,

1.4

CHAPTER 2: LITERATURE REVIEW

2.

2.1

2.2

2.3

1.3.1 Perpetrators of Internet Romance Scams ..................ccocvvene
1.3.2 Victims of Internet Romance Scams ........................

CONCIUSION .. e e

INtrodUCtioN .....oeiei
Online Communication and Online Relationships ...................cccco....
Related Psychological Theories ..............cooiviiiiiiiiinn..
2.2.1 Cognitive Theories of Persuasion ...........................
2.2.2 Psychological Approach to Trust Development .....................

PeISUASION ...

13

14

16

17

17

17

20

20

26

29

vi



2.3.1 Persuasion through ‘Ethos’ ...

2.3.2 Persuasion through ‘Pathos’ ................cooiiiiiiiiiiiiiii .

2.3.3 Persuasion through ‘LOg0S’ .........cocoiiiiiiiiiiiiiiie,

2.4 Textual Analysis APProaches ...........cccoeiiiiiiiiiiiiii e,
2.4.1 Referential Meaning ..........cocoviiiiiiiiiiiii s
2.4.2 Connotative Meaning .........ccoovriiiiiiiiiiiieiee e
2.4.3  Presuppositions ........cooviieiiiiiii e

244 SPEECN ACHS ...t

2.5 CONCIUSION .eeeit e
CHAPTER 3: METHODOLOGY ...ttt
3. INrOAUCTION ...\t
3.1 ReSEArCh DESIGN ...ovii i
3.2 Dataand Data Collection ProCeSsS ..........ccovveriniiriniiiiiiieeeneeeenn,

3.3 Data AnalysisS ProCeaUIES ..........oevririiiriiie e e

CHAPTER 4: FINDINGS ... e,
4. INrOdUCTION ..o e
4.1 The Identity of a Credible and Reliable Person .....................eee.
4.1.1 A Religious Person who Believes in Divine Providence ...........

4.1.2 A Person with a Good Reputation ..................ccocoeiviininnnnn

4.1.3 An Innocent Person with Good Moral Traits ................ccoeee.

4.2 The Identity of an Ideal and Passionate Lover ..............................
4.2.1 Personal Attributes of a Romantic Lover ...........................

4.2.2 AdOresS HiS LOVEN ....viniiii e

71

71

76

78

vii



4.2.3 Willing to Do Anything for His Lover ..................c.oeviiven.

4.2.4 Offers a Lasting and Exclusive Love ...............coooiviniiiiie

4.3 A Distressed Lover in Need of Financial Help .....................o

4.3.1 A Distressed Lover who is Disappointed and Angry ................

4.3.2 A Distressed Lover Pleading forHelp ..................ooooiiini.

4.3.3 A Distressed Lover Giving Up and Preparing to End His Life ...

A4 CONCIUSION oo e,
CHAPTER 5: DISCUSSION .ot e,
5. INEFOTUCTION ..ottt e e e,

5.1 Use of Persuasive Appeals According to the Stages of a Romance

5.2 Comparison between the Romance Scam and Non-fraudulent

Romantic Relationships ...........ccooviiii e,

5.3 Internet Romance Scam as a Form of Intimate Partner Violence .........

5.4 CONCIUSION ...eot e
CHAPTER 6: CONCLUSION ...t
6. Concluding POINES ...
6.1  Summary of FINdiNgS ........cooviiiii
6.2 Policy Recommendations and Possible Activism ...........................
6.3 Recommendations for Future Research .....................coooiiiin
REFERENCES ...t e e e e

87

90

95

96

100

104

108

111

111

111

114

116

120

121

121

121

122

127

130

viii



No.

11

2.1

2.2

2.3

2.4

2.5

3.1

3.2

3.3

5.1

LIST OF FIGURES

Title Page
Internet Romance SCam ProCess .........o.vevriiiiiiiiiiiiiiieieeeeae 9
Central and Peripheral Route as a Continuum ..................cccooeivieennnn 24
Central and Peripheral Route as Parallel Processes ...............ccoovvinnni 25
Means of Persuasion — Ethos, Pathos & LogoS............ccccovviiiiiiiinnn. 36
Ways of Portraying a Credible Character ................coooiiiiiiiiiinan. 39

Theoretical Framework of the Present Study........................ccceeiieeeeeeee.. 60

Phases of Data Collection ProCess ...........o.evviiiiiiiiieiiieeeeenn, 64
Order of Messages in the Data Provided by RMP .................ooooiiinnl. 66
Stages of Data AnalysiS ProCeSS .........c.ovivriniiiiiiiiiiic e 67

Use of Persuasive Appeals according to the Stages of the Internet Romance



No.

11

2.2

3.1

4.1

4.2

4.3

4.4

4.5

5.1

LIST OF TABLES

Title Page

Difference Between 419 scams and Internet Romance Scams ................... 16

Speech Acts by Searle (1976) .....c.onviniiii e 56

Text Size in Terms of Number of WordSs........coovvvviiiiiiiiieeeeeeeeeennn.. 06

RAYME-eNAINGS ..o 84

The Target’s Presupposed Desires and Needs and the Scammer as Agent

that Satisfies Them ... e it 89

Emotions Expressed in SM10 ..o 97
The Scammer as Victim and the Target as Offender ............................ 102
Summary of Persuasive ApPeals .........coooviiiiiiiiii e 109

Comparing Stages of the Scam with Stages of a Non-fraudulent

Relationship ......ooniii 114



No.

LIST OF APPENDICES

Title Page
Example of scammer e-mail from Introductory Stage ....................oen.... 149
Examples of scammer e-mail from Grooming Stage ................cccooenenne. 150
Example of scammer e-mail from Request for Money Stage .................... 151
Example of target e-mails ...........ccooiiiiiiiiii e, 152

xi



