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ABSTRACT

Due to the fast development of powerful image processing tools and the importance of

image integrity, digital image forgery has become a very important topic for certain orga-

nizations. Copy-move forgery is one of the most commonly used types of digital image

forgery, where one part of the image is copied and placed elsewhere in the same image.

Because of the existence of various digital environments, a copy-move forgery detector

should be robust against pre- and post-processing operations, such as scaling, rotation,

JPEG compression and noise. A copy-move forgery detector should be able to detect

forgery in a reasonable amount of time. In this research, an image authentication scheme

with the capability of copy-move forgery localization is proposed, based on the scale in-

variant feature transform (SIFT). The importance of the proposed method is its ability to

authenticate digital images and accurately locate copied and pasted areas. The proposed

algorithm starts by extracting local image features, which are known as keypoints, us-

ing SIFT, followed by searching for similar keypoints by clustering extracted descriptors

from the image. Finally, matched keypoints, which are duplicated regions in the image,

are connected to each other to illustrate which part of the image has been tampered with.

Several experiments are performed to validate the effectiveness and robustness of the

proposed algorithm against different attacks, such as pre-processing attacks. The exper-

imental results illustrate that the proposed algorithm is robust against several geometric

changes, such as JPEG compression, rotation, noise and scaling. Furthermore, the de-

tection rate of the algorithm is improved by utilizing the proposed clustering procedure.

The true and false positive rates achieved by the proposed algorithm outperform several

current detection algorithms.
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ABSTRAK

Memandangkan perkembangan pesat alat pemprosesan imej yang berkuasa tinggi dan

kepentingan integrity imej, pemalsuan imej digital telah menjadi topic yang sangat pent-

ing kepada sesetengah organisasi. Salinan-langkah pemalsuan adalah salah satu pemal-

suan imej digital yang paling biasa digunakan, di mana satu bahagian imej yang dis-

alin dan diletakkan di tempat lain dalam imej yang sama. Oleh kerana wujudnya pel-

bagai persekitaran digital, pengesan pemalsuan salinanlangkah seharusnya berkesan ter-

hadap operasi sebelum dan selepas pemerosesan seperti bersisik, putaran, mampatan

JPEG dan hingar, dan ia seharusnya dapat mengesan pemalsuan dalam masa yang mu-

nasabah. Dalam kajian ini, satu skim pengesahan imej dengan keupayaan salinanlangkah

pemalsuan penyetempatan adalah dicadangkan berdasarkan scale invariant feature trans-

form (SIFT). Kepentingan kaedah yang dicadangkan adalah keupayaannya untuk menge-

sahkan imej digital dengan tepat dan berkeupayaan menetapkan tempat-tempat yang dis-

alin dan tampal.Algoritma yang dicadangkan bermula dengan mengekstrak ciri imej tem-

patan menggunakan SIFT yang dikenali sebagai keypoints, diikuti dengan mencari key-

points yang sama menggunakan kelompok deskriptor diekstrak daripada imej. Akhir

sekali, keypoints yang dipadankan, yang merupakan kawasan pendua dalam imej, disam-

bungkan antara satu sama lain untuk mengesan bahagian mana imej yang berkaitan telah

diubah. Beberapa percubaan dilakukan untuk mengesahkan keberkesanan dan kemanta-

pan algoritma yang dicadangkan terhadap serangan yang berbeza seperti serangan pra-

pemprosesan. Keputusan eksperimen menunjukkan bahawa algoritma yang dicadangkan

adalah berkesan terhadap beberapa pindaan geometri, seperti mampatan JPEG, putaran,

bunyi dan bersisik. Tambahan pula, kadar mengesan algoritma ditambahbaikkan dengan

menggunakan prosedur kelompok yang dicadangkan. Kadar positif benar dan palsu dica-

pai oleh algoritma yang dicadangkan mengatasi beberapa algoritma pengesanan semasa.

iv



ACKNOWLEDGEMENTS

In the name of Allah, Most Gracious, Most Merciful. I thank Allah S.W.T for granting

me perseverance and strength I needed to complete this thesis.

I would like to express a great thankfulness to my supervisor, Dr. Hamid A. Jalab as well

as my co-supervisor, Dr. Wong for their support, guidance, suggestions and encourage-

ment over the past years of this research. My supervisor gave me the opportunity to carry

out my research with little obstacles. The comments from him had a significant impact

on this thesis. His help and support in several ways have always been in my mind.

I would like to thank the Faculty of Computer Science and Information Technology, Uni-

versity of Malaya, HIR, and UMRG for providing me a great academic environment.

I would like to express a special word of thanks to my parents, my brother and sisters for

their faith, support and encouragement. A special thanks to my husband who supported

me throughout the writing of this thesis patiently assisting, with words of assurance.

v



TABLE OF CONTENTS

ORIGINAL LITERARY WORK DECLARATION ii

ABSTRACT iii

ABSTRAK iv

ACKNOWLEDGEMENTS v

TABLE OF CONTENTS vi

LIST OF FIGURES ix

LIST OF TABLES xvi

LIST OF APPENDICES xviii

CHAPTER 1: INTRODUCTION 1
1.1 Research Inspiration and Background 1
1.2 Problem Statement 6
1.3 Research Questions 7
1.4 Research Aim and Objectives 8
1.5 Scope of Work 9
1.6 Research Contributions 9
1.7 Thesis Outline 11

CHAPTER 2: LITERATURE REVIEW 13
2.1 Introduction 13
2.2 Digital Image Structure Used for Forgery Detection 13
2.3 Forensic and Digital Image Forgery 16
2.4 Image Forgery Creation 19
2.5 Digital Image Forgery Detection 21

2.5.1 Active Forgery Detection 22
2.5.2 Passive Forgery Detection 23

2.6 Copy-Move Forgery Attacks 26
2.7 Copy-Move Forgery Detection Classification 28

2.7.1 Block Generation Methods 29
2.7.2 Keypoint-based Methods 37

2.8 Overall Review of Copy-move Forgery Detection Schemes 45
2.9 Summary 47

CHAPTER 3: SCALE-INVARIANT FEATURE TRANSFORM (SIFT) 52
3.1 Introduction 52
3.2 Feature Extraction Based on SIFT 53

vi



3.3 Why SIFT 55
3.4 Summary 60

CHAPTER 4: RESEARCH METHODOLOGY 62
4.1 Introduction 62
4.2 Research Phases 62

4.2.1 Requirements Stage 65
4.3 Analysis Stage 67

4.3.1 Data Collection 67
4.4 The Structure of Research Phases 72

4.4.1 Approache 1: Keypoint-based copy-move Forgery
Detection-Algorithm 1 72

4.4.2 Approache 2: Keypoint-based copy-move Forgery
Detection-Algorithm 2 73

4.5 Summary 74

CHAPTER 5: RESEARCH DESIGN AND IMPLEMENTATION 75
5.1 Introduction 75
5.2 Approache 1: Methodology of Keypoint-based Copy-move Forgery

Detection Algorithm 75
5.2.1 Adjusting Proper Threshold 86

5.3 Approache 2: Methodology of SIFT-based Copy-move Forgery Detection
Algorithm 87
5.3.1 Adjusting Proper Threshold 94

5.4 Summary 96

CHAPTER 6: EXPERIMENTAL RESULTS AND DISCUSSION 97
6.1 Introduction 97

6.1.1 Experimental Setup 97
6.1.2 Experimental Result for Normal Copy-move Forgery 98
6.1.3 Experimental Result for Rotation Attacks 101
6.1.4 Experimental Result for Scale Attack 106
6.1.5 Experimental Result for Gaussian Noise Attack 110
6.1.6 Experimental Result for JPEG Compression Attack 113
6.1.7 Experimental Result for Combination Attacks 117
6.1.8 Experimental Result for Multiple Copied Areas 119
6.1.9 Experimental Result for Copy-move Attack for Two Images 121

6.2 Performance Evaluation 123
6.2.1 Comparison with Conventional Methods 124

6.3 Complexity Evaluation 127
6.4 Summary 127

CHAPTER 7: CONCLUSIONS 129
7.1 Research Findings and Achievements 129
7.2 Conclusions 132
7.3 Implication of Future Direction 134

vii



REFERENCES 135

APPENDICES 142

viii



LIST OF FIGURES

Figure 1.1 Copy-move forgery: (a) Original image, (b) Tampered image 3

Figure 2.1 Pixel illustration in a grayscale image 14
Figure 2.2 Gray scale image 15
Figure 2.3 The structure of an indexed image 15
Figure 2.4 A sample RGB Image 16
Figure 2.5 Ontology of forensics 17
Figure 2.6 Image forgery sample (1939) 21
Figure 2.7 Classification of authentication techniques 21
Figure 2.8 Image splicing forgery sample 23
Figure 2.9 Image retouching forgery sample 24
Figure 2.10 Copy-move crime scene image forgery, image in left side is

original and image in right side is tampered image 25
Figure 2.11 Digital image forgery detection. (a) Original Image, (b) Tampered

Image, (c) Detection result 25
Figure 2.12 Copy-move forgery detection publication indexed by Web of

Science and SCOPUS 26
Figure 2.13 Copy-move forgery attacks. (a) Rotation, (b) scale, (c) Gaussian

noise, (d) JPEG compression 27
Figure 2.14 Block generation forgery detection general procedure 29
Figure 2.15 general procedure of forgery detection in keypoint-based methods 38

Figure 3.1 Constructing a Scale Space 54
Figure 3.2 Generating SIFT descriptors 55
Figure 3.3 Rotation comparison, data represents the repeatability of rotation. 58
Figure 3.4 Blur comparison, data represents the repeatability of blur. 59
Figure 3.5 Blur comparison, data represents the repeatability of blur. 59

Figure 4.1 General development flowchart 63
Figure 4.2 The general steps of the proposed method 65
Figure 4.3 (a) Original image without tampering from MICC-F220 dataset,

(b) Tampered image under scale attack, (c) Tampered image under
scale and rotation attack, (d) Tampered image without attack, (e)
Original image without tampering, (f) Simple copy-move
tampering, (g)Tampered image under noise attack, (h) Tampered
image under rotation attack 70

Figure 4.4 (a) Original image without tampering from MICC-F2000, (b)
Tampered image under scale attack, (c) Tampered image under
scale and rotation attack, (d) Tampered image without attack, (e)
Original image without tampering, (f) Simple copy-move
tampering, (g)Tampered image under scale attack, (h) Tampered
image under rotation attack 71

Figure 4.5 (a-h) Tampered images with multiple forgeries 72

ix



Figure 4.6 Primary design of the proposed algorithm-Phase 1 73
Figure 4.7 Primary design of the proposed algorithm-Phase 2 74

Figure 5.1 Design of the proposed algorithm-Phase 1 76
Figure 5.2 Main stages of the SIFT algorithm 77
Figure 5.3 The blurred images at different scales, and the

difference-of-Gaussian images 79
Figure 5.4 Maxima and minima of the difference-of-Gaussian images are

detected by comparing a pixel (X) 79
Figure 5.5 (a). Gaussian and DoG images grouped by octave. (b). Maxima of

DoG across scales. (c). Remaining keypoints after removal of low
contrast points. (d). Remaining keypoints after removal of edge
responses. (e). Extracted keypoints, arrows indicate scale and
orientation 82

Figure 5.6 Design of the proposed algorithm 1 84
Figure 5.7 Pseudo code for image feature extraction by SIFT 85
Figure 5.8 Pseudo code for feature matching 86
Figure 5.9 Threshold value analysis for FPR and TPR-Phase 1 87
Figure 5.10 Design of the proposed algorithm-Phase 2 88
Figure 5.11 Algorithm 2 feature extraction and cluster matching 93
Figure 5.12 Algorithm 2 self-matching elimination and duplicated area localization 94

Figure 6.1 Example 1: (a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 98

Figure 6.2 Example 2:(a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 99

Figure 6.3 Example 3: (a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 99

Figure 6.4 Example 4:(a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 100

Figure 6.5 Example 5: (a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 100

Figure 6.6 Example 6: (a) Original image, (b) Tampered image without any
attacks, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 101

Figure 6.7 (a) Original image, (b,c) Tampered image under rotation attack
(R= 10o, 15o), (d,e) Detection result of algorithm 1 , (f,g)
Detection result of algorithm 2 102

Figure 6.8 (a) Original image, (b,c) Tampered image under rotation attack
(R= 70o, 90o), (d,e) Detection result of algorithm 1 , (f,g)
Detection result of algorithm 2 103

x



Figure 6.9 (a) Original image, (b,c) Tampered image under rotation attack
(R= 45o, 90o), (d,e) Detection result of algorithm 1 , (f,g)
Detection result of algorithm 2 104

Figure 6.10 (a) Original image, (b,c) Tampered image under rotation attack
(R= 90o, 60o), (d,e) Detection result of algorithm 1 , (f,g)
Detection result of algorithm 2 105

Figure 6.11 (a) Original image, (b) (b) Tampered image under scale attack
(SF= 2), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 106

Figure 6.12 (a) Original image, (b,c) Tampered image under scale attack (SF=
2, 0.5), (d,e) Detection result of algorithm 1 , (f,g) Detection result
of algorithm 2 107

Figure 6.13 (a) Original image, (b,c) Tampered image under scale attack (SF=
1.6, 0.5), (d,e) Detection result of algorithm 1 , (f,g) Detection
result of algorithm 2 108

Figure 6.14 (a) Original image, (b,c) Tampered image under scale attack (SF=
0.7, 0.5), (d,e) Detection result of algorithm 1 , (f,g) Detection
result of algorithm 2 109

Figure 6.15 (a) Original image, (b) Tampered image under noise attack (V=
0.07), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 110

Figure 6.16 (a) Original image, (b) Tampered image under noise attack (V=
0.07), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 111

Figure 6.17 (a) Original image, (b) Tampered image under noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 111

Figure 6.18 (a) Original image, (b) Tampered image under noise attack (V=
0.01), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 112

Figure 6.19 (a) Original image, (b) Tampered image under noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 112

Figure 6.20 (a) Original image, (b) Tampered image under noise attack (V=
0.04), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 113

Figure 6.21 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 25), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 114

Figure 6.22 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 40), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 114

Figure 6.23 (a) Tampered image, (b) Detection result of algorithm 1 (Q = 5),
(c) Detection result of algorithm 1 (Q = 10), (d) Detection result of
algorithm 1 (Q = 20), (e) Detection result of algorithm 1 (Q = 50),
(f) Detection result of algorithm 1 (Q = 75), (g) Detection result of
algorithm 1 (Q = 85), (h) Detection result of algorithm 1 (Q = 95,
(i) Detection result of algorithm 1 (Q = 100) 115

xi



Figure 6.24 (a) The original image (b) Detection result of algorithm 2 (Q = 5),
(c) Detection result of algorithm 2 (Q = 10), (d) Detection result of
algorithm 2 (Q = 20), (e) Detection result of algorithm 2 (Q = 50),
(f) Detection result of algorithm 2 (Q = 75), (g) Detection result of
algorithm 2 (Q = 85), (h) Detection result of algorithm 2 (Q = 95,
(i) Detection result of algorithm 2 (Q = 100) 116

Figure 6.25 FPR & TPR for different JPEG quality factors in MICC-F220 dataset 117
Figure 6.26 (a) Original image, (b) Tampered image under noise, scale and

rotation attacks (V= 0.02, SF= 1.2, R= 40o), (c) Detection result of
algorithm 1, (d) Detection result of algorithm 2 118

Figure 6.27 (a) Original image, (b) Tampered image under rotation and noise
attacks (R= 30o, V= 0.01), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 118

Figure 6.28 (a) Original image, (b) Tampered image under JPEG compression
(Q=40) and rotation , (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 119

Figure 6.29 (a) Original image, (b) Tampered image with multiple forgeries,
(c) Detection result of algorithm 1, (d) Detection result of algorithm 2 120

Figure 6.30 (a) Original image, (b) Tampered image with multiple forgeries,
(c) Detection result of algorithm 1, (d) Detection result of algorithm 2 120

Figure 6.31 (a) Original image, (b) Tampered image with multiple forgeries,
(c) Detection result of algorithm 1, (d) Detection result of algorithm 2 121

Figure 6.32 (a) Original image, (b) Tamperd image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 122

Figure 6.33 (a) Original image, (b) Tamperd image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 122

Figure 6.34 (a) Original image, (b) Tamperd image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 123

Figure 6.35 TPR and FPR comparison with other methods 125

Figure 1 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 144

Figure 2 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 144

Figure 3 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 145

Figure 4 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 145

Figure 5 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 146

Figure 6 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 146

Figure 7 (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2 147

xii



Figure 8 (a) Original image, (b) Tampered image under rotation attack (R=
270o), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 147

Figure 9 (a) Original image, (b) Tampered image under rotation attack (R=
5o), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 148

Figure 10 (a) Original image, (b) Tampered image under rotation attack (R=
180o), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 148

Figure 11 (a) Original image, (b,c) Tampered image under rotation attack
(R= 5o, 40o), (d,e) Detection result of algorithm 1, (f,g) Detection
result of algorithm 2 149

Figure 12 (a) Original image, (b) Tampered image under rotation attack (R=
10o), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 150

Figure 13 (a) Original image, (b) Tampered image under scale attack (SF= 2),
(c) Detection result of algorithm 1, (d) Detection result of algorithm 2 151

Figure 14 (a) Original image, (b) Tampered image under scale attack (SF=
1.4), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 151

Figure 15 (a) Original image, (b) Tampered image under scale attack (SF=
0.6), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 152

Figure 16 (a) Original image, (b) Tampered image under scale attack (SF=
0.5), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 152

Figure 17 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.05), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 153

Figure 18 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.02), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 153

Figure 19 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.02), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 154

Figure 20 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.02), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 154

Figure 21 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.02), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 155

Figure 22 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.01), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 155

Figure 23 (a) Original image, (b) Tampered image under Gaussian noise
attack (V= 0.01), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2 156

xiii



Figure 24 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 50) and rotation , (c) Detection result of
algorithm 1, (d) Detection result of algorithm 2 157

Figure 25 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 50) and rotation , (c) Detection result of
algorithm 1, (d) Detection result of algorithm 2 158

Figure 26 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 50) and rotation , (c) Detection result of
algorithm 1, (d) Detection result of algorithm 2 158

Figure 27 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 10), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 159

Figure 28 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 30) and rotation, (c) Detection result of algorithm
1, (d) Detection result of algorithm 2 159

Figure 29 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 10), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 160

Figure 30 (a) Original image, (b) Tampered image under JPEG compression
(Quality factor = 10), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 160

Figure 31 (a) Original image, (b) Tampered image under scale and rotation
attacks (SF= 1.2, R= 40o), (c) Detection result of algorithm 1, (d)
Detection result of algorithm 2 161

Figure 32 (a) Original image, (b) Tampered image under JPEG compression
(Q=40), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 161

Figure 33 (a) Original image, (b) Tampered image under multiple forgeries,
(c) Detection result of algorithm 1, (d) Detection result of algorithm 2 162

Figure 34 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 163

Figure 35 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 163

Figure 36 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 164

Figure 37 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 164

Figure 38 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 165

Figure 39 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 165

xiv



Figure 40 (a) Original image, (b) Tampered image (Combination of two
images), (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2 166

xv



LIST OF TABLES

Table 2.1 Computational Complexity Comparisons between their method and
other similar methods 37

Table 2.2 True Positive Ratio(TPR), False Positive Ratio (FPR) Values and
processing time (Average, Per Image) for each method 41

Table 2.3 Experimental results of SURF and DCT based method 45
Table 2.4 Comparison between the reviewed copy-move detection methods 49
Table 2.5 ,continued. Comparison between the reviewed copy-move detection

methods 50
Table 2.6 ,continued. Comparison between the reviewed copy-move detection

methods 51

Table 3.1 Processing time comparison. Total time is the time of finding all the
matches, 10 matches time is counted until the first 10 matches 57

Table 3.2 Scale robustness comparison. Data shows the total number of
matches for each method 58

Table 3.3 Illumination changes comparison, the data represents repeatability
and the average of repeatability 60

Table 3.4 Scale robustness comparison. Data shows the total number of
matches for each method 60

Table 4.1 Attacks applied in the MICC-F220 dataset 68
Table 4.2 Attacks applied in the MICC-F2000 dataset 69

Table 5.1 Threshold value analysis for MICC-F220 dataset 87
Table 5.2 Proper Threshold Analysis 95

Table 6.1 Detection result of proposed method in algorithm 2 and other
methods in same dataset. 124

Table 6.2 Comparison of proposed method with existing methods in terms of
TPR and FPR 126

xvi



xvii



LIST OF APPENDICES

Appendix-A 143

Appendix-B 144

Appendix-C 151

Appendix-D 157

Appendix-E 162

xviii



CHAPTER 1

INTRODUCTION

1.1 Research Inspiration and Background

In recent years, digital images have become a good communication medium for people

across the world. Images are an easy medium to make and distribute, and thus play

many important roles in life. Unfortunately, however, they do not always tell the truth

(J. Fridrich, 1999). Every day, a variety of devices create a huge number of advanced

archives, which are then disseminated through daily newspapers, television, magazines,

and the internet.

Images play increasingly influential roles in all these media, although manipulating these

digital images has become very simple, due to the developing power of image process-

ing tools (de Carvalho, Riess, Angelopoulou, Pedrini, & de Rezende Rocha, 2013). For

instance, after the Los Angeles Times spread a tampered image from the Iraq war, Profes-

sor Russell Frank, a journalism ethics professor at Penn State University, said: "Whoever

said the camera never lies was a liar" (Rocha, Scheirer, Boult, & Goldenstein, 2011). Ac-

cording to the Wall Street Journal in 1989, when digital images were becoming popular,

10% of color photographs published in the United State had been digitally altered.

Due to the widespread availability of powerful image processing software and an im-

provement in humans’ computer skills, the manipulation of digital images has increased

rapidly. In addition, with the rapid development of digital image use in different fields,

digital image authenticity is increasingly becoming a critical issue (H. Huang, Guo, &

Zhang, 2008). Digital image manipulation is the procedure of altering some parts of a
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document or image, while trying to present it as an original one. Digital image forensics

is a type of image testing which focuses on the integrity of the image. Digital image

forensics can be categorized into:

• Image source identification, which identifies the used device to capture an image

• Computer-generated image recognition, which is able to detect if an image is natu-

ral or digitally-generated

• Image forgery detection, which focuses on the authenticity of an image, in order to

determine if an image has been premeditatedly manipulated

However, the misuse of digital forgeries has become a critical problem. Nowadays, digital

images are used in various fields, such as incontestable criminal evidence in courts of law,

medical imaging, journalism, digital forensics and scientific publications (H. Huang et

al., 2008; Amerini et al., 2013). Modifying a digital image by cloning some part of the

image and creating a new forged image is of huge importance, because the content of the

image will have been altered. Thus, the image cannot play its important role as evidence.

Therefore, the authentication of digital images is crucial, and this type of forensic science

becomes essential, especially for security organizations (Barni & Costanzo, 2012).

However, in most cases in the technological world, guaranteeing the authenticity of the

digital image itself is not enough; it is essential to have an impeccable authentication

system to be able to locate tampered regions in the image. Recently, numerous approaches

have been made available for the authentication of a digital image, with the capability

of locating tampered regions. These approaches can be categorized into two groups:

1) active authentication which needs prior information about the image and 2) passive
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authentication which focuses on the given images itself and does not require a knowledge

of the original image.

As a result, the best approach for validating the integrity and authenticity of the digital

image is passive authentication. In passive authentication, the authenticity and integrity

of the image can be validated without inserting any type of digital signature or watermark

inside the original image. Digital passive authentication algorithms are more practical

when compared with other image authentication schemes, as they do not need any prior

information about the image.

Passive authentication techniques are categorized into three classifications: image splic-

ing forgery, image retouching forgery and copy-move forgery. The most commonly con-

sidered manipulation is copy-move forgery, whereby some part of the image is copied

and pasted onto a different part of the same image to hide a significant area within the

image (Lynch, Shih, & Liao, 2013; Amerini, Ballan, Caldelli, Del Bimbo, & Serra, 2011).

Figure 1.1 illustrates an example of copy-move forgery, in which some part of the grass

has been copied and pasted to cover the truck (H. Huang et al., 2008).

Figure 1.1: Copy-move forgery: (a) Original image, (b) Tampered image

Two types of copy-move forgeries are currently used; the first one is normal copy-move

which is performed by copying and pasting the desired area to another part. The second

type of this forgery is a more complicated copy-move: some part of the image is copied,
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but before being pasted to another region, a pre-processing operation is applied to the

copied part. These pre-processing operations, such as rotation and scale, make forgery

detection more difficult.

The existing copy-move forgery detection methods are divided into two groups. The

first group comprises block generation methods, which start the process of detection by

dividing digital images into same-size overlapping blocks and extracting the features of

each block (A. J. Fridrich, Soukal, & Lukáš, 2003; Popescu & Farid, 2004; G. Li, Wu,

Tu, & Sun, 2007; Myrna, Venkateshmurthy, & Patil, 2007; Ardizzone, Bruno, & Mazzola,

2010).

The second group extracts the features from image itself without dividing the image into

overlapping blocks. In both categories, the digital image is authenticated and copy-move

regions are located, but each method has its advantages and drawbacks. Issues which

should be improved in existing methods include robustness and detection rate (Shen, Zhu,

Lv, & Chen, 2013; Shivakumar & Santhosh Baboo, 2011; H. Huang et al., 2008; Amerini

et al., 2011; LI, ZHANG, Zheng, ZHU, & JIN, 2009) .

The existing copy-move forgery detection algorithms mainly struggle with robustness

against pre-processing operations. A low detection rate is the second most important

drawback of the copy-move forgery detection schemes. The importance of detection rate

for copy-move forgery detection is highlighted, because it can measure the accuracy of

the particular algorithm in terms of authentication.

As mentioned previously, the current copy-move forgery detection schemes do not over-

come the robustness issue with regard to pre-processing operations such as rotation, scale,

noise and JPEG compression at the same time. Moreover, the detection rate is very low in

most existing methods. Some of the vulnerabilities of current forgery detection schemes
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are investigated below. Bayram, Sencar, and Memon (2009) proposed a copy-move de-

tector based on applying a Fourier Mellin transform to the blocks in the image. However,

it works only with rotation angles 0o, 5o, and 10o and slightly resized and copied regions.

Y. Huang, Lu, Sun, and Long (2011) proposed a copy-move detection based on discrete

cosine transform (DCT). In this method, Fridrichs’ DCT-based method (A. J. Fridrich et

al., 2003) was improved by minimizing the false matching rate. This method compares

image sub-block features and determines whether the number of matching blocks in a

specific area is greater than a defined threshold. To enhance matching accuracy, they

have proposed a lexicographical sorting algorithm based on distance. This DCT-based

method is not robust against rotation, but it is robust against noise addition (Hu, Zhang,

Gao, & Huang, 2011).

Liu, Wang, Lian, and Wang (2011) proposed a method to address the problem in another

copy-move algorithm proposed by Hu et al. (2011) method, which is not robust against

rotation attacks. They proposed a method that is able to detect duplicated areas under

rotation, using blocks and Hu moments. In this method, the image is decomposed using

a Gaussian pyramid and sub-images are created. Low frequency sub-images are cho-

sen in order to resolve the possible distortion caused by noise contamination and JPEG

compression. This method mainly looks at pre-processing operations, such as rotation,

blurring, JPEG compression, and noise. However, based on their experimental results, it

is not robust against image parts which are scaled before being pasted to another area.

It has been determined by established practices that an efficient copy-move detection

system should satisfy certain specific criteria. However, validating the authenticity of

the digital images, along with tamper localization capability, are currently the most active

research areas in both academic and commercial institutes, such as security organizations.
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The aim of this research is to solve some copy-move forgery detection problems such as

robustness to rotation, scale, noise and JPEG compression. Moreover, improving the

detection rate is an important step forward in this research.

1.2 Problem Statement

The main goal of copy-move forgery is to copy and paste some regions of the image

to another part of the same image to cover an important scene in the image. In recent

years, various copy-move forgery detection methods have been proposed. (Popescu &

Farid, 2004; G. Li et al., 2007; Myrna et al., 2007; H. Huang et al., 2008; LI et al., 2009;

Ardizzone et al., 2010; Shivakumar & Santhosh Baboo, 2011; Amerini et al., 2011; Shen

et al., 2013). However, these forgery detection methods struggle with following problems:

i. Lack of robustness to pre-processing operations

In complicated copy-move forgery, pre-processing operations will be applied to

the original regions before being pasted to another area, which makes the detection

procedure more difficult. Therefore, in order to detect this type of forgery, detection

methods need to be robust to all pre-processing operations such as rotation, scaling,

noise and JPEG compression.

ii. Low detection rate

Detection rate is one of the most important factors for copy-move detection meth-

ods. The first step is to authenticate the originality of the image, then to locate the

tampered area. If the detection rate is low, then determining the authenticity of the

image will be a big issue because original images will be detected as tampered by

mistake, and vice versa. Consequently, the detection rate of the detection method

is significant.
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iii. High detection time

The detection time of the authentication and tamper localization algorithm should

be reasonable for a system. In some cases, an image database consisting of 2000

images might need to be tested for originality. Accordingly, detection algorithms

with a high time consumption are considered as a system which suffers from a

fundamental drawback.

iv. Unable to detect multiple forgeries

It is essential for a detection method to be able to detect forgery in cases of multiple

cloning. Most of the time, multiple parts of the image will be changed by copying

one part of the image and pasting it to multiple regions of the same image. If the

detection method is not able to detect multiple forgeries, it may not authenticate the

image and it will fail to highlight tampered regions.

1.3 Research Questions

In order to overcome the challenges that have been identified, there are several research

questions which need to be considered:

i. How to detect the location of the copy-move forgery in digital images?

ii. How to develop an efficient copy-move forgery detection method to detect the tam-

pered area accurately?

iii. What is the best technique for achieving the best robustness against rotation, noise,

scale and JPEG compression?

iv. What is the best technique for reducing detection time?

v. How to develop a method which is able to detect multiple forgeries?
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vi. How can a robust detection method be developed which is robust against noise, JPEG

compression, scale and rotation?

vii. How can the copy-move detector be superior to existing ones in terms of its detection

rate?

1.4 Research Aim and Objectives

The aim of this study is to design an efficient copy-move forgery detection algorithm with

the capability of locating duplicated regions in reasonable time. The proposed algorithm

will be robust against pre-processing operations, with a high detection rate. Based on the

findings in the literature review chapter, most of the copy-move forgery algorithms need

improvements in terms of robustness against pre-processing operations (rotation, scale,

noise and JPEG compression) and detection rate. This study embarks on the following

objectives:

i. To investigate different copy-move forgery detection methods to improve the tamper

detection rate.

ii. To propose an efficient copy-move forgery detection method that is robust to noise,

rotation, scale and JPEG compression.

iii. To propose a new copy-move forgery detection method that is able to detect single or

multiple forgeries.

iv. To test and evaluate the proposed algorithm by measuring detection rate using the

MICC-F220, and MICC-F2000 image datasets.
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1.5 Scope of Work

This research consists of a number of stages:

i. Research investigation : Based on the results of the literature review, the limitations of

copy-move forgery detectors are identified. Information is collected from various

publications including journals and conference papers. Finally, a decision is made

as to which tactics need improvements in terms of robustness, detection rate and

detection time.

ii. Methodology : The second phase of the research consists of the design and imple-

mentation of the copy-move forgery detection scheme. Its structure consists of

two methods, which are SIFT-based detection and improved SIFT-based detection

methods.

iii. Data collection : The data for this research are collected from numerous academic

sources. Selected databases are tested by well-known research publications for

forgery detection. Additionally, several digital images are collected to serve our

purposes. The first two digital image databases selected for this research are called

MICC-220 and MICC-2000, which are produced by a well-known copy-move forgery

research group (Amerini et al., 2011). The selected databases are in standard use

for evaluating copy-move forgery detection techniques.

iv. Conducting experiments : Quantitative and qualitative results on the selected datasets

are achieved. The performance of the proposed method is evaluated and compared

with existing methods in terms of robustness and detection rate.

1.6 Research Contributions

By concentrating on the existing methods for copy-move forgery detection methods, the

issues were identified as follows: time consumption, high false positive rates, low true
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positive rates, and low robustness against copy-move attacks such as rotation, scale, addi-

tion of noise and JPEG compression. Therefore, additional works are added to copy-move

forgery detection algorithms to make them robust against copy-move attacks and to solve

the other issues such as the high false positive rate.

The major ideas of the research contribution are presented throughout this thesis. While

some concepts are primarily utilized for copy-move forgery detection problems, each

concept is general, and can be used in different applications such as forgery detection and

object recognition. The main contributions of this dissertation are summarized as follows.

i. Proposing a new algorithm for copy-move forgery detection. The key contribution

of this thesis is presenting an efficient copy-move forgery detection scheme. This

approach proposes an algorithm to authenticate digital images with the capability

of locating copy-move forgery regions. Detection rate, which is a very important

factor for forgery detection methods, is increased. The proposed tamper detection

algorithm conducts comprehensive comparisons, to ensure the accuracy of the re-

sults. As the results illustrated, the proposed efficient tamper detection algorithm

detection rate is much better compare to existing methods. The proposed copy-

move forgery detection scheme maintained 100% true positive rate and 3.12% false

positive rate.

ii. Finding a suitable feature extraction technique which is able to extract robust

features of the image. A new SIFT-based copy-move forgery detection method is

proposed. The proposed method can overcome the problem of robustness against

different copy-move attacks such as rotation, addition of noise or JPEG compres-

sion. An important challenge for copy-move forgery detection approaches is their

robustness against JPEG compression with low quality factors (e.g. Q=5, Q=10,
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etc.). One main contribution of our work is the analysis of all existing feature

extraction techniques to identify which one produces features with the highest ro-

bustness to pre-processing attacks. Features extracted by SIFT are invariant with

regard to rotation, scale, addition of noise and are mostly robust to JPEG compres-

sion. It is shown that because of the robustness of the features extracted by SIFT,

the true positive and false positive rates of the SIFT-based scheme are improved.

iii. A new matching similarity measurement to compute similarity between features

extracted from the image. The proposed algorithm in this research utilizes a new

matching feature which searches for similarities in the entire image. Descriptors

which have been extracted from image clusters are compared with similar clusters

to find exact matches. Finally, similar clusters are filtered based on specific criteria

to determine whether similar clusters have 100% matched.

1.7 Thesis Outline

This research is composed of six chapters. The chapters are structured according to the

proposed schemes. The structure of each chapter is described in the following:

Chapter 2 begins by describing state-of-the-art passive copy-move forgery detection tech-

niques. In this chapter, a comprehensive review of existing schemes is presented. More-

over, different aspects of existing copy-move forgery detection algorithms – such as ro-

bustness, detection rate and detection time – are investigated.

Chapter 3 presents the background of SIFT-based copy-move forgery detection.

Chapter 4 is concerned with the methodology of the proposed schemes in each phase

of the research. In this chapter, the methodologies of the two different phases (Phase1:

SIFT-based forgery detection method; Phase2: improved SIFT-based copy-move forgery

detection method) are described.
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Chapter 5 presents the detailed design of the proposed copy-move forgery detection

method in Phase 1 and Phase 2. The implementation of each Phase is described in detail.

Chapter 6 presents the findings of the copy-move forgery detection, focusing on the result

of the proposed algorithm in both phases against different attacks such as JPEG compres-

sion, rotation, Gaussian noise and scale. This chapter analyses the results of the algorithm

against the mentioned attacks and evaluates them compared with other copy-move forgery

detection schemes.

Chapter 7 provides a brief summary of the proposed scheme. It delivers the conclusion

and some technical recommendations for future research directions.
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CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

This chapter describes state-of-the-art copy-move forgery detection techniques using SIFT

feature extraction. In recent years, the topic of digital image forgery and manipulation

detection have attracted the attention of many organizations, who wish to overcome the

problems laid out in the previous chapter. The importance of maintaining the privacy and

integrity of digital data have made an enormous impact on various studies as well.

In this chapter several existing copy-move forgery detection algorithms are reviewed.

Different aspects of the existing forgery detection algorithms (such as detection rate, se-

curity robustness and computational time) are investigated in this chapter. This chapter

proceeds as follows. In section 2.2, various aspects of digital imaging along with digital

features that are used for the purpose of copy-move forgery detection are investigated.

A quantity of copy-move forgery detection techniques proposed from 2005 to 2014 have

been summarized in Table 2.4, 2.5 and 2.6.

2.2 Digital Image Structure Used for Forgery Detection

A digital image comprises computerized qualities called pixels, which consist of binary

bits. Pixels frequently show image characteristics such as dimensions, gray-level and

color. Pixels presented in different sizes and shapes, though normally they are square

or rectangular. Digital images are categorized into three major types: grayscale images,

indexed images and true-color (RGB) images. However, digital image pixels are used to

create distinctive color types such as red, green and blue. Different colors are created by
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mixing these three primary colors.

A digital image comprises computerized qualities called pixels, which consist of binary

bits. Pixels frequently show image characteristics such as dimensions, gray-level and

color. Pixels presented in different sizes and shapes, though normally they are square

or rectangular. Digital images are categorized into three major types: grayscale images,

indexed images and true-color (RGB) images. However, digital image pixels are used to

create distinctive color types such as red, green and blue (Cox, Miller, Bloom, & Hon-

singer, 2002). Different colors are created by mixing these three primary colors. Figure

2.1 illustrates the pixels of the specific section of an image (Processing, n.d.).

Figure 2.1: Pixel illustration in a grayscale image

In this research, MATLAB programming language is selected for the purpose of imple-

mentation. MATLAB is regularly regarded as a high-level technical computing language

and interactive environment for algorithm development, data visualization, data analysis,

and numeric computation. As described before, the scope of the digital images are cate-

gorized into three primary groups: grayscale images, indexed images and RGB images.

i. Grayscale Images are more well-known, since most forgery detection methods operate

on grayscale images (Ruderman, Cronin, & Chiao, 1998; Christlein, Riess, Jordan,

& Angelopoulou, 2012). The range of pixel values in grayscale images changes
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from 0 to 256 conceivable distinctive shades of gray. The value of 0 represents

dark color with the weakest intensity while 255 shows the white color with the

strongest intensity. The grayscale intensity are usually encoded as an 8-bit integer

which gives 256 possible different shades from 0 to 255 which is black to white

(Ruderman et al., 1998; Christlein et al., 2012). Figure 2.2 illustrates a sample of

grayscale digital image which contains highly contrasting shades (Image, 2012).

Figure 2.2: Gray scale image

ii. Indexed image contain a data matrix and a color map matrix. The color map is an

m-by-3 array which contains floating-point values in the range between 0 and 1.

Each row of the color map identifies the red, green, and blue parts of a single color

independently. Figure 2.3 illustrates the structure of an indexed image (Image,

2012).

Figure 2.3: The structure of an indexed image
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iii. Red Green Blue (RGB) Model is a complement model which is a simple extension

of the grayscale model, where each pixel in the RGB model consists of the three

primary colors: red, green and blue. These colors are combined in various ways

to produce other colors. RGB is a regional color model, which means numerous

devices from different organizations produce RGB value in their own way. Indeed,

the shade parts like colors or phosphors respond to individual R, G, and B levels

in a different way. However, a red RGB model is a number value representing the

red module of the next shade, and its pixel intensity lies between 0 and 255. The

other two channels are in the same range as red channel (Lyon, 2006). Figure 2.4

illustrates a RGB image (Image, 2012).

Figure 2.4: A sample RGB Image

2.3 Forensic and Digital Image Forgery

Forensics is the use of technology and science to inspect and determine reality in different

fields such as criminal courts of law. (Battiato, Farinella, Messina, & Puglisi, 2012; H.-

J. Lin, Wang, Kao, et al., 2009). Figure 2.5 illustrates the ontology of forensics

i. Analog forensic also known as classical forensics, focuses on finding traces of physical

evidence in reality, which can neither be wrong nor perjure itself (Böhme, Freiling,

Gloe, & Kirchner, 2009).
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Figure 2.5: Ontology of forensics

ii. Digital forensic is the main focus of forensic research. In real world, most of the

people have an intuition about physical evidence rather than digital evidence. Dig-

ital evidence usually refers to evidence extracted from storage devices or computer

memory, such as bit strings. This field can be sub-classified into computer forensics

or multimedia forensics, because both of them depend on digital evidence (Reith,

Carr, & Gunsch, 2002).

• Computer forensic is relevant when computers are used in criminal actions that

take place in the real world and investigators attempt to extract evidence from them.

As such, this evidence must be sufficiently trustworthy to be acceptable in a court

of law (Rogers, 2003).

• Multimedia forensic is defined as the science which attempts, through the anal-

ysis of a digital asset, to give an evaluation of such content and extract relevant

information. This information may be helpful in addressing and supporting the in-

vestigation related to the stage which a particular digital document refers to. It is

the same as computer forensics in terms of digital evidence, but digital evidence

in multimedia forensics is connected to the outside world and cannot be replicated
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using computers.

Its aim is to restore part of the lost reliability of digital media by creating instru-

ments to manifest obvious traces of any change that occurred (Böhme et al., 2009;

Caldelli, Amerini, Picchioni, De Rosa, & Uccheddu, 2010). Multimedia forensics

contains a set of scientific methods that were recently suggested for the analysis

of multimedia signals (such as audio, video, and image) to restore evidential proof

contained within them (Caldelli et al., 2010)

1. Image forensic seeks to identify evidence of forgery, and mainly involves es-

tablishing the credibility of digital images. It addresses the issue of authenti-

cating images or their origins, and provides credible answers about the origin

and authenticity of digital images (Li, 2013). Image forensics can perform

blind authentication methods without reference to any supporting information

such as a watermark or signature, and it is therefore of more practical im-

portance. After almost a decade of developments, image forensics has grown

from childhood to maturity, and a series of algorithms have been proposed to

deal with various forms of forgeries (Li, 2013).

2. Video forensic identifies video manipulation, which is then used to create fake

videos for illegal purposes. With the enormous growth of digital cameras

and available multimedia editing software, it is increasingly easy to tamper

with digital multimedia resources. The forgery of digital video is destructive,

because the videos on TV are broadcast to transmit real world scenes more

clearly and persuasively.

Video evidence is important, because video has always been a ground-breaking

weapon in the fight against crime. It assists the court to better see the events

as they happened, and to work directly and tactically with authorities like po-
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lice, prosecutors and lawyers. More technically, it is possible to split video

forensic methods into three macro-areas relating to the acquisition, the com-

pression, and the editing of the video signals. These three functions can be

joined to various orders and repeated several times in the generation of the

final multimedia signal. (Y. Su, Nie, & Zhang, 2011).

3. Audio forensic is the area of forensic science that relates to the acquisition,

analysis, and evaluation of sound recordings. They can finally be accepted as

evidence for investigating and setting up facts in criminal courts of law, or as

part of official investigations into accidents, fraud, or some other civil cases

(G. Muhammad & Alghathbar, 2013).

Image forgery, which is the procedure of creating a fake image by changing the content

of an original image and reproducing it as an original photo for illegal goals, is one of

the most important issues. Image forgery is an essential topic because the significance of

digital image authentication has gained a great amount of attention recently, due to the

common use of digital multimedia in different security applications or organizations.

Therefore, appropriate actions for detecting altered images are now being investigated.

This effort is important, because such detection techniques can be used for high security

organizations, such as immigration organizations, where digital images and e-passports

interact and images are stored on passport chips, or in less vital cases such as smart cards,

which also must be authenticated.

2.4 Image Forgery Creation

Even within a few years of the invention of photography, different techniques were being

developed for the manipulation of photographs. One of the forgeries that aided in the cre-

ation of photographs was combination prints, where darkrooms were used to print many
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parts of an image onto a single page of photographic paper. The first famous combination

prints are found in Oscar G. Reijlander’s The Two Ways of Life (1857), which used more

than 30 separate negatives and took six weeks to produce (Becker, 2013).

In the early twentieth century, the use of copy-and-paste composite images increased, and

was mainly used for political jokes, or in art. Forgery using this method was very time

consuming and the forged areas were mostly detectable (Zeng, Yu, & Lin, 2011). Later

on, with the availability of various image-processing tools, the process of creating image

forgeries became much easier, and was able to achieve much greater verisimilitude.

The process of creating image forgeries starts by extracting a portion of the image or a

3D object model from the input image. Then, attackers can combine parts of the image

or segments of the image that are created from the transformed 2D or 3D model into a

different image. Finally, the combined image is retouched to eliminate specific objects

from the image or to hide unwanted elements (Z. Zhang, Ren, Ping, He, & Zhang, 2008).

The creation of image forgeries has a long history. Many images have been tampered

with, as early as 1939, for different purposes. An example of earlier image forgeries is

presented here. Figure 2.6 shows a forgery sample from 1939. The right side shows the

original image and left side is the tampered image. It is a photo of Queen Elizabeth and

Canadian prime minister William Lyon Mackenzie King in Banff, Alberta. King George

VI was eliminated from the original image and the tampered image was used for the prime

minister’s election campaign. Some hypothesize that the image was manipulated by the

prime minister to show his power with a photo of only him and the Queen (Farid, 2008).
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Figure 2.6: Image forgery sample (1939)

2.5 Digital Image Forgery Detection

Image forgery detection refers to the authentication of images and the detection of which

part of the image has been tampered with. When a digital image is forged, the statistical

characteristics of the image are shown to have changed. Thus, the statistical character-

istics of the tampered region are likely to be distinct from the original one. To detect

forged areas, the statistical characteristics of every section of the image are computed and

compared with each other (Z. Zhang et al., 2008). Image forgery detection is generally

divided into two categories: Active detection and Passive detection. Figure 2.7 illustrates

the classification of authentication techniques.

Figure 2.7: Classification of authentication techniques
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2.5.1 Active Forgery Detection

Active forgery detection means one has previous knowledge about the image by embed-

ding data in the original image in order to protect the image against forgery. Active based

detections require some pre-processing, such as signature generation or watermark em-

bedding at the time when the image is created. In some cases, active detection is not

suitable, as there are a lot of digital images available without watermark or digital sig-

nature (Sunil, Jagan, & Shaktidev, 2014). Active authentication techniques are mainly

focused on watermarking and digital signatures.

i. Watermarking is a procedure of embedding significant information, such as binary

values, into digital images, videos or audio waves (Cox et al., 2002). The digi-

tal watermark can appear on the surface of the images, which is known as visible

watermarking, and can be used to show owner copyright. However, the visible wa-

termarking can be forged or omitted with a simple editing technique, which makes

it inappropriate for the purpose of tamper detection (Lin et al., 2011). On the other

hand, invisible watermarking embeds metadata into digital media in a way that it

becomes imperceptible by naked eyes. This is therefore used for several purposes,

such as authentication and tamper localization (Cox et al., 2002; W. Lin et al., 2011;

Vimala, Saravanan, & Sumi, n.d.; Farid, 2009; Dadkhah, Manaf, & Sadeghi, 2014;

Mahdian & Saic, 2010).

ii. Digital Signature are used for the authentication of an image. The exclusive features

are extracted from the image as a signature, and then the signature is recreated with

the same technique for comparison with the original signature. The trustworthiness

of a digital signature can be used as valid evidence (Li, 2013; Dybala, Jennings, &

Letscher, 2007).
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2.5.2 Passive Forgery Detection

Passive or blind detection refers to the detection of forgery using only the features of the

image itself, excluding any prior information about the image. The authenticity and in-

tegrity of the image can be identified without any signature or watermark on the original

image. It is a new and important task in image processing, as it does not need any prior in-

formation about the image. Passive detection has two main categories: forgery detection

and source identification (Z. Zhang et al., 2008). Source identification refers to deter-

mining the source of the digital equipment, such as scanners or cameras. Forgery detec-

tion concentrates on the authentication of digital images and the location of manipulated

areas. There are different types of image forgery which require passive authentication

techniques: Image Splicing Forgery, Image Retouching, and Copy-move Forgery.

i. Image Splicing Forgery is the process of creating a forged image by copying one part

of an image and pasting it to a different image (Z. Lin, He, Tang, & Tang, 2009;

Ng & Chang, 2004). It creates a forged image from a combination of a few images

(Dong, Wang, Tan, & Shi, 2009; Z. Zhang, Wang, Bian, & Yu, 2010; He, Lu,

Sun, & Huang, 2012). Figure 2.8 shows an example of image splicing forgery; it

was released during the 2004 presidential election campaign. It shows John Kerry

and Jane Fonda speaking simultaneously at an anti-Vietnam war objection to taint

Kerry’s war record by linking him with Fonda (Saban, 2013).

Figure 2.8: Image splicing forgery sample
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ii. Image Retouching Forgery Image retouching does not clearly alter the image. Thus,

it can be regarded as a less damaging kind of digital image forgery. It only enhances

a few features of the image, and is widely used among magazine photo editors

(Mahdian & Saic, 2007; Li & Wang, 2012).

Figure 2.9 illustrates image retouching forgery. It was released in June 1994; a

darkened mug shot of troubled football star O.J. Simpson appeared on the cover of

TIME Magazine. His skin was darkened to make the image incite racial sentiments.

However, during the same week, an unchanged photo of Simpson appeared on a

Newsweek cover (Mediabistro, 2009).

Figure 2.9: Image retouching forgery sample

iii. Copy-Move Digital Image Forgery is the process of copying some part of the image

and pasting it to a different part of the same image to hide a significant scene in

the image, thereby creating a new forged image (Lynch et al., 2013). This kind of

forgery is famous because detecting it is more complicated. It is harder because

some image features such as color and noise are the same as the rest of the image,

and the source and destination of the tampered images are also the same (Bayram,

Avcibas, Sankur, & Memon, 2005).

Figure 2.10 shows an obvious example of a crime scene image forgery. The copy-

move procedure was applied to the original image, as shown on the left side, and
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the forged image on the right side was created by copying a part of the floor and

pasting it on the blood to cover it (Mahdian & Saic, 2007). Figure 2.11 illustrates

an example of copy-move forgery detection (Amerini et al., 2011).

Figure 2.10: Copy-move crime scene image forgery, image in left side is original and
image in right side is tampered image

(a) (b) (c)

Figure 2.11: Digital image forgery detection. (a) Original Image, (b) Tampered Image,
(c) Detection result

The detection of copy-move forgery has increased since 2003, and many studies have

been published in numerous conferences and journals about it. Figure 2.12 illustrates the

number of papers published in conferences and journals as indexed by Web of Science

and SCOPUS since 2007. The data were collected from the Web of Science and SCOPUS

websites.
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Figure 2.12: Copy-move forgery detection publication indexed by Web of Science and
SCOPUS

2.6 Copy-Move Forgery Attacks

In copy-move forgery, most images undergo some image processing operations, such as

the addition of Gaussian noise, rotation, resizing, or scaling. These image processing

operations are categorized into two types. The first type provides a type of spatial harmo-

nization between the copied region and its neighbours, such as rotation or scaling. The

second type focuses on pre-processing operations, such as JPEG compression or blurring

(Liu et al., 2011; Ryu, Lee, & Lee, 2010). A rotation operation is when the copied area

is rotated by various angles from 5o to 345o, before it is pasted onto another part of the

image.

Scaling is a linear transformation that increases or decreases the size of an object by

a scale factor that is the same in all directions. Gaussian noise is statistical noise that

uses the probability density function for a normal distribution. The amount of noise

is consistent across the entire original image; by adding noise to the image, it cause

inconsistencies in the noise present in the image (Mahdian & Saic, 2009; Agarwal, 2012).

JPEG compression is a method generally used for the data compression of digital images.

The degree of compression, which is the quality factor, can be adjusted. Storage size and

image quality is traded off by a range of 5 to 100. When an image is compressed using
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JPEG, it uses a lossy form of compression file based on a discrete cosine transform, and

it will affect image quality because some original image information is lost and cannot be

restored (Yang & Li, 2012). Figure 2.13a illustrates the rotation operation from different

angles (G. Zhao, Ahonen, Matas, & Pietikainen, 2012). Figure 2.13b demonstrates the

different scale factors applied to a sample image (Amerini et al., 2011). Figure 2.13c

shows the addition of noise to a Lena image using different noise variances. Figure 2.13d

illustrates the Lena JPEG compression image with different quality factors.

(a)

(b)

(c)

(d)

Figure 2.13: Copy-move forgery attacks. (a) Rotation, (b) scale, (c) Gaussian noise, (d)
JPEG compression
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2.7 Copy-Move Forgery Detection Classification

The rapid development of digital technology and image editing tools have led to a wide

range of professional digital image manipulations. These often at first appear to be orig-

inal images, but are later proven to be forged. At present, image authentication and tam-

pering detection systems struggle to confirm the valid originality of new digital images

that are presented in certain situations. In significant situations, like evidence in court

of law, a small amount of ambiguity can alter the course of judgments. In some cases,

such as tampered images on the news or on other forms of social media, serious problems

could be caused, even ones which jeopardize an individual’s life (Redsicker, Gordner,

James, & Laws, 2001; Qi & Xin, 2011)

Consequently, the technological world has a desperate need for some reliable and efficient

image authentication schemes. In order to have an impeccable digital image authentica-

tion system, certain aspects have to be considered to preserve the authenticity and integrity

of digital images. Verifying the originality of the digital image alone is not enough; locat-

ing the tampered areas makes the authentication procedure more complete, by separating

the parts of the image that are reliable from the parts that are forged. In special cases like

military maps and medical imagery, this aspect is considered to be very crucial (Yeung &

Mintzer, 1997; Ho, 2007; X. Zhao, Bateman, & Ho, 2011).

Due to the growing popularity of copy-move forgery in recent years, several algorithms

have been proposed to solve the problem of image authentication by proposing various

copy-move forgery detection schemes. The first method proposed by A. J. Fridrich et al.

(2003), was based on block generation, dividing an image into overlapping blocks and

comparing them to each other in order to determine which blocks match.
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The main steps in passive forgery detection techniques are: feature extraction, similarity

checking, matched pair connection, and outlier removal. Feature extraction varies in each

method. Generally, they can be classified to two main methods:

i. Block generation methods (A. J. Fridrich et al., 2003; Popescu & Farid, 2004; G. Li

et al., 2007; Myrna et al., 2007; Ardizzone et al., 2010)

ii. Keypoint-based methods (Shen et al., 2013; Shivakumar & Santhosh Baboo, 2011;

H. Huang et al., 2008; Amerini et al., 2011; LI et al., 2009)

2.7.1 Block Generation Methods

The first stage of block generation methods is to segment digital images into same-size

overlapping blocks. The size of the block varies for different methods. If the size of

block is c × c then each image has (M - c + 1) × (N - c + 1) blocks, while M and N

represent image size. The second step is to compute feature vectors of each sub-block,

which can be done using different methods such as singular value decomposition, Fourier

transform, and discrete wavelet transform. Finally, the similar feature vectors are sorted

and subsequently matched, and the location of the tampered area is identified. Most of

the proposed techniques use lexicographic sorting to classify similar feature vectors. The

general procedure of forgery detection is illustrated in 2.14

Figure 2.14: Block generation forgery detection general procedure

Most of these methods present blocks in a concise way to decrease computational com-

plexity and improve robustness. However, detection time is high because it takes long

time for features to be extracted from image blocks and then sorted. For instance, various
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image and video processing techniques apply the discrete cosine transform (DCT) to con-

vert an image to the frequency domain. A. J. Fridrich et al. (2003) used 256 coefficients

of the discrete cosine transform as features.

However, Bayram et al. (2009) (Bayram et al., 2009) used Fourier Mellin Transform to

generate feature vectors. A method based on dimensionality reduction is achieved by

applying a wavelet transform, such as a singular value decomposition (SVD) (Kang &

Wei, 2008) or detection based on discrete wavelet transform (DWT) and singular value

decomposition(SVD) (G. Li et al., 2007), on the image.Next, similar blocks are identified

through an exhaustive search. Mahdian and Saic (2007) proposed one of the current

moment-based methods, according to blur moment invariants (Mahdian & Saic, 2007).

If Euclidean distance for two specific feature is below a certain threshold and if the neigh-

bourhood around their spatial locations consists of similar features, they will consider as

matched. Wang et al. proposed an intensity-based forgery detection method using mod-

els which utilize round blocks. It uses the mean intensities of circles with different radii

around the block center (J. Wang, Liu, Li, Dai, & Wang, 2009).

Block generation methods can be categorized into six groups. In the following, the dif-

ferent categorizations of the block generation algorithms are described in detail.

i. Frequency domain-based features (A. J. Fridrich et al., 2003; Bayram et al., 2009)

A. J. Fridrich et al. (2003) suggested one of the barest and earliest block genera-

tion methods for detecting copy-move forgery. They believed that original image

parts and pasted image parts contain similarities. These similarities can be used to

successfully detect copy-move forgery. Given that the forged image will probably

be saved in the JPEG format, the image segments may match approximately rather
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than exactly. As a result, they discovered that the detection algorithm has some

requirements, such as:

1. The algorithm should allow for an approximate match between small image sec-

tions.

2. When false positives are a possibility, the algorithm should work for a reasonable

amount of time.

3. Duplicated parts in the image should be a connected components rather than a

set of single pixel.

However, this approach is computationally very costly and would take mn(logmn
2 )

steps for an image that is sized M N. Moreover, it might not work if the original part

is modified, such as through blurring or scaling. In addition, it could only detect

duplicated regions where a large portion of the image has been tampered with. This

method is not appropriate because it uses an exhaustive search, which is not very

efficient when pre-processing is applied to the copied part. The main computational

cost of this algorithm is due to sorting, because exhaustive searches are very time

consuming (Sencar & Memon, 2008). A different approach for frequency domain-

based features is presented:

• Fourier-Mellin transform based: Bayram et al. (2009) proposed a copy-

move detector based on applying Fourier-Mellin transform to the blocks in the

image. However, it works only with rotation angles of 0o, 5o, and 10o and for

slightly resized and copied regions. This method is only robust if the rotation

is slight, because extracted features based on Fourier Mellin transform are not

rotational invariant theoretically.
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• Dyadic wavelet transform based: N. Muhammad, Hussain, Muhammad,

and Bebis (2011) proposed an efficient non-intrusive method based on using

dyadic wavelet transform. Like other block generation methods, the image

is divided into sub-blocks, then by using a noise pattern of each sub-block,

a separate noise image is generated. To approximate the noise of the image

and to guess the noise pattern of different blocks, generated noise images are

used. At the end, blocks with similar noise histograms are suspected of being

in copy-move areas. This technique can divide an image into complete objects

more precisely compared to earlier techniques. However, it does not work on

various images. It can only detect forgeries if the image is not complex.

• Discrete Cosine Transform (DCT) based: Y. Huang et al. (2011) proposed a

DCT-based method to improve Fridrichs’ method based on DCT by minimiz-

ing the false matching rate. This method compares image sub-block features

and determines whether the number of matched blocks in a specific area is

more than a defined threshold. To enhance matching accuracy, they have pro-

posed a lexicographical sorting algorithm based on distance. This DCT-based

method is not robust against rotation, but it is robust to noise addition and

blurring (Hu et al., 2011).

The authors in (Cao, Gao, Fan, & Yang, 2012) proposed another DCT-based

method. This method is robust against multiple copy-move forgeries and its

computational complexity is smaller than similar existing methods (A. J. Fridrich

et al., 2003; Popescu & Farid, 2004; Y. Huang et al., 2011) because the di-

mension of feature vectors is reduced. It works in a similar way to other block

generation methods. At the first stage, the image is divided into blocks of the

same size. Then, DCT is applied to each block to generate quantized coeffi-
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cients.

Subsequently, each cosine-transformed block is represented by a round block,

to be used to extract valuable features from each block. To be able to have

a good detection rate, these extracted features should be robust. Finally,

lexicographical sorting is used to sort feature vectors and search for similar

blocks. Consequently, similar image blocks will be matched according to a

pre-defined threshold value.

• Discrete wavelet transform based: G. Li et al. (2007) presented a copy-

move forgery detection method based on wavelet transform and singular value

decomposition. DWT is applied to the image, and afterwards, a singular value

decomposition is applied to image blocks of the low-frequency element in

the wavelet sub-band, in order to generate a brief dimension sign. Then, the

singular value features are lexicographically sorted to determine the tampered

image blocks. Duplicated areas are detected by lexicographically sorting over

all image block features and finding similar blocks.

This proposed method reduces computational difficulty and localizes dupli-

cated areas even when an image is compressed. However, the disadvantage

of this method is its high computation time, which arises as a result of using

lexicographical sorting on the entire image to find similar blocks. The other

problem is that it is ineffective when used on highly textured images and on

smooth regions in the image.

• Phase correlation based: Hou, Bai, and Liu (2012) proposed a copy-move

detection algorithm by using phase correlation within an image. The advan-

tage of this method is its low computational complexity. It is also able to

detect small tampered areas because it uses a larger overlap ratio. Phase cor-
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relation is computed to obtain the typical distribution that is applied to produce

a pulse diagram. Subsequently, the spatial offset between the copied and the

pasted portions are estimated according to the pulse position. Thus, the forged

area can be located quickly. Although detection based on phase correlation is

able to detect small areas, if the image contains multiple forged regions, it

cannot detect copy-move areas. This disadvantage is critical.

ii. Singular value decomposition based (Kang & Wei, 2008)

A different approach for copy-move detection is presented in (Kang & Wei, 2008)

based on SVD. Detection is easy even when the attacker manipulates the photo

further, such as through rotation or additional noise. It also works well for JPEG

compression. Detection based on SVD begins by applying SVD on each overlap-

ping block by using:

A =USV T (2.1)

Where A is an image matrix, U and V are orthogonal matrices contatining singular

vectors; and S is a diagonal matrix (m × n) with singular values (SV) on the di-

agonal. According to SVD, singular values are extracted and ordered in a matrix.

Then, values in each block must be sorted into a k-d tree, then similar values for

each query are identified by using equation (2.2). In this formula, u and v values are

n-dimensional feature vectors, and D(UV) is the Euclidean distance between these

vectors.

D(UV ) = (
r

∑
i=1

(Ui−Vi)
2)

1
2 (2.2)
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Then, matching the similarity of blocks detects similar blocks. It defines a dupli-

cated area containing many neighbouring copied blocks. Two blocks are suspected

as similar if they can be found in the tested space, and if the similarity of their

neighbourhoods to each other is high. Finally, the location of similar blocks and

their neighbours is confirmed as a tampered area. Their experimental results illus-

trate its robustness against pre-processing operations, because its singular values

are robust against algebraic and geometric invariance, rotation, scaling, noise, and

blurring.

For a 256 × 256 color image, the detection time for this method is 120 seconds,

which is better compared to the method in (Mahdian & Saic, 2007). Based on

their experimental results, this method has lower computational time and robustness

against noise, unlike the methods in (Mahdian & Saic, 2007; A. J. Fridrich et al.,

2003; Popescu & Farid, 2004; Luo, Huang, & Qiu, 2006). Computational time

remains very high because the extracted singular values feature are vectors sorted

lexicographically.

iii. Moment-based (Mahdian & Saic, 2007; Liu et al., 2011; Ryu et al., 2010)

Liu et al. (2011) proposed a passive image authentication method that is able to

detect duplicated area under rotation. It uses round blocks and Hu moments to find

forged areas. In this method, the image is decomposed using a Gaussian pyramid

and sub-images are created. Low frequency sub-images are chosen to solve the

possible distortion caused by noise contamination and JPEG compression.

Subsequently, each sub-image is divided into many overlapping round blocks. From

these blocks, Hu moment features are extracted and used to match features. Finally,

forged areas are located by the comparison of shift vectors and copy-paste areas.

This method mainly concerns pre-processing, such as rotation, blurring, JPEG com-
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pression, and noise. However, it is not robust against resizing or cropping images

before being pasted to another area. Based on their experimental results, it has

low computational complexity and high accuracy because of its reliance on fewer

selected features.

Ryu et al. (2010) proposed a detection system based on Zernike moments. Zernike

moments are used to extract the feature vectors of an image block. Then, the fea-

tures are sorted lexicographically and adjacent vectors are located. This method

works well in terms of robustness to noise and rotation because Zernike moments

are algebraically invariant against rotation, noise, and information content. How-

ever, it is weak against other transformations, such as scaling or JPEG compression.

iv. Intensity-based (J. Wang et al., 2009)

The authors in (J. Wang et al., 2009) used a model with round blocks to detect

duplicated areas. The authors improved its detection rate in (A. J. Fridrich et al.,

2003; Popescu & Farid, 2004) using round blocks instead of square blocks. The

main problem with using square blocks is that, when the copied region is rotated,

the method for selecting square image blocks fails. Thus, the circle region is used

as features to solve the rotation problem in their proposed method.

Detection begins by reducing the image dimension by Gaussian pyramid, and four

features are accepted for each circle block. The Euclidian distance is calculated

to compare the similarity between the two feature vectors. This method is robust

to pre-processing operations as well as to JPEG compression and the addition of

Gaussian white noise. Using Gaussian pyramid decomposition reduces the com-

putational time. Thus, the dimension of the search space is reduced to 1/4 of its

original value. Table 2.1 shows the computation complexity of their method com-

pared to previous methods (J. Wang et al., 2009). The number of blocks in the table

36



indicates the reduction in computational time with lower numbers of blocks.

Table 2.1: Computational Complexity Comparisons between their method and other sim-
ilar methods

Methods Extraction Domain Number of Blocks Feature Dimension

(A. J. Fridrich et al., 2003) DCT 255025 64
(Popescu & Farid, 2004) PCA 255025 32

(Luo et al., 2006) Spatial domain 247009 5
(J. Wang et al., 2009) 30 1 1

vi. Radix Sort (S. D. Lin, Huang, et al., 2009)

Z. Lin et al. (2009) proposed a method using radix sort. It works in a similar manner

to other block generation methods. It divides the image into similar-sized blocks.

Then, the features of each block are extracted. Finally, these features are sorted

using radix sort. Afterwards, for every pair of adjacent vectors, the differences be-

tween vectors are computed by sorting a list. The authors proposed the use of radix

sort rather than lexicographic sorting to enhance time complexity. They also en-

hanced the capability of resisting various forgery methods, such as Gaussian noise

and JPEG compression. However, it does not deal with arbitrary rotation angles,

and it is not able to detect copied regions that were small in size.

2.7.2 Keypoint-based Methods

Keypoint-based methods are completely different from block generation methods. The

features in these methods are computed only on the image itself, without any division,

and the extracted features vectors per keypoint are compared with each other to find simi-

lar keypoints. Finally, forgery is detected if areas of such matches gather into larger areas.

The advantage of keypoint-based methods is its computational complexity, which is low

compared to block generation methods because of its lower pre-processing threshold.
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Keypoint-based methods extract distinctive local features in the image and producing key-

point descriptors that show those features. Extracted features are robust to local geometric

distortion and they are invariant to scaling, rotation, and partially invariant to illumination

changes. The general procedure of forgery detection in keypoint-based methods is shown

in Figure 2.15.

Figure 2.15: general procedure of forgery detection in keypoint-based methods

Two well-known keypoint-based feature extractions are SIFT (H. Huang et al., 2008;

Amerini et al., 2011; Shen et al., 2013; LI et al., 2009) and speeded up robust features

(SURF) (Shivakumar & Santhosh Baboo, 2011).

SIFT and SURF, as local visual features, have commonly been used for object recognition

and image retrieval. Due to their robustness to many geometrical transformations, they

have been used in digital forensics as well. SIFT extraction is used in different systems,

such as shoeprint image retrieval (H. Su, Crookes, Bouridane, & Gueham, 2007), finger-

print detection (Shuai, Zhang, & Hao, 2008), and in copy-move detection algorithms (Pan

& Lyu, 2010; Amerini, Ballan, Caldelli, Del Bimbo, & Serra, 2010).

In these methods, the best-bin-first search method and k-d tree are used to find the nearest

neighbours efficiently. Compared to lexicographic sorting in block generation methods,

it delivers better matching results. However, it requires more memory compared with

lexicographic sorting (Christlein, Riess, & Angelopoulou, 2010). A different approach

38



for keypoint-based methods is presented:

• SIFT based: H. Huang et al. (2008) proposed the first method based on SIFT.

Only the feature-matching SIFT algorithm is used to detect duplicated regions in

the image using best-bin-first, nearest neighbour identification. This method gives

good performance on various kinds of post-image processing such as scaling and

rotation. However, it is unable to detect tampered regions that are small in size.

Another SIFT-based method is proposed in (C. Zhang, Guo, & Cao, 2010). The

authors extracted keypoints from the image and used a voting strategy that was

based on the match vectors’ orientations to find the copied and pasted areas. For

the localization of tampered areas, a Subwindow Search algorithm is used. This

method is robust under background clutter (C. Zhang et al., 2010).

Shivakumar and Baboo (2011) proposed a copy-move detection method based on

SIFT. The authors used a Harris detector to extract keypoints from the image. Then,

in the second step, they used SIFT to create the feature descriptor of the extracted

keypoints. When the keypoints were extracted, they then are compared to each

other to find out the similar keypoints (the kd-tree algorithm is used for the match-

ing stage). Although this method is robust to scaling, it is not robust to Gaussian

noise and rotation which are very important.

Amerini et al. (2011) proposed a novel method based on SIFT, which is able to

detect copy-move forgery and image splicing. It has high reliability when detecting

forged images and is capable of detecting and estimating geometric transforma-

tions, such as scaling factors or rotation angles. This detection procedure has four

principal steps: SIFT feature extraction, keypoint matching, keypoint clustering,

and geometric transformation estimation.
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After the SIFT feature was extracted to match the keypoints, the g2NN test was used

to generate a 2NN test (Amerini et al., 2011). The 2NN test is the first matching

procedure for clarifying whether the distance value of the candidate match with

respect to the second nearest neighbour is lower than a particular threshold. It is

calculated by:

d1

d2
< T (2.3)

Where d1 and d2 are Euclidean distances with respect to the other descriptors, and T

is the threshold ∈ (0,1). The 2NN test has a drawback: it is unable to detect multiple

keypoint matching. To overcome this problem, the authors proposed generalizing

the 2NN test. The g2NN generates the 2NN test to clarify whether the distance

value of the candidate match with respect to the second nearest neighbour is higher

than a particular threshold. The g2NN test is capable of multiple copy detection

and it is computed using:

di

di +1
> T (2.4)

Where di is Euclidean distances in the range (d1, . . . ,dk). Moreover, k is con-

sidered a match. Inspected keypoints in the range of 1 ≤ k < n. d1, . . . ,dk are

Euclidean distances with respect to the other descriptors, and T is the threshold,

which is defined as 0.5 in this method. In the clustering stage, keypoints are clas-

sified using an agglomerative hierarchical tree cluster and a matrix of Euclidean

distance is created between each points coordinates. For the linkage method, a

weighted center of mass distance is used.
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This method performed excellently in terms of having a high true positive ratio and

a low false positive ratio. The results in Table 2.2 illustrates that the SIFT-based

method improves upon the methods by (A. J. Fridrich et al., 2003) and (Popescu &

Farid, 2004) in terms of computational time, true positive rate, and false positive

rate (Amerini et al., 2011).

Table 2.2: True Positive Ratio(TPR), False Positive Ratio (FPR) Values and processing
time (Average, Per Image) for each method

Methods FPR(%) TPR(%) Times(s)

(A. J. Fridrich et al., 2003) 84 89 294.69
(Popescu & Farid, 2004) 86 87 70.97

(Amerini et al., 2011) 8 100 4.94

The authors in (Shen et al., 2013) proposed a method based on SIFT and Grey

Level. The detection procedure starts by extracting SIFT keypoints and establish-

ing SIFT feature vectors for every keypoint. Then for locating a feature vector, the

gray level feature is extracted and mixed with SIFT features. Finally, the extracted

feature vectors are matched with two different keypoints and the location of the du-

plicated area is detected. The advantage of this method is its robustness to Gaussian

blur and its false match rate is reduced. However, one of the primary drawbacks is

high time complexity, because both SIFT and gray level features must be extracted.

The authors improved detection rates by creating a new gray level, because the

image will change a little when changes are applied to the gray levels. Thus, the

new gray level should be created again. The feature matching process starts by a

normalization of SIFT feature vectors because it can decrease the impact of uneven

illumination. Based on their results, this method has high time complexity but they

decreased the false matching rate (Shen et al., 2013).
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Unlike other SIFT-based methods, Bharamagoudar and Mudaraddi (2014) pro-

posed a detection method based on SIFT which divides an image into overlap-

ping blocks and uses Color Coherence Vector (CCV) as feature extraction method.

Searching for similar regions is like in the block generation method. They have

used lexicographical sorting to find similar blocks.

The image is rotated to the desired angle, and then it will ask the user to crop the

suspected regions and remove them from original image. Then SIFT is applied to

the rotated image and the extracted features of the image, and the extracted key-

points are compared with the first image to identify which part of the image has

been tampered with. By combining a block generation method with SIFT, this

method is very time-consuming.

Chihaoui, Bourouis, and Hamrouni (2014) proposed a new detection method based

on SIFT and SVD. SIFT is used to extract image descriptors and in the matching

phase, SVD is used to identify matched regions (2.5) describes the similarity matrix

calculation (Chihaoui et al., 2014).

Ai j =

√
n

∑
i j
(Di−D j)2 (2.5)

Where Di , D j are two different descriptor vectors. The two selected vectors are

matched if Ai j is the minimum along rows and columns at the same time. The main

drawback of this method is its limitation for large-size images; if the number of fea-

tures extracted from the image is more than 3000, it is not possible to authenticate

and locate tampered areas.

• Multi-resolution Weber law descriptors (WLD) based: Hussain, Muhammad,

Saleh, Mirza, and Bebis (2012) proposed a detection method based on Multi-resolution
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Weber law descriptors (WLD). This method is able to extract features from chromi-

nance components and provide information that human eyes cannot see. For clas-

sification points, they used a support vector machine.

The important advantage of this method is its ability to reach a WLD descriptor

with up to 91% multi-resolution on the hue space of the images. It is also robust

to noise and illumination and has the capability of edge detection. Naked eyes are

less sensitive to hue component than brightness. Thus, even though forged images

appear normal, several altered traces remain in hue channels.

Thus, detection starts by converting the input color image into the YCbCr color

mode using Y = 0.299 R + 0.587 G + 0.114 B, Cr = 0.701 R - 0.587 G - 0.114

B, Cb = - 0.299 R - 0.587 G + 0.886 B. The YCbCr color mode is used because

it stores color according to brightness and hue. These components are used to

extract image features because they are more sensitive at detecting tampered areas

in forged images. To extract features from the image, a multi-resolution WLD, a

texture descriptor, is used. For tamper detection, a support vector machine (SVM)

that includes training and testing stages is used (Christlein et al., 2010).

The proposed method was evaluated based on specificity, sensitivity, and accuracy.

Sensitivity measures the classification accuracy of true cases to determine if the

input image is authenticated or forged. It is measured using the following formula:

(100 × TP / (TP +FN)). Specificity measures the classification accuracy of false

cases and is computed using (100 × TN / (FP + TN)). Percentage accuracy is the

percentage ratio among properly classified images over the total number of images,

and is calculated as:

Accuracy = 100× (T P+T N)/(T P+T N +FN +FP) (2.6)
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Where TP (true positive) is the number of forged images that are detected as forged,

FN (false negative) is the number of forged images detected as original images. FP

(false positive) is the number of original images detected as forged images, and

TN (true negative) is the number of original images that are correctly detected as

original images.

The authors concluded that hue components are very accurate in comparison with

brightness and grayscale images, therefore their method is better compared to the

method in (W. Wang, Dong, & Tan, 2010) because they used hue components and

SVM. Moreover, they use edge information to extract feature vectors, which are

derived by using a filter on the image hue components. The detection result shows

that the proposed method detection rate is 91%, which is an increase of 33.9

• SURF based: SURF is another keypoint-based method that is used to extract fea-

tures in copy-move forgery detection methods. Bo, Junwen, Guangjie, and Yuewei

(2010) proposed a SURF-based method that can detect matched keypoints. This

method is robust to rotation and scaling with high computation time. Quantita-

tive measures were not included in their results and only visual results are shown.

Detection speed is very important compare to detection goal in this method.

S. D. Lin and Wu (2011) presented a splicing and copy-move forgery detection

method based on SURF and DCT . Detection was performed by an analysis of the

dual compression effect in the DCT and spatial domain. Then, a SURF descriptor

was used to extract a features descriptor to make it robust to scaling and rotation.

This method is able to localize duplicated areas, but detection time is high. The

algorithm has the same drawbacks as Bo’s algorithm in (Bo et al., 2010). Table 2.3

illustrates their experimental results in terms of detection time.

Shivakumar and Santhosh Baboo (2011) proposed a technique based on SURF that
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Table 2.3: Experimental results of SURF and DCT based method

Image Resolution Block Size Times(s)

2272 × 1704 109 235.4
512 × 384 99 279.31

1500 × 2100 99 227.7

is used to extract image features. In this, keypoint matching is accomplished by

filtering a base according to a general pattern. This method is robust to noise,

rotation, and scaling.

Results in (H. Huang et al., 2008; Amerini et al., 2011; Shen et al., 2013; Shiv-

akumar & Santhosh Baboo, 2011) show that keypoint-based methods have better

performance than block generation methods. The computational time is reduced

and almost all of them are robust to transformations such as rotation and scaling.

They are robust to all transformations and pre-processing because features extracted

using keypoints are robust to these kinds of manipulations.

2.8 Overall Review of Copy-move Forgery Detection Schemes

An effort has been made to present different copy-move forgery techniques to enhance

forgery detection methods. However, these enhancements are a long way from being

excellent and have some disadvantages that must be eliminated to acquire efficient re-

sults. Different methods were evaluated with various detection algorithms based on two

main criteria: keypoint-based and block generation. Each of these categories has its own

advantages and drawbacks.

Keypoint-based techniques perform well in terms of memory utilization and computation

time. Although the feature size and the number of extracted keypoints is large, they are

less than the number of image blocks used in block generation methods. Thus, the detec-

tion procedure is very lightweight. In terms of speed and robustness to large amounts of
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rotation and scaling, SIFT and SURF methods are remarkable and are a better technique

for forgery detection, but they may fail to detect very small tampered areas.

For block generation methods, the feature size can result in high memory use and the

computation time depends on the size and complexity of the feature set. For instance,

Zernike, DWT, DCT, and SVD have high computational complexity and do not have

viable accuracy rates, even if they are only robust to small amounts of rotation or scaling.

However, among these methods, Zernike performs better than the others because it re-

quires less memory and the computational time is lower. It is a good choice among block

generation methods. The Zernike moments method has been shown to be better than

other methods in terms of its robustness to noise and its capability to give faithful image

representation.

The issue of high computational complexity in (A. J. Fridrich et al., 2003; Popescu &

Farid, 2004; LI et al., 2009) has been solved by authors in (Cao et al., 2012), which

was similar to previous methods. Detection time for a 256 × 256 color image improved

in (Kang & Wei, 2008) when compared with the proposed method in (Mahdian & Saic,

2007). However, the computational time remained high compared to other methods. Their

method improved forgery detection in case of forgery with uniform areas, such as when

the sky or ocean is manipulated. The computational complexity is also lower and noise

robustness is increased compared to (Mahdian & Saic, 2007; A. J. Fridrich et al., 2003;

Popescu & Farid, 2004; Luo et al., 2006). In (Mahdian & Saic, 2007), the detection time

is high because lexicographical sorting has been used for sorting Singular Values Feature

Vectors.

The detection rate in (Hussain et al., 2012) is 91%, which is an increase of 33.9% com-

pared to (W. Wang et al., 2010). Multi-resolution WLD was used, which is a robust image
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texture descriptor with its extension to various scales. This method is capable of edge de-

tection as well, because it is robust to noise and illumination. Detection based on SURF

in (Bo et al., 2010) is robust to scaling, rotation, and noise blurring but the duplicated area

and its boundary should be automatically located.

The authors of (J. Wang et al., 2009) improved the efficiency of methods in (A. J. Fridrich

et al., 2003; Popescu & Farid, 2004) by reducing the amount of blocks used and feature

dimension to narrow the block matching searching space. The proposed method in (G. Li

et al., 2007) improved detection time compared to methods in (A. J. Fridrich et al., 2003;

Popescu & Farid, 2004) by reducing the number of blocks from 255,025 to 62,001. Fea-

ture dimension was also reduced to 8 from 64 and 32.

A number of copy-move forgery detection schemes are reviewed in Tables 2.4 - 2.6. Sev-

eral aspects of the detection schemes such as robustness and detection rate are investigated

and detection rate is illustrated based on the accuracy of the method. The robustness of

the existing methods in Tables 2.4 - 2.6 were determined based on the following charac-

teristics of the algorithms:

i. Robustness to rotation attack

ii. Robustness to JPEG Compression attack

iii. Robustness to scale attack

iv. Robustness to gaussian noise attack

2.9 Summary

Throughout this chapter, state-of-the-art copy-move forgery detection systems are dis-

cussed. In this chapter, a comprehensive research into existing forgery detection schemes

is presented. Moreover, different aspects of the existing algorithms, such as detection rate,
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robustness and detection time, are investigated. Tables 2.4 - 2.6 show a comprehensive

study on several copy-move detection methods from the year 2005 to 2014. Finally, sev-

eral current issues, such as low detection rate along with robustness of existing methods,

have been identified.
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CHAPTER 3

SCALE-INVARIANT FEATURE TRANSFORM (SIFT)

3.1 Introduction

In copy-move forgery detection methods, different features of the image are compared

to each other to identify which regions of the image have exactly the same features. As

explained in Chapter 2, copy-move forgery detection methods are categorized into two

main types: block generation and keypoint-based methods. In each of these methods, the

feature extraction process is different.

Image features are used as essential properties to be able to perform image matching;

these image features should have appropriate properties to make them suitable for finding

similar objects or scenes in an image. One of the important properties which every feature

of an image should have is an appropriate degree of flexibility in both the spatial and

frequency domains. Moreover, the features should be robust to image disruptions such as

noise (Lowe, 2004). Another key property of a good feature is that it should be highly

distinctive, and it should permit for correct object identification with a low probability of

mismatch.

Feature extraction is possible by utilizing different algorithms. The best feature extract-

ing algorithm should provide accurate feature locations with a low computational cost of

extracting them. One significant property of a good algorithm is its low cost of extracting.

The cost can be decreased by applying a filtering approach to eliminate low significance

features (Lowe, 2004).
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One of the best feature extracting technique is SIFT. It receives an image as input and cre-

ates a set of features. SIFT is one of the generally used algorithms for object recognition,

which has been applied in various applications such as robot localization and mapping,

face recognition (Lowe, 2004, 1999, 2001), video-based face recognition (Mian, 2011)

and 3D-scene modelling (Brown & Lowe, 2003).

(Mikolajczyk & Schmid, 2005) used SIFT in face recognition applications and, when

compared with PCA and 2DPCA, they showed that SIFT had better performance and

is a powerful matching tool. Furthermore, they recognised SIFT as the most resistant

algorithm to common image deformations. (Mian, 2011) utilized SIFT for video-based

face recognition and achieved high recognition and verification accuracy.

3.2 Feature Extraction Based on SIFT

SIFT consists of four main stages for feature extraction, which are: (a) scale-space ex-

trema detection, (b) keypoint localization, (c) orientation assignment and (d) keypoint

descriptor generation (Lowe, 2004). The explanation of each step is as follows.

• Scale-space extrema detection. The first step of the SIFT is to take the input

image and to create several octaves of the input image. This process happens by

gradually blurring out images using a Gaussian Blur operator. Each octave’s image

size is half of the previous one. This process should be repeated until all images are

blurred out.

Difference of Gaussians (DoG) images help to find the best keypoints, these im-

ages are created from blurred images in previous step by subtracting one image

from neighbour image in each octave. Keypoint generation is done by checking

every two consecutive images in all octaves. Figure 3.1 displays an example for the

process of constructing the Scale Space (Kumar & Ganesan, 2014).
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Figure 3.1: Constructing a Scale Space

• Keypoint localization. In this stage, interesting keypoints are identified by com-

puting the maxima and minima in the DoG images. In each scale, each pixel is

compared with its neighbours to find the maxima and minima in the DoG images.

Then, the pixel is accepted as a keypoint if it is marked as the greatest or least of

all 26 neighbours. All generated keypoints are not useful, so keypoints should be

filtered to identify valuable ones. The intensity of the keypoints should be checked

to reject the keypoints with low contrast. Moreover, keypoints on the edges should

have certain criteria to be accepted as useful keypoints.

• Orientation assignment. In the previous stage, useful keypoints were extracted

and the best keypoints identified, which are invariant to scale. In the third step, an

orientation should be assigned to each keypoint to make it robust to rotation. A

histogram is used to assign orientation by identifying the best gradient orientations.

• Generation of keypoint descriptors. In the last three steps, keypoints robust to

scale and rotation were generated, and an image scale, location, and orientation

were assigned to each keypoint. In this step, a specific fingerprint should be gen-
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erated for each keypoint. A descriptor for the local image region is computed to

make descriptors invariant to other possible variations such as 3D viewpoint or il-

lumination. Finally, 128 values normalize to identify a keypoint with robustness to

scale, rotation and illumination. Figure 3.2 shows the process of generating SIFT

descriptors (Kumar & Ganesan, 2014).

Figure 3.2: Generating SIFT descriptors

3.3 Why SIFT

There are various feature extraction techniques available such as corner detection, edge

detection, etc. The most important ones which are invariant to image transformation are

SIFT, SURF and principal component analysis (PCA)-SIFT. Then the authors in (Lowe,

2004), (Ke & Sukthankar, 2004) proposed a technique to use PCA to control gradient

patches instead of histograms. They have proved that PCA-based descriptors are robust

to image manipulation, but execution time for feature extraction was very low (Ke &

Sukthankar, 2004). Later in 2006, (Bay, Tuytelaars, & Van Gool, 2006) proposed SURF,

which used integral images for image convolutions and a Fast-Hessian detector. It worked

faster than the other two techniques.
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As explained in section 3.2, SIFT consists of four main stages for feature extraction which

are: scale-space extrema detection, keypoint localization, orientation assignment and key-

point descriptors. For detecting features, SIFT generates an image pyramid, filtering each

layer with Gaussians of sigma, and calculating the difference.

PCA is a multivariate technique for dimensionality reduction; it is used to reduce the di-

mensional feature space. It examines a data table in which observations are defined by

some inter-correlated measurable reliant variables. Its objective is to extract the signifi-

cant information from the table, to epitomise it as a set of new orthogonal variables called

principal components, and to show the design of similarity of the observations and of the

variables as points in maps (Abdi & Williams, 2010; Ke & Sukthankar, 2004).

In other terms, PCA-SIFT utilizes PCA rather than histograms to normalize gradient

patches (Ke & Sukthankar, 2004). The feature vector is considerably smaller than the

normal SIFT feature vector, and besides, it can be used with the same matching algo-

rithms. Just like in SIFT, PCA-SIFT uses Euclidean distance to identify if the two vectors

correspond to the same keypoints (Juan & Gwun, 2009).

SURF is a feature detector based on a Hessian matrix, which uses simple approximation

(Mikolajczyk & Schmid, 2001). It depends on integral images to decrease the compu-

tation time, because integral images permit the computation of rectangular box filters in

constant time. The SURF descriptors refer to the allocation of Haar-wavelet responses

within the interest point area. Furthermore, only 64 dimensions are utilized to decrease

the time for feature extraction and matching, and concurrently increasing the system’s

robustness (Bay et al., 2006).

A comprehensive research was done to compare these three feature extraction methods in

terms of processing time, robustness to scale changes, image rotation, image blur, Illumi-
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nation changes and Affine Transformations. All the techniques were evaluated based on

the same measurements, such as RANSAC, which is used to reject inconsistent matches.

An evaluation was carried out on the same image dataset, which includes general de-

formations, such as rotation, scale changes, and illumination changes. Below, different

evaluations are explained in order to verify the best method for feature extraction in terms

of different criteria.

i. Processing time. To identify the computational cost of the methods, perocessing

time evaluated in (Juan & Gwun, 2009). This evaluated the influence on time that

different elements have on the result, such as image type, image size, and even the

parameters of the algorithm. The authors utilized the Graffiti dataset which consist

of images of 300 × 240 pixels. They used the same parameters as used in the

original papers (Lowe, 2004; Ke & Sukthankar, 2004; Bay et al., 2006).

The detection time was computed for the processes of feature extraction and match-

ing. Table 3.1 illustrates the result of the time evaluation, and the results show

that SURF is the fastest, and SIFT is the slowest (however, it also finds the most

matches) (Juan & Gwun, 2009).

Table 3.1: Processing time comparison. Total time is the time of finding all the matches,
10 matches time is counted until the first 10 matches

Items SIFT PCA-SIFT SURF

Total Matches 271 18 168
Total Time (ms) 2.15378e+007 2.13969e+007 3362.86

10 Matches Time(ms) 2.14806e+007 2.09696e+007 3304.97

ii. Scale robustness. Another experiment evaluates the performance of these three meth-

ods in terms of robustness to scale changes. The results in Table 3.2 illustrates
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number of matches in case of scale attack. The results show that when the size of

the scale is larger, SIFT and SURF have better performance than PCA-SIFT, which

detects few matches (Juan & Gwun, 2009).

Table 3.2: Scale robustness comparison. Data shows the total number of matches for each
method

Data SIFT PCA-SIFT SURF

1-2 41 1 10
3-4 35 0 36
5-6 495 19 298
7-8 303 85 418

iii. Image rotation robustness. This test shows the effect of rotation on the three meth-

ods. In Figure 3.3, it is obvious that SIFT has better performance as it can detect

most matches with rotation remaining invariant. Besides that, PCA-SIFT identi-

fied only one correct match of the first ten. Even though it found only one correct

match, it is still better than SURF, which found the fewest matches with the lowest

repeatability (Juan & Gwun, 2009).

Figure 3.3: Rotation comparison, data represents the repeatability of rotation.
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iv. Blur robustness.In the fourth experiment, Gaussian blur was used on the images with

the radius of the blur changing from 0.5 to 9.0 radius. The result of the experiments

are illustrated in Figure 3.4, which shows that if the radius gets larger, SURF and

PCA-SIFT have good performance. In terms of finding correct matches, PCA-

SIFT finds more matches but not all of them are correct matches. SURF found few

matches while SIFT had the best performance (Juan & Gwun, 2009).

Figure 3.4: Blur comparison, data represents the repeatability of blur.

v. Illumination Changes. Another test was done for illumination effects. Figure 3.5

shows the brightness of the image getting lower and lower. The results in Table 3.3

illustrate the repeatability of illumination changes. From the result, it is obvious

SURF and PCA-SIFT have good results, but SURF is much better. In this case

SIFT has lower performance (Juan & Gwun, 2009).

Figure 3.5: Blur comparison, data represents the repeatability of blur.
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Table 3.3: Illumination changes comparison, the data represents repeatability and the
average of repeatability

Data SIFT PCA-SIFT SURF

1-2 43% 39% 70%
1-3 32% 34% 49%
1-4 18% 27% 25%
1-5 8% 18% 6%
1-6 2% 9% 5%

Average 21% 25% 31%

The experimental results shows SURF is much faster compared to SIFT and PCA, because

it uses a Fast-Hessian detector, which is five times faster than DOG, used in SIFT. In case

of robustness to rotation, the results show that SURF needs improvement if the degree

of rotation is large. Based on the results, it is concluded that SIFT works very well in

all cases except time, because it detects so many keypoints compared to SURF and PCA.

Table 3.4 illustrates the results of all experiments (Juan & Gwun, 2009).

Table 3.4: Scale robustness comparison. Data shows the total number of matches for each
method

Method Time Scale Rotation Blur Illumination

SIFT Common Best Best Best Common
PCA-SIFT Good Common Good Common Good

SURF Best Good Common Good Best

3.4 Summary

SIFT as a widely used algorithm for feature extraction has better performance compared

to other similar algorithms such as SURF and PCA-SIFT. It is clearly obvious that SIFT

is significant because of its desired properties, which are summarized below:

• Invariant to scale change

• Invariant to rotation change

• Invariant to illumination change
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• Robust to addition of noise

• Robust to substantial range of affine transformation

• Robust to 3D view point

• Highly distinctive for discrimination
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CHAPTER 4

RESEARCH METHODOLOGY

4.1 Introduction

The research methodology in this chapter contains three main phases. Phase 1 presents

the requirement and analysis, while the other two phases are the design and implementa-

tion of two proposed algorithms. Each algorithm was implemented with the purpose of

improving the tamper detection rate and robustness. The description of each phase is in

the following subsections.

4.2 Research Phases

As demonstrated in Figure 4.1, the design and implementation phase consists of two ap-

proaches. The proposed algorithm 1 consists of an efficient copy-move forgery detection

method. This keypoint-based algorithm has the capability to authenticate and locate the

copy-move tampered areas accurately. The details of the proposed algorithm are dis-

cussed in the implementation and design chapter.

The proposed copy-move forgery detection algorithms are keypoint-based algorithms

which are designed based on SIFT. In the implementation of the proposed algorithm in al-

gorithm 2, some improvement are achieved to enhance the performance of the algorithm

by increasing the tamper detection rate.

The performance of the proposed algorithms is analysed based on detection rate, robust-

ness to pre-processing operations, and detection time. The experimental results confirm

the efficiency of the proposed technique in terms of high tamper detection rate and ro-

bustness against copy-move forgery attacks (which are rotation, scale, noise and JPEG
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compression).

As demonstrated in Figure 4.1, the proposed keypoint-based algorithm in algorithm 2

explores a different approach for feature matching compared to algorithm 1. However,

the different feature matching scheme in algorithm 2 enabled it to have better performance

in terms of tamper detection rate.

Figure 4.1: General development flowchart

The general stages of the research methodology are research requirements, system anal-

ysis, design, implementation and lastly, certifying the proposed algorithm by testing dif-
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ferent methodologies. However, some fundamental stages of any developed scheme are

formed within the first two steps of the methodology structure. The proposed algorithms

are evaluated by testing each proposed scheme against different copy-move attacks such

as rotation, scale, noise and JPEG compression. Moreover, the scope of the proposed

algorithm will be simplified in the requirement phase. Every step of the proposed phases

will be described in detail in the following chapters.

In the design and implementation phase, the major structure of the proposed copy-move

forgery detection will be constructed, and the designed structure will be converted to ma-

chine language. Finally, in the last stage of the research, the effectiveness of the proposed

algorithm will be evaluated against copy-move attacks and the results will be analysed.

Every step of the proposed algorithms are explained in detail in the following chapters.

In the pre-processing stage, different challenges of copy-move forgery detectors are iden-

tified. The problems and issues related to detectors are clarified as an objective. Images

are converted to grayscale images, ready to be tested with the proposed methods. Then,

features which have been extracted by SIFT will be compared together to recognize sim-

ilar features. At this stage, finding a suitable feature extraction technique is essential,

because if the features extracted from image are robust against pre-processing attacks,

then the copy-move forgery detector will be robust against pre-processing operations.

Subsequently, features are extracted from the images, and it becomes necessary to find

a proper way to identify similar features while reducing false matches. By clustering

the features and searching for similar clusters, the number of false matched is reduced.

Finally, a line will connect the matched clusters in order to locate the tampered areas in

the image. In the last stage, the proposed methods in both algorithms are evaluated based

on standard evaluation criteria. Figure 4.2 illustrates the general steps of the proposed
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method briefly, and addresses the objectives and contributions of this study.

Figure 4.2: The general steps of the proposed method

4.2.1 Requirements Stage

As described in previous section, in order to develop the proposed algorithms for each

phase, all the research approaches have to be completed in an organized manner. This

means the first three steps of the research methodology (which are requirement, system

analysis and system design) will be done respectively before developing the proposed

algorithm. The first step of the proposed copy-move forgery detection system is the re-
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quirement phase. The requirement phase is the primary stage of each proposed phase.

This step comprises the following activities:

i. Review and Compare the Existing Schemes: The requirement stage of the proposed

scheme is a very important phase of the research study. A comprehensive literature

review is focused to discover problems of the past copy-move forgery detection

schemes. The result of the literature review, which is provided in chapter 2, assists

in identifying the problem statement, checking the drawbacks and advantages of

each technique, and helps in identifying the research objectives.

ii. Scope Selection for Proposed Copy-move Forgery Detection: In this stage of the

research, the scope of the research is determined in accordance with the literature

explanations and the structure of the copy-move forgery detection algorithm pro-

posed by this research. For implementation of the proposed algorithm, a suitable

programming language is required; therefore MATLAB language is chosen.

MATLAB is frequently considered as a high level technical computing language

and interactive environment for algorithm development, data analysis and data vi-

sualization. MATLAB is a correct choice for the implementation of proposed copy-

move forgery detection schemes, because of its numerous toolboxes, such as image

processing. By considering the problem statement of this research, the scope of the

proposed algorithm is identified as the following:

• The copy-move forgery detection algorithm proposed by this research can

support grayscale and RGB image.

• The detection algorithm can work on images with different dimensions.

• The forgery detection algorithm can accurately detect and locate the copy-

pasted areas
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• The copy-move forgery detection method is keypoint based which is robust to

rotation, noise, scale and JPEG compression.

4.3 Analysis Stage

The next stage of the proposed algorithm is the declaration of various hypotheses related

to the way the copy-move forgery detection algorithm works. In this stage of the research,

the perfect solutions for satisfying the requirement stage are recognized and certified. The

outcome of the analysis phase helps to construct the most effective algorithm in order to

achieve the objectives identified by this research. In this section, the data collection for

the proposed copy-move forgery detection algorithm will be described.

However, the analysis carried out in this phase depends on the outcome of the proposed

forgery detection algorithm, and different aspects such as different threshold values tested

in the analysis phase. To complete the analysis phase, an evaluation of the results of

existing copy-move forgery detection algorithms is an essential element. To confirm the

result of the analysis stage, numerous experiments are carried out in the last step of the

research.

4.3.1 Data Collection

The data for this study are collected from numerous academic and research sources.Except

well known datasets, a dataset created which consist of 100 images with various topics

from different sources for evaluation purpose. The idea of creating this dataset is to cre-

ate different forged images with various tampered areas. Images comes from personal

collection with various attacks applied on them. Three other databases which published

in valuable journals and are regularly used for experimental result comparison in image

processing and forensic researches are utilized for evaluation. Currently most of copy-

move forgery detection methods use these three databases, which are named MICC-F220,
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MICC-F2000 and MICC-F8multi, for evaluation. The following will describe the nature

of three digital image databases selected for this research.

The first digital image database is MICC-F220 (Amerini et al., 2011) which consists of

images with various contents and comes from the Columbia photographic image reposi-

tory and (Ng, Chang, Hsu, & Pepeljugoski, 2005) and their personal collection. MICC-

F220 consists of 220 images: 110 are originals images and 110 are tampered. The image

resolutions vary from 722 × 480 to 800 × 600 pixels and the size of the forged patch

covers, on the average, 1.2% of the whole image.

The forged images are created by randomly selecting an image area and duplicating it over

the image by applying various attacks like rotation, noise, scale, JPEG compression or a

composition of them. Table 4.1 shows the geometrical transformations for the attack used

in the MICC-F220 dataset (10 attacks, from A to J). Where θ presents rotation degrees,

Sx and Sy are scaling factors applied to the x and y axis of the tampered image part.

Table 4.1: Attacks applied in the MICC-F220 dataset

Attack θ Sx Sy

A 0 1 1
B 10 1 1
C 20 1 1
D 30 1 1
E 40 1 1
F 0 1.2 1.2
G 0 1.3 1.3
H 0 1.4 1.2
I 10 1.2 1.2
J 20 1.4 1.2

The second digital image database is MICC-F2000 (Amerini et al., 2011) which consists

of images with various content, and comes from the Columbia photographic image repos-

itory (Ng et al., 2005) and their personal collection. MICC-F2000 is a large dataset which
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contains 2000 images of 2048×1536 pixels: 700 are tampered whereas 1300 are original.

The altered images are achieved by implementing 14 attacks like noise, scale, rotation,

translation or a composition of them. The size of the forged patch covers, on average

1.12% of the total image (Amerini et al., 2011). Table 4.2 illustrates attacks applied in

the MICC-F2000 dataset (14 attacks, from a to o). θ is rotation in degrees, Sx and Sy are

scaling factors applied to x and y axis of the tampered image part.

Table 4.2: Attacks applied in the MICC-F2000 dataset

Attack θ Sx Sy

a 0 1 1
b 0 0.5 0.5
c 0 0.7 0.7
d 0 1.2 1.2
e 0 1.6 1.6
f 0 2 2
g 0 1.6 1
h 0 1.2 1.6
i 5 1 1
j 30 1 1
l 70 1 1

m 90 1 0.5
m 90 1 0.5
o 30 0.7 0.9

The third digital image database is MICC-F8multi (Amerini et al., 2011)which consists

of 8 high resolution tampered images with realistic multiple copy-move forgeries. This

dataset is utilized for the evaluation of the proposed method in cases of multiple forg-

eries in one image. Figure 4.3 and 4.4 illustrates a few samples from MICC-F220 and

MICC-F2000 dataset to show the structure of the images in this dataset. Samples are

under different copy-move attacks such as rotation, scale, etc.
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

Figure 4.3: (a) Original image without tampering from MICC-F220 dataset, (b) Tampered
image under scale attack, (c) Tampered image under scale and rotation attack, (d) Tam-
pered image without attack, (e) Original image without tampering, (f) Simple copy-move
tampering, (g)Tampered image under noise attack, (h) Tampered image under rotation
attack
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

Figure 4.4: (a) Original image without tampering from MICC-F2000, (b) Tampered im-
age under scale attack, (c) Tampered image under scale and rotation attack, (d) Tampered
image without attack, (e) Original image without tampering, (f) Simple copy-move tam-
pering, (g)Tampered image under scale attack, (h) Tampered image under rotation attack

Figure 4.5 illustrates samples of MICC-F8multi dataset. Samples are under multiple forg-

eries, which means more than one part of the image has been tampered.
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(a) (b)

(c) (d)

(e) (f)

Figure 4.5: (a-h) Tampered images with multiple forgeries

4.4 The Structure of Research Phases

In this section of the research, the overall design flow of the proposed phases is explained.

As explained in previous sections, this research proposes two algorithms for copy-move

forgery detection. However, the second algorithm improved upon the first one in terms of

detection rate and detection time. The following subsections describe the general struc-

ture of the proposed algorithms.

4.4.1 Approache 1: Keypoint-based copy-move Forgery Detection-Algorithm 1

In this approache, the proposed keypoint-based algorithm for copy-move forgery detec-

tion is presented. The primary method of the proposed algorithm begins with converting
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an RGB image to a grayscale image. As illustrated in Figure 4.6, SIFT is applied to the

tampered image to extract the keypoints, and then unique keypoints are compared to each

other to find matched keypoints for locating duplicated areas in the image. This process

continues until every single keypoint is checked with all other keypoint descriptors in the

image to find exact match keypoints. If there is any pair of keypoints which match each

other, it shows that the image is not original. Dot products are computed between descrip-

tors; if the two nearest neighbours have a ratio of less than a specific threshold it shows

those tested descriptors are suspected as being matched. Finally, the duplicated areas are

localized.

Figure 4.6: Primary design of the proposed algorithm-Phase 1

4.4.2 Approache 2: Keypoint-based copy-move Forgery Detection-Algorithm 2

In this approache, the design structure of the proposed keypoint-based copy-move forgery

detection algorithm is described. As mentioned before, the second proposed algorithm

utilizes the same basic structure of the first algorithm, using SIFT to extract the features

of the image. However, some main changes applied to the keypoint matching process.

The primary design of the proposed algorithm is demonstrated in Figure 4.7. As illus-

trated in this Figure, SIFT is applied to tampered image to extract the features of the

image which are keypoints, then those keypoints are filtered based on specific criteria and

descriptors are created. Descriptors are clustered based on a specific threshold value and

dot products are computed between every two descriptors to detect matched descriptors.
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This process continues until all descriptors are checked. If the number of matched points

is less than a specific value, a second level of matching is applied to find exact matched

points. Finally, the tampered areas which are copied-and-pasted regions are localized.

Figure 4.7: Primary design of the proposed algorithm-Phase 2

4.5 Summary

The methodology of the proposed method in each phase for copy-move forgery detection

was explained through this chapter, and the main structure of each proposed phases are

described. Furthermore, the key progress flows of this research, which contains the re-

quirement, an analysis, the primary design, and implementation, are explained. However,

the details of the proposed copy-move forgery detection algorithm are stated in the design

and implementation chapter.
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CHAPTER 5

RESEARCH DESIGN AND IMPLEMENTATION

5.1 Introduction

In this chapter the structural design and implementation of the proposed algorithms for

copy-move forgery detection are described. Both algorithms present a SIFT-based copy-

move forgery detector which is able to authenticate the originality of the image with the

capability of detecting copy-paste regions in the image. The ultimate goal of proposing

algorithm 2 is to reduce FPR, and increase the accuracy of detection.

This chapter proceeds as follows. In section 5.2 the design structure and implementation

of the proposed keypoint base algorithm 1 is presented. In section 5.3, the design structure

and implementation of the second proposed SIFT-based copy-move forgery detection is

discussed in detail. Section 5.4 is a summary of the overall chapter.

5.2 Approache 1: Methodology of Keypoint-based Copy-move Forgery Detection
Algorithm

In this section, the procedure of the first proposed copy-move forgery detection algorithm

is described step by step. Figure 5.1 illustrates the general procedure of the proposed

algorithm. SIFT is applied to the given image and the features are extracted to be used

for searching for similar areas in the image. Keypoints extracted from the image will be

compared to each other to identify which keypoints are similar. By applying matching

conditions to the extracted keypoints, similar regions will be recognized. Self-matching

elimination will be conducted to eliminate those keypoints which are not matched. If the

similarity between each two keypoints is more than a specific value they will be consid-

ered as matched keypoints, and finally, copy-pasted regions will be located. Details of
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each step are illustrated in Figure 5.6.

Figure 5.1: Design of the proposed algorithm-Phase 1
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As Figure 5.1 demonstrates, in case the digital image is RGB it will be converted to

grayscale by Equation 5.1. In this formula R, G, and B represent red, green, and blue

intensity of the image (M. Li & Cheung, 2009)

I = 0.299R+0.587G+0.114B (5.1)

The second step is extracting image features by using SIFT (Lowe, 2004). SIFT con-

sists of four stages of feature extraction which are: (a)scale-space extrema detection, (b)

keypoint localization, (c) orientation assignment and (d) keypoint descriptor generation.

Figure 5.2 illustrates the procedure of feature extraction, then followed by an explanation

of each stage in detail (Y.-Y. Wang, Li, Wang, & Wang, 2013).

Figure 5.2: Main stages of the SIFT algorithm

i. Scale-space Extrema Detection- The first step is to generate several octaves of the

image, and with each octave, the image is gradually blurred using Gaussian Blur.

The size of each octave image is half the size of its previous octave. This process

is repeated until all images are blurred. The DoG images are then created from

blurred images by subtracting one image from its neighbour image in each octave.
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These DoG images are utilized to find the proper keypoints. Keypoint generation

is performed by checking every two consecutive images in all octaves. The scale-

space of input image I(x,y) as:

L(x,y,σ) = G(x,y,σ)∗ I(x,y) (5.2)

where * is the convolution operation in x and y, and for computing the Gaussian

function the following equation is used:

G (x, y, σ) =
1

2πσ2 e
x2+y2

σ2 (5.3)

Where σ is the factor of scale space. The result of convolving an image with a

difference-of-Gaussian filter which is G (x, y, k σ ) - G (x, y, σ )

is given by

D (x, y, σ) = L (x, y, kσ)−L (x, y, σ) (5.4)

Which is the difference of the Gaussian-blurred images at scales σ and kσ . The

scale-space extrema in the DoG function is used to improve the robustness of po-

tential interest points, which are also called keypoints to scale and orientation. Fig-

ure 5.3 shows the blurred images at different scales, and the computation of the

difference-of-Gaussian images (Lowe, 2004).
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Figure 5.3: The blurred images at different scales, and the difference-of-Gaussian images

ii. Keypoint Localization

In the first step, scale spaces are generated to compute the Difference of Gaussians,

and then they are utilized to compute Laplacian of Gaussian approximations which

are robust to scale. In this stage, keypoints are generated by locating maxima/min-

ima in DoG images. The maxima/minima is located within the three consecutive

DoG images gained in the previous step.

Locating maxima/minima should be repeated until all pixels and their neighbours

are checked. The pixel should be checked with its 26 neighbours in 3x3 regions,

and then it is counted as a keypoint if it is marked as the greatest or least of all 26

neighbours. Figure 5.4 shows the process of detecting maxima and minima of the

difference-of-Gaussian images. X marks the current pixel, and the circles are the

neighbours.

Figure 5.4: Maxima and minima of the difference-of-Gaussian images are detected by
comparing a pixel (X)
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All keypoints extracted are not useful as features, so keypoints which are not suit-

able should be removed. Keypoints with low contrast should be checked based on

their intensities to be able to get the best keypoints: if the intensity value is less than

a specific value then it is rejected. Even keypoints on the edge should pass certain

criteria to be counted as keypoints, otherwise they will be rejected. In this stage,

keypoints which are sensitive to noise and have low contrast will be rejected.

iii. Orientation Assignment

The keypoints identified in the previous stage are invariant to scale. In this step, an

orientation is assigned to each keypoint-based on local image features. This step is

very important in case of an image invariant to rotation. In this case each keypoint

is allocated one or more orientations based on local image gradient directions. For

the input image I(x,y) at the keypoint scale σ the gradient magnitude is computed

using pixel differences, let

m(x, y) =
√

I1
2 + I2

2,θ (x, y) = arctan(I2 / I1) (5.5)

where m(x, y) is gradient magnitude, I1= I (x+1,y, σ ) - I (x-1,y, σ ), I2= I (x,y+1,

σ ) - I (x,y-1, σ ) and θ (x, y) is orientation. An orientation histogram is created

when the magnitude and orientation is calculated for all pixels around the keypoint,

then the maximum orientation is allocated to each keypoint. In the histogram, the

360 degrees of orientation are divided into 36 bins and every bin covers 10 degrees.

When the magnitude and orientation is calculated for all pixels around the keypoint

at some point, the histogram will have a local maxima and minima(peak).
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Orientation can split up a keypoint into multiple keypoints, then if these peaks are

above 80%, they are marked as new keypoint. However, if there is only one peak,

it is assigned as the keypoint.

iv. Generation of Keypoint Descriptors. The previous steps assigned an image scale,

orientation and location to each keypoint. In this step, a descriptor for the local im-

age region is computed which makes the descriptors robust against other possible

variations such as illumination. To generate keypoint descriptors, a set of orienta-

tion histogram on 4x4 pixel neighbourhoods is computed.

These histograms are relative to the keypoint orientation, and the orientation infor-

mation coming from the Gaussian image closest in scale to the keypoint’s scale.

Each histogram has 8 bins and every descriptor has an array of 4 histograms around

the keypoint. Then we have the SIFT feature vector ( f1, f2, f3, · · · , fn) with 128 el-

ements, which comes from 4×4×8. This vector is normalized to improve invariant

to changes in illumination.

Furthermore, keypoints are extracted by looking for the locations which are local ex-

tremum in the scale-space and are carrying different information than the image content.

They are marked by a 128-dimensional feature vector that is composed of a series of im-

age statistics gathered at the local neighbourhood of the same keypoint. Good keypoints

should be robust to local geometrical distortion, scale, noise, and rotation. Figure 5.5

illustrates the SIFT procedures of finding out proper keypoints from the image (Estrada,

Jepson, & Fleet, 2004).
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Figure 5.5: (a). Gaussian and DoG images grouped by octave. (b). Maxima of DoG
across scales. (c). Remaining keypoints after removal of low contrast points. (d). Re-
maining keypoints after removal of edge responses. (e). Extracted keypoints, arrows
indicate scale and orientation

The proposed detection algorithm searches for the locations of the keypoints that contain

steady local extremum in the scale-space and have different information from the digital

image contents. The described keypoints are marked by a 128-dimensional feature vector

that consists of a set of image statistics gathered at the local neighbourhood of the same

keypoint. Good keypoints should represent different locations in an image; they should

be robust to local geometrical distortion, scale, noise, and rotation. SIFT keypoints are

extracted from different locations of the digital image, then these unique keypoints are

compared to each other to find the matching keypoints, thus locating duplicated areas in

the image.

In the previous step, SIFT keypoints X = {x1,x2,x3, ...,xn} are extracted from the image,

and then these unique keypoints are compared to each other to find matching keypoints for

locating duplicated areas in the image. This process continues until every single keypoint

is checked with all other keypoint descriptors in the image to find the exact matching

keypoints. If there is any pair of matched keypoints, this shows that image is not original,

and some region of the image has been copied and pasted to another part of the image.

The proposed matching process starts by calculating the dot products between first and
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second keypoint feature descriptor as calculated by:

f1. f2 = || f1||× || f2|| ×cosθ (5.6)

where f1 and f2 are keypoint feature descriptors and θ is the angle between f1 and f2.

This process continues until all keypoints are checked with each other, then the inverse

cosine angle of the dot products is counted and sorted. Afterwards, the first matching

condition will be conducted by verifying if the two nearest neighbours have a ratio less

than specific threshold. As described before, the proposed condition at this stage will

increase the robustness of the algorithm.

However, in case the condition of the tested keypoints meets the proposed condition at this

stage, the coordinates of each keypoint will be stored for future actions. Furthermore, the

proposed condition will be checked for all the keypoints inside the digital image until all

the suspected matches are found. Subsequently, Euclidean distance is computed between

coordinates of each pair of matched keypoints in order to satisfy the similarity criterion

and finalize matched keypoints. It is computed as:

Pdist(p1, p2) =
√

(x2− x1)2 +(y2− y1)2 (5.7)

where x1, x2, y1 and y2 are the coordinates of the matched points. Finally the matching

results will be shown in the image by drawing a line between tampered areas to see which

part of the image is duplicated. Figure 5.6 illustrates the procedure of the first algorithm
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in details which has beendetail, as explained in the previous steps.

Figure 5.6: Design of the proposed algorithm 1
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Figure 5.7 illustrates the Pseudo code for feature extraction by the proposed algorithm. As

it is presented in line 2 of Figure 5.7, the image is first converted to a grayscale image then

SIFT is applied to the converted image to extract the image features. Keypoints extracted

by SIFT have four values: row, column, scale and orientation. Then, the dot product is

computed between every single keypoint with its neighbours to identify which keypoints

are more similar to each other. The result of the dot products is saved for further action

to compute similarity between keypoints.

Figure 5.7: Pseudo code for image feature extraction by SIFT

The Figure 5.8 illustrates the Pseudo code for feature matching and the localization of

copy-pasted regions by the proposed algorithm. The feature matching condition is ap-

plied to the computed dot product values from the previous step. In the next stage, the

Euclidean distance is computed for every two suspected keypoints derived from matching

conditions. If the value of the Euclidean distance is more than a specific value then two

keypoints are matched. Finally, the matched keypoints are connected together with a line

to show which regions has been tampered with by copy-move forgery.
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Figure 5.8: Pseudo code for feature matching

5.2.1 Adjusting Proper Threshold

The value of the threshold is defined based on the result of the detection rate for different

thresholds, based on the experimental results; in case the value of the threshold is in-

creased the number of the correctly matched keypoints will decrease. Therefore, a proper

threshold is required to reduce the number of false matches.

However, the proposed method is analysed to determine the best threshold in order to

have the best detection rate, which is the highest true positive rate and lowest false pos-

itive rate. Table 5.1 shows that the value of 0.25 is identified as the best threshold value

where the best true positive rate (TPR) and false positive rate (FPR) results are achieved.

The best FPR is the lowest value which means only a few percent of all images didn’t

authenticate correctly; the best TPR is the highest value which means all the images in a

dataset are authenticated correctly.
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Table 5.1: Threshold value analysis for MICC-F220 dataset

Threshold Value TPR(%) FPR(%) Time (s)

0.1 100 15.66 3.88
0.2 1000 7.36 3.88

0.25 100 3.63 3.90
0.3 100 12.44 3.92
0.4 100 20.36 3.92
0.5 100 36.09 3.90

In order to determine the effect of the different threshold values on the authentication and

tampered localization algorithm, several threshold values have been tested. The goal was

to maximise the TPR value while maintaining a very low FPR. Figure 5.9 demonstrates

that the best threshold in terms of lowest FPR and highest TPR is 0.25.

Figure 5.9: Threshold value analysis for FPR and TPR-Phase 1

5.3 Approache 2: Methodology of SIFT-based Copy-move Forgery Detection Al-
gorithm

In this approache, the procedure of the second proposed copy-move forgery detection is

presented. As described in previous section, the procedure of the feature extraction for

both of the two algorithms is same. In the second algorithm also, SIFT is used to extract

features of the given image. The following flowchart in Figure 5.10 gives a detailed
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explanation of the proposed algorithm, followed by an explanation of each step in detail.

Figure 5.10: Design of the proposed algorithm-Phase 2
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As shown in Figure 5.10, SIFT is applied to the tampered image to extract SIFT keypoints

from the image. This is then followed by extracting the keypoint descriptors, which will

be clustered and compared to each other to find same areas in cases of copy-move forgery

in both copied and pasted areas. The details of the proposed copy-move forgery detection

procedure are described in the following steps.

Step 1. Convert to grayscale image. If the input image is a color image, convert it to

grayscale using equation (5.1).

Step 2. SIFT features extraction and collecting features. Feature extraction by SIFT has

low computational costs with high robust performance. SIFT feature extraction

is explained in detail in section 5.2. Following is the brief description of SIFT

steps.

i. Scale-space Extrema Detection- In the initial step of SIFT, several octaves

of the image are generated and in each octave images are gradually blur-

ring using the Gaussian Blur operator. Keypoint generation is performed by

checking every two consecutive images in all octaves. The scale-space of

input image I(x,y) is computed by equation (5.2), equation (5.3) and equa-

tion (5.4).

ii. Keypoint Localization- Keypoints are generated and rejected if they had a

low contrast or if they were located on an edge.

iii. Orientation Assignment- An orientation is assigned to each keypoint based

on local image gradient directions to make each keypoint invariant to ro-

tation. The gradient magnitude for image I(x,y) is computed by equation

(5.5).
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iv. Generation of Keypoint Descriptors- A descriptor for the local image re-

gion is computed which makes the descriptors robust against other possible

variations such as illumination, and SIFT feature vectors are generated.

Step 3. Descriptors are extracted from the image, consisting of coordinates, scale and

orientation values. Here, the Euclidean distance is computed among the coordi-

nates of the descriptors to identify which descriptors have more similarity to each

other. Specifically, it is computed by

||a−b||2 =
√

∑
i
(ai−bi)

2 (5.8)

where a, b are coordinates of two descriptors.

Step 4. Clustering Descriptors. Distance values are grouped together using an agglom-

erative hierarchical tree clustering. Centroid linkage which uses the Euclidean

distance between the centroids of two clusters is utilized. If e and f are two clus-

ters then centroid linkage is computed:

d(e, f ) =‖ x̄e− x̄ f ‖2 (5.9)

where xe , x f are defined as:

x̄e =
1
ne

ne

∑
i=1

xei , x̄ f =
1
n f

n f

∑
i=1

x f i (5.10)
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where x̄e and x̄ f are the weighted centroids of two other clusters i and j. Here, the

number of clusters is empirically defined as 100 because it gives the best result.

When the number of clusters is less than 100 we get more false matches, and

when it is more than 100 the result of matches will be less than the actual number

of matches.

Step 5. In this step, similar clusters are identified for grouping purposes. Each cluster is

compared with the rest of clusters to find its match. If a and b are two clusters, the

dot product is computed using the descriptors’ coordinates and then is checked,

to see if the nearest neighbour has an angle less than the threshold of 0.5. This

process is iterated for all clusters to find the matched clusters. This condition is

computed by:

cd1.cd2 = ||cd1||× ||cd2|| ×cosθ (5.11)

where cd1 and cd2 are two cluster descriptors and θ is the angle between them.

This process is repeated until all clusters are checked against each other. The

adjustment of threshold value is explained in subsection 6.2.1

Step 6. Self matching elimination: Matches between objects that are similar but not

copied are deleted. The Euclidean distance between coordinate of the matched

clusters is computed. If the distance is greater than a specific threshold, then

those two clusters are matched. The Euclidean distance is computed by using:

||cm1− cm2||2 =
√

∑
i
(cmi− cmi)

2 (5.12)
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where cm1 and cm2 are coordinates of two matched clusters.

Step 7. Second level of matching: If number of detected matched points are less than

4 points, the second level of the proposed algorithm will be conducted. At this

stage, the vector of the dot product is computed between the descriptors them-

selves. The dot product is computed by equation (5.6)

Step 8. Descriptor matching: The matching condition is applied to all dot products to

check every single value with the rest, to find out if two specific descriptors are

matched. If the value of the dot product for the first descriptor is more than the

second descriptor scaled by a specific threshold (0.255), then those two descrip-

tors are termed matched. Threshold adjustment is detailed in Section 6.2.1.

Step 9. Self matching elimination: Objects which are similar but not copied will be elim-

inated by computing the Euclidean distance between coordinate of the matched

descriptors. If the distance is more than a specific value, then those two descrip-

tors are matched. Otherwise, these two descriptors are termed as matched pairs

and their coordinates will be saved for the next step to locate the tampered re-

gions. The Euclidean distance is calculated as:

||dm1−dm2||2 =
√

∑
i
(dmi−dmi)

2 (5.13)

where dm1 and dm2 are coordinates of two matched descriptors.
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Step 10. Locating duplicated regions: Two output results will be generated to locate the

duplicated regions in the image. The first output shows matched points per-

taining to cluster matching, and the second output displays the detected areas

inferred from the descriptor matching. A line connecting the coordinates of

similar clusters or descriptors is drawn to indicate the tampered areas. A repre-

sentative example of detection result is shown in Section 6.3.

As indicated by Figure 5.11, the procedure starts by converting the image to grayscale

and computing SIFT on the output. Descriptors (i.e., derived SIFT) will be clustered in

order to get the lowest false positive rate by comparing every cluster to each other. The

clustering procedure will be conducted with computing Euclidean distances between each

descriptor and its neighbours. Then, the values are grouped together using an agglomer-

ative hierarchical tree clustering. Centroid linkage is used between the centroids of two

clusters. The next procedure is to apply matching conditions between every two clusters

to identify if the selected clusters are similar or not. The locations of the similar clusters

are connected to indicate the tampered regions.

Figure 5.11: Algorithm 2 feature extraction and cluster matching
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Figure 5.12 illustrates the next procedure of forgery detection after cluster matching. In

this step, some clusters will be eliminated if the similarity of the clusters is less than spe-

cific value: in this case they will be considered as self-matching. In case the numbers of

matched points are less than 4, the second level of the proposed algorithm will be con-

ducted by searching for similarity between the descriptors themselves without clustering.

In the last step, a line is drawn to connect similar points or clusters to show which regions

are tampered as copy-paste areas.

Figure 5.12: Algorithm 2 self-matching elimination and duplicated area localization

5.3.1 Adjusting Proper Threshold

The proposed method is analyzed to determine the thresholds for attaining the highest

TPR and lowest FPR scores. Specifically, the threshold value affects the number of

matched keypoints. Several pairs of threshold values are tested to see their influences

on the identification of the forged and original images. Therefore, a proper threshold is

required to reduce the number of false matches.

The goal was to maximise the TPR value while maintaining a very low FPR. Table 5.2

illustrates that the best threshold (T) values are empirically found to be 0.255 and 0.5 for
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the first and second comparison conditions respectively. This table presents the results

of threshold analysis for the MICC-F220 image dataset. The best FPR for this dataset is

3.12% and the best TPR is 100%, which is the highest possible TPR value. The different

values of the thresholds for the first and second comparison conditions have the same

influence on the result of TPR and FPR for other datasets, too (MICC-F2000, MICC-

F8multi).

Table 5.2: Proper Threshold Analysis

First Threshold Second Threshold TPR(%) FPR(%) Time(s)

0.1 24.54 2.16 4.64
0.2 25.09 7.07 4.88
0.25 69 7.44 4.9

0.3 0.255 81.81 18.18 4.91
0.3 89 11 4.98
0.4 81 14 4.94
0.5 80 18.3 4.9
0.1 63.63 36.6 4.97
0.2 77.33 18.4 4.9
0.25 90.1 7.44 4.99

0.4 0.255 95.09 5.07 4.89
0.3 94 5.3 4.95
0.4 91 7.3 4.9
0.5 80 9.9 4.94
0.1 98.34 6.11 4.96
0.2 99.3 5.63 4.92
0.25 100 3.36 4.9

0.5 0.255 100 3.12 4.91
0.3 100 7.03 4.8
0.4 100 9.03 4.90
0.5 91.04 11.02 4.7
0.1 48 36.5 4.9
0.2 52.4 33.08 4.82
0.25 41.4 40.01 4.5

0.6 0.255 32.45 20 4.5
0.3 26.8 32.3 4.98
0.4 20.2 20.2 4.9
0.5 17.05 9.02 4.96
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5.4 Summary

Throughout this chapter, the structural design of two proposed schemes is described. The

design flow of each proposed phase has been described separately step by step. The

implementation procedures of the proposed keypoint-based tamper detection schemes are

described in detail. The first proposed SIFT-based copy-move detection scheme extracts

image features which are keypoints, and then searches for similar keypoints to find out

which part of the image has similar keypoints. The algorithm accurately locates tampered

area with a good detection rate. However, the method that has been used for searching

for similar keypoints for the tamper localization scheme in the proposed block-binary

algorithm could still be improved to have higher accuracy and detection rate. Therefore,

the second proposed SIFT-based scheme extracts features from the image and clusters

them based on their similarities, then searches for similar clusters to produce an efficient

tamper detection scheme that improves the tamper localization and decreases the false

positive rate.
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CHAPTER 6

EXPERIMENTAL RESULTS AND DISCUSSION

6.1 Introduction

In this phase of the research, different copy-move attacks will be examined in order to

determine the accuracy of the proposed schemes. As described in previous chapters, copy-

move attacks such as rotation, scale, noise and JPEG compression make authentication

and localization of tampered areas more difficult. Furthermore, the proposed copy-move

forgery detection algorithms are examined against all of the above-mentioned attacks to

evaluate the accuracy of proposed methods.

However, to illustrate the real effectiveness of the proposed copy-move forgery detec-

tion schemes, various experimental results were conducted in the following sections. To

test the accuracy of the proposed schemes, the detection rate of the methods was com-

puted based on TPR & FPR. The performance of the proposed forgery detection methods

were evaluated on three datasets named MICC-F220, MICC-F2000 and MICC-F8multi

(Amerini et al., 2011), as explained in section 4.3.1.

This section is divided into eight subsections, the first subsection introduces the experi-

mental setup, followed by experimental results of the algorithms under different attacks.

The last sub-section compares the proposed methods with conventional detection meth-

ods.

6.1.1 Experimental Setup

The proposed method was evaluated on a machine with a 4.0 GHz Intel Pentium processor

and 8 GB of RAM and Matlab 2013b. The performance of the proposed forgery detection
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method was evaluated on two datasets named MICC-F220 and MICC-F2000 (Amerini et

al., 2011) as explained in section 4.3.1.

6.1.2 Experimental Result for Normal Copy-move Forgery

As explained in the previous chapter, unlike complicated copy-move forgery, normal

copy-move forgery is defined as creating a forged image without applying any attacks

to the original part or on the whole image. Figures 6.1, 6.2, 6.3, 6.4, 6.5 and 6.6 illustrate

some samples of copy-move forgery detection with the second proposed algorithm. More

experimental results for normal copy-move forgery are available in appendix B.

In Figure 6.1, the small car has been copied and pasted to another part of the image with-

out applying any attack on the original part, as results illustrate algorithm 2 has better

results compare to algorithm 1.

(a) (b)

(c) (d)

Figure 6.1: Example 1: (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.2: Example 2:(a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.3: Example 3: (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.4: Example 4:(a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.5: Example 5: (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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In Figure 6.6, the sign on the wall has been copied and pasted to another part of the image

without applying any attack on the original part, as results illustrate both algorithms can

detect forgery accurately.

(a) (b)

(c) (d)

Figure 6.6: Example 6: (a) Original image, (b) Tampered image without any attacks, (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

6.1.3 Experimental Result for Rotation Attacks

Rotation attack is one of the most important attacks which is applied to the original part

of the image before pasting to another region. When a forgery uses this type of attack,

detection will be more difficult. In this experimental section, the original part of the image

is rotated with different rotation ratios (R) for R ∈ {5,10, ......,360}

To evaluate the robustness of the proposed method against rotation, several tampered im-

ages under rotation attack were tested. Results in Figures 6.7, 6.8, 6.9 and 6.10 indicated

that the proposed algorithm is robust to rotation attack with different rotation angles (θ =

5, 10, 15, 40, 45, 60, 70, 85, 90, 180, 270).
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In Figure 6.7, the original image tampered under two different rotation ratios (10o and

15o). The car copied and rotated then pasted to another part of the image, detection result

shows proposed algorithms can locate duplicated areas accurately even under rotation

attack.

(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.7: (a) Original image, (b,c) Tampered image under rotation attack (R= 10o, 15o),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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In Figure 6.8, the original image (a) tampered under 70o and 90o rotation ratio. The jar

copied and rotated then pasted to another part of the image, detection result illustrate

proposed algorithms can locate duplicated areas accurately when rotation ratio is high.

(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.8: (a) Original image, (b,c) Tampered image under rotation attack (R= 70o, 90o),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.9: (a) Original image, (b,c) Tampered image under rotation attack (R= 45o, 90o),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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In Figure 6.10, the original image (a) tampered under 90o and 60o rotation ratio. The

small car is duplicated and rotated then pasted to another part of the image, detection

result illustrate second algorithm has better result compare to first algorithm. Detection

result in algorithm 1 shows few false matching which has been improved in algorithm 2.

(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.10: (a) Original image, (b,c) Tampered image under rotation attack (R= 90o,
60o), (d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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6.1.4 Experimental Result for Scale Attack

In this experimental section, the robustness of the proposed method was tested against

scale attack. Image authentication and detection of forged parts in the image will be more

difficult when a scale attack is applied to the original part before pasting it to another

region of the image. To evaluate the accuracy of the proposed method, the robustness of

the system against scale attack is examined.

Different scale factor ratios (SF = 0.5. 0.6, 0.7, 1, 1.2, 1.3, 1.4, 1.6, 2) are applied to the

original part of the image before pasting it to another region. The tested images are high

resolution images from both datasets MICC-F220 and MICC-F2000. Figures 6.11, 6.12,

6.13 and 6.14 indicated that the proposed method in both algorithms is robust against

scale attack.

(a) (b)

(c) (d)

Figure 6.11: (a) Original image, (b) (b) Tampered image under scale attack (SF= 2), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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In Figure 6.12, the original image (a) tampered under different scale factor ratios. The

statue is duplicated and scaled with scale factor ratios 2 and 0.5 then pasted to another

part of the image. Detection result in algorithm 1 shows few false matching which has

been improved in algorithm 2.

(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.12: (a) Original image, (b,c) Tampered image under scale attack (SF= 2, 0.5),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2

107



(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.13: (a) Original image, (b,c) Tampered image under scale attack (SF= 1.6, 0.5),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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(a)

(b) (c)

(d) (e)

(f) (g)

Figure 6.14: (a) Original image, (b,c) Tampered image under scale attack (SF= 0.7, 0.5),
(d,e) Detection result of algorithm 1 , (f,g) Detection result of algorithm 2
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6.1.5 Experimental Result for Gaussian Noise Attack

Copy-pasted areas are frequently adjusted by applying further transformations. In this

section, Gaussian noise was applied to the tampered image to evaluate the robustness of

the system against noise attack. Here, the tested images are taken from the MICC-F220

and MICC-F2000 datasets. As Figures 6.15, 6.16, 6.17, 6.18, 6.19 and 6.20 illustrated,

the proposed copy-move forgery detection algorithm accurately detected the duplicated

regions even under Gaussian noise attack. The proposed algorithm is robust against dif-

ferent additive white Gaussian noise with a variance of (V= 0.01,. . . .., 0.1).

In Figure 6.15, the tampered image is under additive white Gaussian noise with a variance

of V= 0.07. The results illustrate that both algorithms can detect forgery even under noise

attack, but that algorithm 2 has better results when compared to algorithm 1.

(a) (b)

(c) (d)

Figure 6.15: (a) Original image, (b) Tampered image under noise attack (V= 0.07), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.16: (a) Original image, (b) Tampered image under noise attack (V= 0.07), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.17: (a) Original image, (b) Tampered image under noise attack (V= 0.02), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.18: (a) Original image, (b) Tampered image under noise attack (V= 0.01), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.19: (a) Original image, (b) Tampered image under noise attack (V= 0.02), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.20: (a) Original image, (b) Tampered image under noise attack (V= 0.04), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

6.1.6 Experimental Result for JPEG Compression Attack

In this part of the experiment, the robustness and sensitivity of the proposed method to

different JPEG compression qualities are addressed. Since most images are available

in JPEG compressed format, the performance of the proposed method is evaluated in

terms of robustness against JPEG compression. For testing purposes, different images are

compressed using various quality factors

Q ∈ {5,10,15,20,35,40,50,60,70,80,90,100}.

Figures 6.21, 6.22, 6.23 and 6.24 illustrate the robustness of both proposed algorithm

against JPEG compression by detecting the altered area accurately.
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(a) (b)

(c) (d)

Figure 6.21: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 25), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.22: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 40), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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Figures 6.23 and 6.24 illustrate the results of tamper detection for one forged image which

has been compressed with various quality factors. Experimental results in Figure 6.23

show that the proposed method in algorithm 1 can detect forgeries against JPEG com-

pression attack. Figure 6.24 illustrates that the proposed method in algorithm 2 achieves

a high level of robustness against JPEG compression attacks of different quality factors.

Notably, the detection rate is still satisfactory even when the compression ratio is high.

Figures 6.23b and 6.24b show the robustness of the proposed method to JPEG compres-

sion even under a quality factor of 5. It is very important for an algorithm to be able to

detect forgeries when the quality factor is lower that 20.

(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Figure 6.23: (a) Tampered image, (b) Detection result of algorithm 1 (Q = 5), (c) De-
tection result of algorithm 1 (Q = 10), (d) Detection result of algorithm 1 (Q = 20), (e)
Detection result of algorithm 1 (Q = 50), (f) Detection result of algorithm 1 (Q = 75), (g)
Detection result of algorithm 1 (Q = 85), (h) Detection result of algorithm 1 (Q = 95, (i)
Detection result of algorithm 1 (Q = 100)
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(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Figure 6.24: (a) The original image (b) Detection result of algorithm 2 (Q = 5), (c)
Detection result of algorithm 2 (Q = 10), (d) Detection result of algorithm 2 (Q = 20), (e)
Detection result of algorithm 2 (Q = 50), (f) Detection result of algorithm 2 (Q = 75), (g)
Detection result of algorithm 2 (Q = 85), (h) Detection result of algorithm 2 (Q = 95, (i)
Detection result of algorithm 2 (Q = 100)

To evaluate the accuracy of the proposed algorithm, detection rates (FPR & TPR) are

computed for different quality factors applied to all the images in the MICC-F220 dataset.

Figure 6.25 demonstrates that the proposed method gives good results in terms of FPR &

TPR even when applying different JPEG quality factors on all the images in the dataset.

Results show that when JPEG compression is applied to a dataset, there is only a slight

change in the value of FPR & TPR compared to other attacks.
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Figure 6.25: FPR & TPR for different JPEG quality factors in MICC-F220 dataset

6.1.7 Experimental Result for Combination Attacks

Copy-move forgery is very complicated; occasionally when an image is tampered it may

undergo several attacks. For instance, when an image is forged, its original part may be

rotated or scaled before being pasted to another region in order to make detection more

difficult. In certain situations, after an attack has been applied to the original image, the

image will undergo another attack, such as an addition of noise or a JPEG compression.

To evaluate the accuracy of the proposed algorithm, several tampered images which have

several different attacks were tested. The results in Figures 6.26, 6.27 and 6.28 indi-

cate that the proposed algorithms in both algorithms are robust against multiple attacks,

and that the result of detection in second algorithm is much better compared to the first

algorithm.

In case of multiple attacks, detection of copy-move forgery is more difficult compared to

normal attacks. In Figure 6.26, a combination of noise, scale and rotation attacks were

applied to the original image. The results show that both algorithms can detect forgery

very well.
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(a) (b)

(c) (d)

Figure 6.26: (a) Original image, (b) Tampered image under noise, scale and rotation
attacks (V= 0.02, SF= 1.2, R= 40o), (c) Detection result of algorithm 1, (d) Detection
result of algorithm 2

(a) (b)

(c) (d)

Figure 6.27: (a) Original image, (b) Tampered image under rotation and noise attacks
(R= 30o, V= 0.01), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.28: (a) Original image, (b) Tampered image under JPEG compression (Q=40)
and rotation , (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

6.1.8 Experimental Result for Multiple Copied Areas

In some cases. the tampered image is created by copying some part of the image and

pasting it to one or more regions on the same image. Hence, it is essential for a copy-

move forgery detector to be able to detect forgeries in case of multiple cloning. In this part

of the evaluation, the execution of the proposed technique on the MICC-F8 multi dataset

is examined. In this dataset, images are attacked by multiple forgeries. This is one of the

most important advantages of the proposed method, as most existing copy-move forgery

detectors are not capable of locating multiple forgeries.

The tested images are high resolution images (2048×1536 pixels), with multiple cloning

areas. Figures 6.29, 6.30 and 6.31 illustrate that the proposed method in both algorithms

is capable of localizing multiple forgeries and that the results in algorithm 2 are much

better compared to algorithm 1.
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(a) (b)

(c) (d)

Figure 6.29: (a) Original image, (b) Tampered image with multiple forgeries, (c) Detec-
tion result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.30: (a) Original image, (b) Tampered image with multiple forgeries, (c) Detec-
tion result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.31: (a) Original image, (b) Tampered image with multiple forgeries, (c) Detec-
tion result of algorithm 1, (d) Detection result of algorithm 2

6.1.9 Experimental Result for Copy-move Attack for Two Images

Although the proposed method is able to locate normal and complicated copy-move

forgery, it is also capable of locating tampered regions from two different images. In

some cases, a part of an image is copied and pasted to another image, creating a forged

image from a combination of two different images. To show that the proposed method

can be used for detecting forgeries in two images, the following experimental test has

been set up.

Figures 6.32, 6.33 and 6.34 illustrate the result of forgery detection in the case of forgery

between two images. The results show that both algorithms can detect forgery accurately.

The proposed method compares two available images and locates which part of these two

images are similar to each other, then it will connect the suspected regions in each image

together. More experimental results for this attack are available in appendix E.
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(a) (b)

(c) (d)

Figure 6.32: (a) Original image, (b) Tamperd image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6.33: (a) Original image, (b) Tamperd image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 6.34: (a) Original image, (b) Tamperd image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

6.2 Performance Evaluation

To evaluate the sensitivity and robustness of the proposed method, detection performance

was measured by computing true positive rate (TPR) and false positive rate (FPR). TPR

is the fraction of forged images correctly recognized as forged, and FPR is the fraction of

original images that are not correctly recognized as original (Amerini et al., 2011; Mishra,

Mishra, Sharma, & Patel, 2013). True positive and false positive rate are computed by the

following equations.

T PR =
# images detected as f orged being f orged

# Forged Images
(6.1)
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FPR =
# images detected as f orged being original

# Original Images
(6.2)

Where # images detected as forged being forged is the number of forged images which

have been detected as forged, # Forged Images is total number of forged images, and #

images detected as forged being original are number of detected forged images which

were actually original. # Original Images is total number of original images.

Different testing applied to proof the robustness of the proposed algorithms against vari-

ous attacks. Different quality factors from 5 to 100 tested to show the robustness against

JPEG compression, various rotation ratios from 5o, 360o are used to check robustness

against rotation attack. Several additive white Gaussian noise with variance of (V= 0.01,..,

0.1) are utilized for the noise robustness checking, and different scale factor ratio (SF =

0.5. 0.6, 0.7, 1, 1.2, 1.3, 1.4, 1.6, 2) applied to check the robustness against scale attack.

6.2.1 Comparison with Conventional Methods

The performance of the proposed method in algorithm 2 is compared with conventional

algorithms in terms of detection rate (TPR & FPR). In Table 6.1, the detection rates for the

MICC-F220 dataset are recorded, which suggest that the proposed method outperforms

the conversional method (Amerini et al., 2011) and (Mishra et al., 2013).

Table 6.1: Detection result of proposed method in algorithm 2 and other methods in same
dataset.

Methods FPR% TPR% Database

Amerini et al.(Amerini et al., 2011) 8 100 MICC-F220
Parul Mishra et a.l (Mishra et al., 2013) 3.64 73.64 MICC-F220

Proposed Method (algorithm 1) 3.63 100 MICC-F220
Proposed Method (algorithm 2) 3.12 100 MICC-F220
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The values of FPR, TPR, and execution time (in seconds) for the proposed method in

both algorithms are recorded in Table 6.2. The results indicate that the proposed method

in algorithm 2 achieves a higher detection rate when compared to the proposed algorithm

in algorithm 1 and other conventional methods. To complete the discussion, the results for

the conventional methods are also considered. Results indicate that the proposed method

achieves the lowest FPR (i.e., 3.12%) among the methods considered for the MICC-F220

dataset. Here, the TPR value is 100%, which shows that all tampered images are identified

as being tampered with.

Figure 6.35 shows the average detection rate (FPR TPR) of the proposed scheme, and a

few other copy-move forgery detection algorithms. The results illustrate that the detection

rate of proposed methods in both algorithms in terms of TPR and FPR is much better

compared to other methods.

Figure 6.35: TPR and FPR comparison with other methods
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6.3 Complexity Evaluation

Computational complexity is computed to classify the performance of the proposed al-

gorithm. Big−O notation is used to express the proposed algorithm runtime complexity.

Big−O notation is a mathematical construct utilized to define algorithmic complexity.

One of the Big−O notation is the O(logn) which is usually known as the Logarithmic

time, and the size of the input image affects the growth of the algorithm. In this study, we

considered each image has a size of (m×m) pixels, the processing time for feature ex-

traction would be Te = n2. The time for feature similarity checking T s = nx. Therefore,

the total retrieval time is

Tr = Te+T s = O(m2 +n2) (6.3)

The above expression indicates that the complexity of proposed algorithm depends mainly

on the image size and features length.

6.4 Summary

Throughout this chapter, the proposed copy-move forgery detection has been examined

against several tampering attacks. As the experimental results in this chapter illustrated,

the proposed schemes in each algorithm are very effective at detecting and localizing

different types of general tampering, such as rotation, scale and JPEG compression at-

tacks. However, the experimental results show that the proposed scheme in algorithm 2

improved the false positive rate and can locate forgery more accurately.

The analyses of the proposed algorithm in terms of the false positive rate (FPR) and true

positive rate (TPR) clearly verified the efficiency of the tamper localization algorithm.

Moreover, the performance analysis and experimental results clearly demonstrated that
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the proposed schemes outperform other algorithms in terms of detection rate and robust-

ness.
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CHAPTER 7

CONCLUSIONS

7.1 Research Findings and Achievements

With tremendous growths in digital image technology, and the low-cost distribution of

digital image-processing tools such as Photoshop among professionals and armchair users,

preserving the authenticity and integrity of digital images has become a considerable con-

cern for several organizations.

When considering the importance of image authentication and digital image forgeries,

effective authentication and detection of tampered areas in images is both important and

essential. Various aspects, such as the size of the image, forgery attacks (rotation, addition

of Gaussian noise, scale and JPEG compression) and image types can affect the way

image authentication and forgery systems work. Therefore, forgery detection algorithms

should be robust against forgery attacks, should work on different images of various types

and size, and should be able to detect tampered areas in reasonable time.

The main goal of this research is to develop a copy-move forgery detection algorithm

to authenticate and accurately detect duplicated regions of a digital image. In this re-

search, we designed, developed, and implemented a robust detection method for copy-

move forgery with a high detection rate. The general architecture of the system encom-

passes different methodologies to cope with the various challenges. The following dis-

cussions demonstrate how these objectives are achieved.
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i. To investigate different copy-move forgery detection methods to improve tamper

detection rate: This objective has been achieved by investigating several exist-

ing copy-move forgery detection methods. Various copy-move detection methods,

along with their feature extraction and tamper localization procedures, were anal-

ysed to identify the best method for improving detection rate. The structure of each

method is summarized and discussed in chapter 2.

ii. To propose an efficient copy-move forgery detection method that is robust to

noise, rotation, scale and JPEG compression: The second objective of this re-

search focuses on presenting an efficient copy-move forgery detection method and

providing a step-by-step procedure of the proposed method. The main contribu-

tion of this approach is to develop a technique which is able to detect copy-move

forgery in the presence of malicious and innocent attacks such as addition of noise,

rotation, scale and JPEG compression. Two of the most important attributes of this

algorithm is its feature extraction, which is performed by SIFT, and the procedure

of feature matching, which is done by clustering the extracted features and search-

ing for matched clusters (see Section 5.2 and 5.3). The features extracted by SIFT

give a good level of robustness against the addition of noise, a substantial range of

affine transformation and also are invariant to rotation, scale, blur and illumination

changes.

iii. To propose a new copy-move forgery detection method that is able to detect mul-

tiple forgeries: Due to the difficulty in detecting copy-move forgery in case of

multiple forgeries, developing a method with the capability of detecting multiple

forgeries was the third objective of this thesis. In some cases, one part of the image

is copied and pasted in multiple places, making forgery detection more difficult. It

is one of the important challenges for copy-move forgery algorithms to be able to
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detect multiple forgeries in different regions of the digital image.

iv. To test and evaluate the proposed algorithm by measuring detection rate: The last

objective is met by carrying out various types of experiments for testing and eval-

uating the proposed method under different conditions. The experimental results

were conducted on two well-known standard datasets (MICC-F220, MICC-F2000)

which are used for evaluation of copy-move forgery detection in most research. The

performance evaluation of the method is presented in Chapter 6.

The significance of digital image authentication has lately gained much attention due to

the everyday use of digital multimedia in different security applications and organiza-

tions. Moreover, one of the most important factors of digital image authentication is

the accuracy rate of its forgery detection technique. The proposed algorithm in this re-

search presents an image authentication and copy-move forgery detection method with a

high detection rate. The proposed algorithm can be used in many commercial and law

enforcement applications, especially security organizations which work frequently with

digital images, such as immigration departments.

In addition, the real-time usage of the proposed algorithm can be expanded for forensics

purposes. For example, forensic lawyers and law enforcement officials are required to

validate whether digital images submitted as evidence are original or fake. The result of

the authentication method proposed by this study is suitable to be used in online applica-

tions or highly sensitive applications such as an e-passport, which needs a 99% assurance

to validate the integrity of the images stored on passport chips or in smart cards. It is a

convenient and quick way to authenticate and locate copy-move areas in images such as

exchange contracts, photographs, or identity verification documents (e.g. birth certificate,
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utility bill, etc.).

7.2 Conclusions

The problems associated with copy-move forgery detection have many aspects. As ex-

plained in Chapter 1, the robustness of these methods is the main problem. Besides that,

detection rate and detection time are also important factors for each forgery detection

method. To answer the above-mentioned problems, it is essential to have a robust copy-

move forgery detection method with a high detection rate. Detection rate increases by

choosing an appropriate image feature extraction technique. In this research, the prob-

lems of copy-move forgery detection methods are divided into several sub-problems. A

robust copy-move forgery detection algorithm was developed to overcome the existing

problems and achieve the ultimate goal.

In relation to copy-move forgery detection problems, and based on the experimental re-

sults, the following conclusions are drawn:

• In this research, the limitations of current copy-move forgery detection methods are

discussed. Although different methods have been proposed recently, they couldn’t

overcome all of the current issues which affect forgery detection. Different factors

can influence the detection rate, such as image type, size, resolution and forgery

attacks which are applied to the tampered image.

• Copy-move forgery detection methods are classified based on block generation

and keypoint-based methods. The advantages and drawbacks of each classification

(based on detection rate and robustness) have been discussed. However, keypoint-

based methods have better results compared to block generation methods because

the features extracted in keypoint-based methods are more robust. In terms of detec-

tion time, keypoint-based methods have better results compared to block generation
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methods because in block generation methods the procedure of dividing the image

to blocks is time-consuming. This point answers research question 4.

• Many factors should be taken into account when selecting the feature extracting

technique. In this study, it was found that SIFT as a feature extraction technique

produced better results compared to other feature extraction methods such as SURF

and PCA. Moreover, features extracted by SIFT are robust to the addition of noise,

rotation, scale, blur and illumination changes. The experimental results illustrate

that SIFT has a better performance compared to other methods. This covers the

answer to research question 3.

• In answering research question 2, a SIFT-based algorithm is proposed, and the pro-

posed scheme detects the copy-moved regions by clustering the extracted descrip-

tors from the image. Different clustering methods are utilized to determine the best

method, one which leads to a high detection rate with the lowest false positive rate.

The proposed method in this research deals with various image types, sizes and

formats. Tampered areas can be accurately detected in a few seconds.

• From the experimental results, it can be concluded that the proposed method has

the following properties: 1) Robust against JPEG compression even with a low

quality factor such as Q=5. 2) Robust against different angles of rotation. 3) Robust

against addition of noise. 4) Robust against scale. 5) Copy-pasted areas detected

accurately. 6) Processing time is fairly low (3.8 seconds for image with resolution

900 × 1000). 7) Capability of detecting multiple forgeries. 8) High detection rate

(TPR = 100% , FPR = 3.12%)

133



7.3 Implication of Future Direction

Based on some of the contributions mentioned in the previous sub-chapter, a few guide-

lines are provided in this section for researchers who are working on copy-move forgery

detection. The recommendations are summarized as follows:

• Improving the overall performance of the system by enhancing accuracy of the

system.

• Although the proposed method is able to locate tampered areas accurately, in some

cases when there are no keypoints extracted from specific areas, it will not be pos-

sible to locate tampered regions. It is desirable for future work to enhance the

accuracy of the system in case the program cannot extract such keypoints.

• Developing methods for detecting other types of forgeries, such as image retouch-

ing.

• Enhancing the efficiency of the system in case of very high signal-to noise ratios

(SNRs) of white Gaussian noises
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APPENDIX-B

Graphical Experimental Results for Normal and Rotation Attacks

(a) (b)

(c) (d)

Figure 1: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 2: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 3: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 4: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 5: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 6: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 7: (a) Original image, (b) Tampered image without any attacks, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 8: (a) Original image, (b) Tampered image under rotation attack (R= 270o), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 9: (a) Original image, (b) Tampered image under rotation attack (R= 5o), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 10: (a) Original image, (b) Tampered image under rotation attack (R= 180o), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a)

(b) (c)

(d) (e)

(f) (g)

Figure 11: (a) Original image, (b,c) Tampered image under rotation attack (R= 5o, 40o),
(d,e) Detection result of algorithm 1, (f,g) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 12: (a) Original image, (b) Tampered image under rotation attack (R= 10o), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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APPENDIX-C

Graphical Experimental Results for Scale and Gaussian Noise Attacks

(a) (b)

(c) (d)

Figure 13: (a) Original image, (b) Tampered image under scale attack (SF= 2), (c) Detec-
tion result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 14: (a) Original image, (b) Tampered image under scale attack (SF= 1.4), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

151



(a) (b)

(c) (d)

Figure 15: (a) Original image, (b) Tampered image under scale attack (SF= 0.6), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 16: (a) Original image, (b) Tampered image under scale attack (SF= 0.5), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 17: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.05), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 18: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 19: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 20: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 21: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.02), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 22: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.01), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 23: (a) Original image, (b) Tampered image under Gaussian noise attack (V=
0.01), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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APPENDIX-D

Graphical Experimental Results for JPEG Compression and Combination

(a) (b)

(c) (d)

Figure 24: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 50) and rotation , (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2

157



(a) (b)

(c) (d)

Figure 25: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 50) and rotation , (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2

(a) (b)

(c) (d)

Figure 26: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 50) and rotation , (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2
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(a) (b)

(c) (d)

Figure 27: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 10), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 28: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 30) and rotation, (c) Detection result of algorithm 1, (d) Detection result of
algorithm 2
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(a) (b)

(c) (d)

Figure 29: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 10), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 30: (a) Original image, (b) Tampered image under JPEG compression (Quality
factor = 10), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 31: (a) Original image, (b) Tampered image under scale and rotation attacks (SF=
1.2, R= 40o), (c) Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 32: (a) Original image, (b) Tampered image under JPEG compression (Q=40), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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APPENDIX-E

Graphical Experimental Results for Multiple Forgeries and Copy-move Attack for

Two Images

(a) (b)

(c) (d)

Figure 33: (a) Original image, (b) Tampered image under multiple forgeries, (c) Detection
result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 34: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 35: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

163



(a) (b)

(c) (d)

Figure 36: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 37: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 38: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2

(a) (b)

(c) (d)

Figure 39: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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(a) (b)

(c) (d)

Figure 40: (a) Original image, (b) Tampered image (Combination of two images), (c)
Detection result of algorithm 1, (d) Detection result of algorithm 2
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