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1.2 Problem Definition

Through the analysis process of the project I discovered few problems that should be overcomed
which are:
e Limited references
e Limited given time to finish the first part of the project, which is to analysis and design
the system.
¢ The difficulties of implementing theoretical definitions and approaches into real system.
* The execution of the overall system is hard to implement because of other different

protocols, which is included.

1.3 Scope

The project scope determines part of the project process, which will overcome the burden of the

overall system development.

¢ By implementing the Internet Protocol (IP) engine in hardware which off-loads
performance intensive Internet protocols from processor sub-systems and allows for

separate system optimization.
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Figure 2.2. TCP/IP Protocol Flow

2.6 Internet Protocol (IP)

Every machine on the Internet has a unique identifying number, called an IP Address.

The IP stands for Internet Protocol, which is the language that computers use to

communicate over the Internet. A protocol is the pre-defined way that someone who

wants to use a service talks with that service. The "someone” could be a person, but more

often it is a computer program like a Web browser.
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e ____________]
Protocol: This field indicates the next level protocol used in the data portion of the

Internet datagram.

Header Checksum: A checksum on the header only. Since some header fields change
(e.g., time to live), this is recomputed and verified at each point that the Internet header is
processed. The checksum field is the 16 bit one's complement of the one's complement
sum of all 16-bit words in the header. For purposes of computing the checksum, the value

of the checksum field is zero.

Options: The options may appear or not in datagram’s. In some environments the

security option may be required in all datagram’s. The option field is variable in length.

There may be zero or more options.
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2.20 System Comparison Architecture
2.20.1 Existing System

The diagram below shows the architecture of the existing system, which is implemented
in software.
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Figure 2.6 Existing System Architecture
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Its auto-configuration and remote management capability enable it to provide IP
connectivity even without any external processor interaction, which makes it an ideal

communication extension for existing applications.
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2.20.4 IP Engine

In this thesis I will be focusing on the system module that will be developed which is the
IP Engine. This system will lead to the implementation of the internet protocol in
hardware, which will help in fast and accuarate data transmission ina tremendous

netwok enviroment. The diagram below shows the IP Engine process flow.
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Send to
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Fioure 7.9 IP Fnoine Process Flow
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Figure 2.10 shows the minimal header encapsulation where the network header is
stripped out of the packet and the rest of the header is passed to the multiplexer. This

process made at the [P Engine.

0102 03 04 0506 (0708091011 1213141516 171819 20 21 22 23|24 2526 27 28 29 30 31
Protocol Bl Reserved | Header checksum
estination IP address

Figure 2.10 Packet Encapsulation

In chapter 5 1 will be focusing on the IP Engine system architecture, which will explain in

detail each sub module and process of the Engine.
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3.1 Methodology
This chapter illustrate the methodology that have been used in this project and the advantages

of the implemented architecture in developing the IP Engine. The methodology used is the

hardware description language is VHDL.

[ ASIC or FPGA ] RIL Model ] Simulate

Synthesize

1\

Gate Level Simulate -

Place and route

Simulate
[ Timing Modcij am

[ Requirements ]
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4.4 VHDL and Verilog comparison

This section compares and contrasts the individual aspects of both languages the VHDL and the
Verilog.

i.  Capability
Hardware structure can be modeled equally effectively in both VHDL and Verilog. When

modeling abstract hardware, the capability of VHDL can sometimes only be achieved in

Verilog when using the PLI. The choice of which to use is not therefore based solely on

technical capability but on:

o Personal preferences
+ EDA tool availability

+ Commercial, business and marketing issues

The modeling constructs of VHDL and Verilog cover a slightly different spectrum across

the levels of behavioral abstraction; see Figure 1.
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5.3 Internal Block diagram
The diagram below shows the internal block diagram of the IP Engine sub modules

which illustrate the sub process of the Engine. This design is for the process of recieving
a packet from the Ethernet and processing it, then passing it to the upper layer of the

TCP/IP stack.

Figure 5.2 TP Engine internal Block Diagram
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1 2
3
5

4 )
1-clk
2-rstn
3-newFrame
AfhnieType

‘S-nextstate

This process will wait for a new frame arrival and check on the frame type. If both
signals are enabled then it will determine the next state by getting the header length.

1-newByte
2-inByte
3-framdatalatch
4-nextstate

The IP version will be checked here if it’s not equal to 4 then next state will remain idle,

if not it will go to next state, which is stGetHeaderByte.
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1-bufferSelect
2-nextState
3-cnt
4-checksum
5-ident0
6-position0
7-ident1
8-positionl

If we finished getting the header and processing them, start on the data and determine
which buffer should be used to handle the data.

3
4
1-framedatalatch
2-nextState
3-newByte
4-inByte

Operate on each value of the header received according to count and store the header in
RAM.
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l-newFrame
2-endFrame — :
3-cnt | '

4-fragmentoffset

5-getNewbyte
6-nextstate

If we haven't finished receiving the data, then check the counter if it is not equal to
datagram length then the next state will be stSetupWriteDataByte. Else if endFrame and
frameValid is enabled, that means that the frame is finished and was valid. Then it will go

to the next state which is stSetupwriteData.

I-morefragment
2-bufferSelecting
3-nextState
4-resetldent
5-newdatagram
6-datagramSize

At this state a signal will be sent to the transport layer informing that the datagram is

finished or await of a next frame.
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l | ‘ 1-complete
%
bufferSelectin
2 3 4 3-incWrCnt
4- nextState
5- wiRAM
6- wrAddr
7- wrData

At this state we wait for RAM write request to be serviced if complete, then we can write

data to RAM.

I-newFrameByte
2-inCnt = :
3-LatchFrameData

4-nextstate , ‘

The last process is to check if there is newFameByte. If yes then wait for it to arrive.

e
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5.4 Process Flow

Figure 5.3 Process Flow
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6.1 Introduction

After the design of the architecture has been fixed, the implementation of the IP Engine was then
bieng started. Figure 6.1 shows a simplified design process including both synthesis and
simulation for one or more programmable logic design. The key for understanding this process
and to understand how to use VHDL, is to know the importance of test development. Test

development should begin as soon as the general requirements of the system are known.

. Design Entry
L e
e =~ ——
| ommess | of Do
G B\
— O
Device Mapping

Figure 6.1 Steps In Implementing A VHDL Module

VHDL is used for design eniry. After bieng captured into a design entry system using a text
editor, the VHDL source code must be passed diresctly to synthesis tools for implementation in

a specified type of device. The its input to simulation, allowing it to be functionally verified.
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6.3 Modeling Entity
Here is the behavior description of each entity is listed below:

3-newFrame
4-frameType
" 5-nextstate

This process will wait for a new frame arrival and check on the frame type. If both signals are

enabled then it will determine the next state by getting the header length.

When stidle =>

-- wait for the arrival of a new frame that has a frameType of 1

if newFrame = '0' or frameType = '0' then
nextState <= stldle;

else
-- reset the counters for the next datagram
rstCnt <="1";
rstWrCnt <="'1";
newHeader <='1";
nextState <= stGetHeaderLen;
-- get header length and version information
getNewByte <='1";

end if}
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I-newByte
2-inByte
3-framdatalatch
4-nextstate

The IP version will be checked here if it’s not equal to 4 then next state will remain idle, if not it

Will go to next state, which is stGetHeaderByte.

When stGetHeaderLen =>
-- check ip version
if frameDatal.atch (7 downto 4) /= 4 then
nextState <= stldle;
else
nextState <= stGetHeaderByte;
-- send data to checksum machine
inByte <= frameDatal.atch;
newByte <="1";
-- get the header length in bytes, rather than 32-bit words
nextHeaderLen <= frameDatal.atch (3 downto 0) & "00";
end if;

60















System Implementation | WXES3182

1-morefragment
2-bufferSelecting
3-nextState
4-resetldent
5-newdatagram
6-datagramSize

At this state a signal will be sent to the transport layer informing that the datagram is finished or
await of a next frame. -

When stCompleteFragment =>
-- Signal the transport protocols if the datagram is finished
-- or await next frame.
nextState <= stldle;
if moreFragments = '0' then

-- Last frame so :
newDa =15 -- notify higher protocols it's ready
resetldent <='1"; -- free buffer for next time

if bufferSelectSig = '0' then -- output datagram size from correct buffer
datagramSize <= position0;
else
datagramSize <= positionl;
end if}
end if;
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l :J ’ 1-complete
2-bufferSelecting
2 4 3-incWrCnt
4- nextState
5- wiRAM
6- wrAddr
7- wrData

At this state we wait for RAM write request to be serviced if complete, then we can write data to
RAM.

When stDoWrite =>
-- Wait for RAM write request to be serviced
if complete ='0' then
-- keep signals asserted until complete is high
nextState <= stDoWrite;
WrRAM <="1";
-- The address is based on the fragment offset and buffer
if bufferSelectSig = '0' then
wrAddr <= "001" & (wrCnt + (fragmentOffset & "000"));
else
wrAddr <= "010" & (wrCnt + (fragmentOffset & "000"));
end if;
wrData <= frameDatal atch;
else
-- when write is finished, go to returnState
nextState <= returnState;
incWrCnt <='1";
end if;
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I-newFrameByte
2-inCnt
3-LatchFrameData
4-nextstate

The Jast process is to check if there is newFameByte. If yes then wait for it to arrive.

When stGetNewByte =>
if newFrameByte = '0' then
-- wait for new byte to arrive
nextState <= stgetNewByte;

else

-- latch new byte and go to returnState
nextState <= returnState;
incCnt <="'1";
latchFrameData <='1";
end if;
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Logic synthesis, on the other hand, is the process of taking a form of input, translating it into

form, and then optimizing it in terms of propagation delay and/or area.

Afetr the VHDL code is translated into the internal form, the optimization process can be
Peformed based on constaints such as speed, area, power and so on. After the synthesis process
bieng completed, then the whole module will be simulated to testify that the behavior description

is correct. The simulation will then be discussed in the next chapter.
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Appendices A: VHDL Source Code





































clsif' nezvPByte ='1' and lastnewByte = '0] then
-- add wath 2's complement arithmetic (convert to 1's above)
checkState <= stMSB; -
" checkSumLong <= ('0' & checkSumint) + ('0' & latchMSB & inByte);
clse
checkState <= stLSB;
end if:
when others ==
/ checkState <= stMSB;
end case;
end if;
“Nd process:
'ernet_arch:
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TCP_CHECKSUM CALCULATION,
(See also short Dascriptiéﬁyéf Internst Chacksum).

To calculate TCF checksws a "pssuds heagfse" is zdded to the TCP h=zd=p.
This includes:

I? Source Addeefs 4 bLytes

Ir Destination Address 4 bvtes =

TCP Protocol 2 bytas

TCP Lengt 2 bytes

chacksum i3 calonl
header and data.
the data contains
the end of data.

r
is an array containing all ths octets in ths TCP ksadsr and

tep is the langth (number of octets) of the TCP Meadsr and

ling is 1 if data has an svan nesbsr of cctets and/ (0 for =n odd
ul6 src_addr[4) snd vl€ dz=t =addrfd] ar=s the IF Sourte’ and dastination
addreszs ococtets. g

/t

T T T L LR R e R e T L o R L T LT T I
>

Function: tcp sum calc()
L R R R L R e et et i T

hk*
Description:

Calculate TCP checksum
T T R et e A e A R R T ey

*hxE .

v

tyvpedef usingend short ul6;
typedef unsigned long w32

ulé tcp sum cale(ul6é len tcp, ulé src addr[] ,ul6 dest addr(], BOOL
padding, ul6 buff(])

ul6 prot tcp=6;
uls padd=0:

ulf wordlf:

32 sum;

// Find out i1f the lenagth of data is even or odd number. If cdd,
// 2dd a padding byte = € at the end of packet
if (paddingfi==1) |
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(see RFC 7&B) . d
User Datagram FProtocol is utilized to sengd data that dossrn's
rizscessarily need to ke vary

reliable. Ths UDF packst is sneapsulated in an IF pachss w2ichin surn
is encapsulat=d in - =

& PPEF packst. Both UDP and IF have checksums octets and ths PEF packet
has its P23 cotats '

howaver this can only guarantes that the data and ths destinzzdion zra

correct.

ot

f
thare is ipilicy that this data doms not belong to an sxpactad
= bt
of ansthsr meszadge that just happsned ©o havs ths zzam=
iz izsus
the TCE protoool,

implapsnt protoecl because it dosz nzs :é;ﬁi%& =i

=ived and It doss not peed to dnitiats comand =
. se of
ly designed for communications where yaw =ishzr den's

requests, c
Internst.
UDP HEADER FORMAT

BE B G0 00 00 N0 01 06 00 00 B 80 0T Ty 70 & 70

&5 T4 63 €% aD (@G v ! 0 0L S0 OEy

P Headsr { G035 U0 S5 £BoRS
I T vy Ot a6 On N 0D 08 On &y B2 5 SN T A
0l Sl T
o cr BB U2 G2 GE O A0 An o) s e
ros T 4
t &
At B .
. e 14




1t

UDP CHECKSUM CALCULATION
{se= also short Description of Internet Checksum)

7o calculate UDP checksum a “peeudo hsszdsr® is adisd to tns ULE hesadsr.
Thiz includss:
IF Source Adcress 4 bytes _
1P Dastination Address 4 bytes -
Erotocol 2 bytes
uDe Length 2 bytes
~hecksum is csliculated cwer 21l ths cctets of the ne=lilda kazdsz,
v headzr and dats, %
if the data contains an odd numbsr of octets a pasl, Zezs fctexn is added
o tha end of dats.
The pseuds headsr and the pad are not transmitfes with ths paczst.
in ths example codsz,
ulé buff(] is an arzay containing all the octets in ths UDE hezder anc

=ngth (nunbsr of ccotats) af tha UL boader and

pa141r1 is 1 if data has an even number of cctets i 0 fir ap odd

/+

R .t L e R e R R T o e e e e e

R

Function: udp sum calc()

Descriptieon: Calculate UDP checksum
R Rttt e s e s e R R R R R e R s s s e e e e s s

ko

*/' .
typedef usingend short ulé;

typedef unsigned leng ud2; -

ulé short udp sum _calc(ulé len udp, ulé sre_addr[],ulé dest _addr[],
BOOL paddlng, Tulé buff[l)

{

ulé prot udp=17;

ulé padd=0;

ulé wordle;

132 sum;

/7 Find ocut if the length of data iz even or odd samber. IT oid,
// add a padding byte =0 at trhs =nd of packet
if (paddinggl==1){
padd=l’
buffllen udpl=0;
}

//initialize sum to zero
sum=0:
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tutorial on TCP/IP Packet Format

®» EBthernst hesaders

e TCP h=aders

o 1P hiadsrs

‘e CODE BITS (& bits) URG ACK ESH FST SV FIN (UAPESE)
Yiou may safely ignore ths “chscksum incorrsct" messags for eutgeing
-“anes fzom =

3.132.148.170. This i=s dus to ths 5'—L&lléﬂ "checksur cffloading®.
=fer to
tps /v ethiereal.com/lists/ethereal-usera/ 200210/ threads  heml £000790
f:r =
wore details. ]

cams 1 (62 hytes on wire, 62 byE; capturest)
Arrival Liﬂv. Dec 25 2002 11:18: EE.QICDQGDHD
Time dslta from previous packet: 0.00000 1000 sesonds
Tims relative to first packest: 0.000000.00 seconds
Frame Numbsr: 1
Fackst Length: 62 Lytes
Capture Length: 62 bytss
izharnet II, Src: 00:01:02:83:8b: 7@ DR 05:00:0c:07:585201
Destination: 00:00:0c:07:22:01 (003 ﬁﬂ b. 07:ac:01)
Source: 00:01:02:53:ab:72 (00:01:02:83:25:72)
Type: IF (Dx0800)
internet Protocol, Sro ‘Addr:(1585132.148.170 (156.132.128.170), Dst
loadps 207.202.214.132 (207.202.2148.132) :
Version: 4
Header length: 20ukyoes
Diffsrentiatad Services Field: 0DxG0 (DSCP (x09: Default; ECN: 0x00)

s

Y 0R00 00,. = Differentiated Services Codzpoint: Defauls (0x=0a0)
vin owafle SYERN-Capables Transport (ECT): 0
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Destination port: 1728 (172%9)
Saquence number: 3351904732
Acknowledgement number: 3639516448
Eeader length: 24 bytes
Flags: Dx0912 (8Y¥H, ACK)
Giie +vew = Congesticn Window Tsdus=d (C#AR): horn =at
e ehuee ECH=-Echo: Nat s=t
<DL Li.. = Urgent: Not s=t : =
ol Liu. = Acknowledgment: Set

sie . Bouse = PasHd Net sekt
e wess wile w2 Besats Nob s=E

cidw e O SURENR AT

s s wwsl o= FinY ot set N .
Winclowe size: 16384
Crecksun: (xble8 (corr=ct)
Cutions: (4 hytes)
Mazimum segment size: 1480 bytzs
ES00 0D 01402 BE &b 72 ob 61 97 2d g% X3 s (0N 25 O i el

= S
G210 00 2¢ 97 00 00 00 Z2e Q6 lo de cf =a dF 84

N

L3P0 94 az 00 17 Q6 ¢l &7 ca 0f de 48 =2 2: e &0 1P

o w01 43 wirars e A

0130 40 09 bl 65 Q0 00 02 04 05 bA 00 =9 R e

o

ae B

Fram= 3 (54 bytes on wire, 54 bytes capturesd
Errival Time: Dac 2, 2002 ¥1:18:28 §7823900
Time delta from previous packst: 0, 000023000 ssconds
Time relative to first packst: 0.26 20280 ezconds
Frame Numbsr: 3 *
Packet Length: 54 bytes
Capture Length: 54 bytes -
Zthernet II, Sre: 00:01:02:83:ab: 72 Bez: 0D:00:02:07:052501
. Destination: 00:00:0c:07:ac Ql JBO RO D 0T mst 0F)
Soircs: 00:01:02:8Z8:ab: 727 (00501202 2265:72 £
Tywe: IF (GROI00)
ercat Protogel, Sre nﬂlr. 188 220, $85 G0 (PR s Dl s ) D
e 207.200.004 032 (20IR208. 218, 132)
Version: 4
Hezdsy lengthe 20 hptes
Tiffersntiated Serdices Fieldd: Da0d  'DSC2 Om0d: [Desault: =6
ooon 00,0 s DEfferentiated Seryl ez Jodspoint: Tefauls (0
o o o= BECH-Caraple Transpses (ETT) < 4
e Run s S BN CE T
Total Lanagth: 40
Iizntificaticn: Oxnisc )
S . -_--T"- i | £ TR T e
= o SUS sl o=t
S e - !
T— 3 f s SRSSERSSE, EAIN s G
Eeaninasion: l S Dy AR e TR At SN
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Witichesy sig&s:
Chacksum: 0366
Opticus: (B hy
Maximum s
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e
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S010e Do 30 4= Ga
i o S e

dé & 06 21

LAz

30 & GO 66 19 o0 DY 02X 94 (S Bi 0% 21 Q4 02
Trams 2 €D bytss on wire, 60 bytes carzursd)
arrival Timss Dec 2, 2002 1%: 12; 2?.6.v34900J
Time Jelta f:ow pravicus packst: 0.251755000 setends
Time r=zlative packst: G,2Z22755000 saconds

rrams Humbsr:
Length,

o

Fac ke

Captiurs Length:

e - e v 31 AR
Ithernat = 85 TG

..":ft ._x u\tl"-'a;.
0001
(0=08

Trailzr: 0000
Intemnst Trotocod,
= Lo VEE 1ok e
S D DA R s - L, gy g

= ECN-Echo:

= push:
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...0 =

ot ==t
Urgent: Hot set

= Ecknowledgment: Not set
Not =zet

Feset: Not s=t

S
Faris Mot
'.F4 ==
1% {vorrest)
t=s)
gm=nt

&=t

size: 1460 bytss
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Transmission Control Protocol, Src Portw 172% (1729), Dzt Port: telnst
(23), Seqg: 2639616448, Ack: 3351904733, Ien: 0 i
Source port: 1729 (1729)
Destinaticn-port: telnst (23)
Szquance nurber: 3539616448
1,¥¢ledgement number: 3351204733
ader length: 20 bytes
&gs: 0=0010 (ACK) -
s o wwas = Ctmgestich Wikcow ol
«e o cexe = ECH=Echa: Not ==t
wa D eews = UEgents Not sot
ceel clu. = Acknowlzdgment:
cwaw Daa. = Fashs Not s5
saln aBaa = RESELANOENR
wee wadbe = SYHE HOE S8
creme sl = AT NS RaE
Wirdow size: 17520
Checkzum: 0xd998 (inceorrsct, snould ba fxsiks)

SoNY 0% T0 Oc '0F as 9l 00 RL pZed abh 72 0= 98 45 0N
v A e e e T e =
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Frame £ (80 bytes on wire, 60 bytes zzaptured
Arrival Time: Dec 2, 2002 11:1&:28.937320000
Tims dclra from previous packet: 0.258B£1600 seconds
Time relative to first packet: 0.520786000 =seconds
Frame Number: 4
Facitet Length: 60 kytes
Czpture Lenathis 60 bykes
Ethaernet IT, Sre: 00:01:97:24d: 63.,-, Dst: 01:021:02:83 %732
Destimation: 00:01:02:83:@80:720 (D0 02:02:3328h:72)
Souregy 00Nl 07 G BRale (NS0T 2 At T i &
Tepes IP (DR08GH)
Trailer: GGOGOD
Invernset Proteoccl, SrcWAddpt 207.862,2314. 131 (207.202.314.132), Dst
2ddey 153, 12814877 ;1_?-#_:.1“_.1;‘-5 170;
Vegrsian: o
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— Lawe 4
S T | e .
- B e e b . LA
L |
e b i e I 1 L Hig Bt
3.t - > B e lh [P o=
P - o A 2 L L - :l - -‘.—:!:
T - &= N
To%s “
Ner s
headiz: &1 [ i) o £
i = - g 1 e W S -
[ — - e ! . . 29 Wil - gy L T B



Destination: 158.132.148.170 (158.12
Transmission Contreol Frotcogol, Sro Port: y LSt Purgy 1929
{1729}, Seq: 3251904725, Acks:. 262%niEl:sc

Source port: telnst (23) 5

Destination port: 1720 (172%
equance number: ~IHIS0LT32
Haxt sequances numi=r: 3351802738 4
Acknowledgement number: 363581623 :
Headsr length: 20 hytes .
Flags: 0x0013 (FS3, AC
Nive ween = Congastion Wirdes F=ghacsd TNsd s Nes 3st
0.. .... = ECH-Echo: Nz z=% 4
==l s =t
e o . ST
<itahn s g
Sir el
Window slze:
Checksum: 0z 3
Tzlnst
Command: Do Autheantication Option
GO90 00 01 02 82 ab 72 00 91 &7 24 82 2T 05 49 25 o RN
= R e
31l 00 2b 97 36 00 LU 2¢ 06 1e 19 cf -a odf €& =
Pt A, TN S S
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