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Artificial Neural Network Introduction

1.7 Conclusion

This chapter is an overview of the project. The roughly description of the entire
project is discuss in this chapter. A brief history of security and current security
weakness and the purpose of using artificial intelligent in the IDS bring a very clear
concept of the project. The project limitation and project scope set a guideline for the
whole development. Finally the chapter overview_ gives some summary of each

chapter.
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Artificial Neural Network Literature Review

Perceptron
Perceptron is the earliest of the neural network paradigms; propose by Frank
Rosenblatt, a neurophysicist who had previously been psychologist. The application

had been done using perceptron is classification of shapes, character recognition and

robot vision system.

Self~-Organizing Map
The self-organizing map is a competitive network with the ability to form topology-

preserving mappings between its input and output spaces.
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Artificial Neural Network Literature Review

2.6 Conclusion

In this chapter, an understanding about the project and the research or survey result is
reported. This project involved three major area, artificial intelligent, networking and
security. Section 2.2 discusses the definition of artificial intelligent, and section 2.3
discusses an Al approach- artificial neural network. Section 2.4 is a brief introduction
of the IDS.
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Artificial Neural Network Svstem Analysis And System Design

e High degree of understandability and avoid memorization of events

and commands.

V. Usability
The system should be use without given any difficulty to the user. It shall help the

user in using the software.

vi. Performance and scalability
The system should perform consistency even if it is used over thousand times. It
should at least, perform a heavy load task when serving a thousand tasks at the

same time.
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Chapter I
System Analysis And Svstem Design

Figure 3.2 show the basic architecture of the network protected by the IDS.
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Figure 3.2 A basic architecture of network with IDS.
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3.7 Conclusion

In this chapter, the methodology that used for this project is explained (section 3.2-
3.4), including development model, development requirement, users and software

requirement. The software development life cycle is use V-model.

In section 3.5 — 3.7 is about the system analysis and design. The overview of the
system analysis in this project is discussed about the type of the IDS and the model of
the neural network to be used. The next is the flow diagram of the data structure of the

software and the use of modules.
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Phases
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Figure 4.1 The focus of implementation

From figure 4.1, implementation phase is the most time consuming phase in the

software life cycle.
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Artificial Neural Network Svstem Implementation

“1Y1,Pf,AfEl,perf] = sim(net,test1,[],[]):”

e Compare the result with the expected output.
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Artificial Neural Network Svstem Testing

In figure 5.2 the arrows form the top of the boxes indicate the normal sequence of
testing. The arrows returning to the previous box indicate that previous testing stages

may have to be repeated.
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Artificial Neural Nerwork Svstem Testing

requirements for the system. This approach is more appropriate for testing the
individual objects in a system. Using this approach, we test each object, then
combine them and test their interaction and the messages passed among objects by

utilizing the top-down approach.
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5.5 Conclusion
The primary result of testing is the test model. which describes how the system is
tested. The test model includes:
Test Plan, which specify:
e Test Objectives, which specify the objectives of the system testing and how to
achieve them.
e Test Strategy, which specify the approached use to finding defects in this
project.

e Test Components, which automate some of the test procedures.

Besides that, testing also results the defects that can be fed back to other workflows,

such as system design and implementation.
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Artificial Neural Network Svstem Evaluation And Conclusion

During the development of this project, many new things have learned like
fundamental of neural network and networking. Development skill was gained form
the experience in research this project. The most difficulty part in this project is

catching up the fundamental skill and defines the project scope.

This project was implement and can give a brief idea in how the neural network can
assist in network security. And also hope that this project can attract many people to

advance the project.
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+--java.awt.Component

I
+--java.awt.Container

|
+--javax.swing.JComponent

I
+--javax.swing.JPanel

|
+--signalgenerator.Time
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Appendix C: Example of M-File

clear all

close all

net = newfT([0 86399;0 1000;0 1000;0 1000;0 1000:0 1000],[5 2 1],{'logsig’' 'logsig'
logsig'}, 'trainlm’, 'learngdm’, 'mse’);

net=init(net);

net.trainParam.epochs=300, .

%input data

[a,b,c,d,e [ Target]=textread('Train.txt','%d %d %d %d %d %d %d");
Data= [a,b,c,d,e,f];

Data=transpose(Data);

Target = transpose(Target);

Y%etrain
[net,tr, Y E,Pf,Af] = train(net, Data, Target);

a=[1:1:length(Target)].
figure(1),plot(a,Y,'*',a, Target,'+',a,E,'0").legend(‘output', 'target', 'error’);






























